OEJIEPAJIBHOE ATEHTCTBO 11O ObPA3OBAHUIO

I'OCYJAPCTBEHHOE OBPA3OBATEJIBHOE YUYPEXJIEHUE
BBICHIEI'O ITPOGECCHOHAJIBHOI'O ObPA3OBAHNA

KA3AHCKHWHI I'OCYJAPCTBEHHBII TEXHOJIOTHYECKWIH YHUBEPCUTET

ITPUKA3
31.12.09 Ne 441-0

KA3AHb

B coorBerctBun ¢ npukazom DOCTIK Poccun, @®CH Poccun,
Munundopmesszu Poccun ot 13 despans 2008 r. N 55/86/20 "O6 yTBepxkaeHUU
[Topsinka mpoBeneHus kiaccudukanuy UWHOOPMAITMOHHBIX CHCTEM IEPCOHATBHBIX
JTaHHBIX", C IENbI0 peanu3anuu pekoMmeHmammii PocobpazoBanmst Ne 17-187 ot

22.10.2009 «O6 obecrieueHnn 3alUTHI IEPCOHATBHBIX JaHHBIX» U TTpukazoMm KI'TY
ot 23.12.2009 Ne 424-0,

IIPUKA3BIBAIO:

1

Co31aTh KOMUCCHIO MO 3aIUTE MEPCOHAIBHBIX JTAHHBIX C HAJICJICHUEM €€
MOJHOMOYHUSIMA 1O TMPOBEACHUID MEPONPUSATHM, KACAIOIMMUXCS OpraHU3aluu
3alIUTHI IEPCOHAIBHBIX TAHHBIX B COCTABE:

1. UBanos B. I'. — nepBbl1it npopekTop o YP — npeacenarenb KOMUCCHH;

2. baposa P. H. — 3amectuTenp rimaBHOTO OyxranTepa - 4IeH KOMUCCHUH;

3. BacunbeB A. A. — nekan ®MOII - ujieH koMuCCHH;

4. Bopo6nes E. C. — navanpauk {IY AI'CO - unien komuccuu;

5. I'aBpuiioB A. B. - nHadanenuk YK — ujieH komuccuuy;

6. MupraszuzoB A. C. — rJ1aBHBIN Bpay CaHATOPUSI-TIPODUIAKTOPHS - YIICH
KOMUCCHH;

7. Tyxo6ues X. I'. — 3am. HayanpHuKa OBO - yiieH komuccuy;

8. UekanoBa H. A. — nagansauk O3I'T - yjieH KOMUCCHU;

9. IIamoB A. I'. — Hauanpuuk OU - 4jIeH KOMHCCHH,

10. Xpamona H. B. — cnennanuct nmo KP — cekpetapp komuccum.



2

Ha3HauuTh OTBETCTBEHHBIX 3a 3allUTYy HWH(POPMAIMOHHBIX CHUCTEM
MEPCOHAJIBHBIX TAHHBIX 10 MOAPA3IAECICHUSM YHUBEPCUTETA!

- bapos M. 3. — Ben. anexrponuk [IHUT — ot Oyxranrepuu;

- 3yeB C. b. - ri1. nporpammuct HHUT - ot HTHUT;

- KorenkoBa O. A. — nomomauk nupekropa MIIIO no aaMuHUCTpaTUBHBIM
Y KaJIpoBbIM Borpocam - ot UII1O;

- Macnos C. 1O. — . nporpammuct HHUT - or HHUT;

- CaBuna C. b. — cnemmmamuct nmo KP — ot OK (paboTa co cTtynentamn);

- Cagpikosa [l. P. — unxenep ®PMOII — ot ®PMOIT,;

- Caduna I'. U. — cnenmaimct O3I'T — ot O3I'T;

- Caduymmuna A. K. — Bpau-TepaneBT — OT CaHATOPUSA-TIPOPHIaKTOPHS;

- Crnecapesa U. A. — 3aB. nadopatopueit ®BO — ot ®BO;

- XpamoBa H. B. — cnenmanuct o KP — ot OK (pabota ¢ cotpygaukamm).

3
JlupektopaM MHCTUTYTOB, AekaHaM (akynbTeToB K 15.01.2010 HasHauuTh
OTBETCTBEHHBIX 3a 3alIUTy WH()OPMAIMOHHBIX CHUCTEM MEPCOHANBHBIX JaHHBIX B
JIeKaHATaX U CBEJCHUS O HUX MepeaaTh HaYaIbHUKY YIPaBJICHHS KaJpOB.

4

VYr1Bepauts u BBectu B aerictBue ¢ 01.01.2010 BHyTpeHHME TOKYMEHTBHI,
periiaMeHTUpyromme o0padboTKy NEPCOHANBHBIX JAHHBIX B YHUBEPCUTETE!

- «llomoxenue o0 o0O0pabOTKE U 3alUTEC TNEPCOHAIBHBIX JIAHHBIX)
(npunoxxenue 1);

- «HHCTpyKIIMIO O TOpsAKe obecrmedeHus] KOH(GUIACHIIMATBLHOCTH TIPH
oOpamennn ¢ wuHpOpMaIMen, coaepIKamiei MepCoHAIbHbIE JTAaHHBICH
(npusnoxxenue 2).

- «MHCTpYKIHIO MOIK30BaTENs MpU 00pabOTKE MEPCOHATBHBIX JaHHBIX Ha
00bEKTaX BEIYMCIUTEIHHON TEXHUKN (MIPUIIOKEHHE 3).

- «VHCTpYKIMIO 10 TMPOBEJACHUI0O MOHHUTOPHUHTA WHOOPMAITMOHHON
0€30MacHOCTH ¥ aHTHUBUPYCHOTO KOHTPOJISI TIpU OOpabOTKE MEePCOHATBHBIX
JTaHHBIX» (TpUIOKeHHUE 4).

5
PykoBoguTensiM BceX CTPYKTYPHBIX MOAPA3ACICHUA C TPABOMOYHUSIMHU
ropunuueckoro Jjuna k 15.01.2010 nHasHauWTh OTBETCTBEHHBIX 3a 3alUTy
MH(OPMAITMOHHBIX CUCTEM IEPCOHANBHBIX JaHHBIX, 03HAKOMHTHh UX C HACTOSIIIHM
MPUKAa30M U 0053aThb PYKOBOJCTBOBATHCS YTBEPKICHHBIMU  TPHUIOKCHHUSIMHU.
JlanHbIE 00 OTBETCTBEHHBIX HAITPABUTH HAYAJILHUKY YIIPABICHUS KaIPOB.



6
Havanpnuky I[IOY C. A. Kucenery ¢ 01.01.2010 BBectH B mITaTHOE
pacnucaHue ynpaBJieHHUs! KaJpoB JIOJDKHOCTHYIO €IMHHUILY BEIYIIEro CIenuannucTa
10 3ammuTe HHGHOPMAIIUH.
7
[Tpopekropam no HP WN.II. A6aynnuny u no PuCHUP B.4. bazotoBy npu
pa3paboTke cMeThl pacxoaoB mporpamMm «MHpopMannoHHoe oOecrieyeHue» u
«be3onacHoCTE» TPEenyCMOTPETh MPUOPUTETHOE (UHAHCUPOBAHUE MEPOTPUSITHH,
CBSI3aHHBIX C 00ECIIEYeHNEM COXPAHHOCTH MEPCOHATBHBIX TAHHBIX.

PEKTOP I'.C. JIpsikoHOB

IIpoekT BHOCHT: CornacoBaHo:
Havaneauk YK ITpopextop no HP
A.B. I'aBpuiios N. 1. A6aynnun

ITpopekrop o DU
B. A. Anses

ITpopekrop no PuCHIMP
B.4. bazoTtoB

IlepBsIii mpopexTop o YP
B.T. Banos

CoOTBETCTBYET OpPUTHHAILY



[Ipunoxenue 1
K mpuka3zy ot «31 » nexabps 2009r. Ne 441-0

Hosoxenne 00 00padoTKe M 3aIUTE MEPCOHAIBHBIX JAHHBIX
I'OY BIIO «Ka3aHckuii rocy1apCTBEeHHbIN TEXHOJIOTHYeCKUN
YHHBEPCHTET.

1 O01mme moJ10:KeHNs.

1.1 Hactosimee Ilonoxxenue o6 oOpaboOTKe M 3alIUTe  IMEPCOHATBHBIX
nanHeix ['OY  BIIO  «Kazanckuii  rocyaapCTBEHHBIH  TE€XHOJOTMYECKHUU
yHuBepcute™ (B nmampHedmem [lomokenme) pa3paboTaHO HA  OCHOBE
pPEKOMEHJAIMK TI0 TOATOTOBKE JOKYMEHTOB, PETJIaMEHTHUPYIOMHUX 00paboTKy
MEPCOHANILHBIX JIAHHBIX B TMOJABEAOMCTBEHHBIX POCOOpa30BaHUIO YUPEKICHUSX, B
cooTBeTCcTBUM ¢ TpeboBanusmu denepanbHoro 3akoHa Poccuiickoit deaepanuu 0T
26.07.2006r. No 152-®3 «O nepcoHaNbHBIX JTaHHBIX).

1.2 TlonoxxeHue onpenenser:

- TIOPSZIOK TOJIY4EHHUs, 00pabOTKH, UCIIOIH30BaHUS, XPAHEHUSI U TapaHTUU
KOH(UJICHIIUATLHOCTH TEPCOHAJBHBIX JAHHBIX (DU3UYECKUX JHI], HEOOXOIUMBbIX
IUISl OCYILIECTBIICHUSI AEATEIBHOCTA B COOTBETCTBUU ¢ DenepanbHbIM 3aKOHOM
Poccutickont @enepannu ot 27.06.2006 1. No 152-®@3 «O nepcoHaIbHBIX TaHHBIX,
HOPMaTHUBHO-TIPAaBOBBIMU akTamMu Poccuiickoit denepannu B 00JaCTH TPYJIOBBIX
OTHOIIIEHUI 1 00pa30BaHusl, HOPMATUBHBIMU U PACTIOPSIUTEIBHBIMU JOKYMEHTAMHU
Muno6pnayku Poccuu, PocobpazoBanust u PocobpHanzopa;

- IeTh W 33Ja4d YHHBEPCUTETa B O00JIACTH 3alIUTHI TMEPCOHATBHBIX
JAHHBIX, K  KOTOPHIM  OTHOCUTCA OOECIIEYeHHe B  COOTBETCTBHH  C
3akoHoAaTenbcTBOM Poccuiickoin Denepannu 0o0OpabOTKH, XpaHEHUS U 3alUTHI
MEPCOHANILHBIX JaHHBIX PAOOTHUKOB, YYaIIMXCA M BBITYCKHUKOB, a TaKkKe
MEPCOHANBHBIX JAHHBIX, COACPKAIIUXCA B JIOKYMEHTAaX, MOJYYEHHBIX U3 JIPYTUX
OpraHu3alniA, B 00PAIEHUAX TPAXIaH U UHBIX CYOBEKTOB NMIEPCOHABHBIX JTAHHBIX;

- TMOHATUE W COCTAaB MEPCOHAIBHBIX NAHHBIX BKIIOYAIOT B ce0s JOOYIO
UH(OPMAIMIO, OTHOCSIIYIOCS K OIpPEACIICHHOMY WM ONpeeiIsieMoMy Ha
OCHOBAaHHUM Takod MHPopMauuu (HU3HNUECKOMY JIMIly, B TOM 4YHCIIEe ero (pamuinio,
UMsI, OTYECTBO, TOJ, MecAl, AaTy W MECTO POXKICHUS, aJpec, CEMENHOE,
COLIMAJIbHOE, MMYILECTBEHHOE MOJIOKEHUE, oOpa3zoBaHue, NpodeccHro, I0XO[bI,
apyras — uMH(OpManuioo,  ONpeAeNieMyld  HOPMATHUBHO-TIPABOBBIMU  aKTaMH
Poccuiickoii @enepauuu B 00JacTH TPYJIOBBIX OTHOLIEHWH U 00pa3oBaHUS,
HOPMAaTUBHBIMM M PacHOpsAUTEIbHBIMUA JIOKyMeHTaMu MunHoOpHayku Poccun,
PocobpasoBanus u Pocobpranzopa, HactosmuMm [Tonoxennem u npukazamu KI'TY.

1.3 Omneparopom nepcoHanbHbix AaHHbIX aBisieTca ['OY BIIO «Ka3zanckuit
rOCYJIapCTBEHHBIN TEXHOJOTUYECKUN YHUBEPCUTET.



2 Topsaok nmojryuyeHust 1 00pad0TKH NEePCOHAJBHBIX JAHHBIX.

2.1 IlonyuyeHue NepCOHAIBHBIX JaHHBIX OCYIIECTBISETCS B COOTBETCTBUU
C HOpMaTUBHO-IIpaBOBbIMU akTaMu Poccuiickoil denepaunn B 001acTu TpyAOBBIX
OTHOIIIEHU! U 00pa30BaHuUsl, HOPMAaTUBHBIMU U PACIOPSAAUTEIbHBIMUA TOKYMEHTAMHU
MunoOpuayku Poccun, PocoOpazoBanuss u  PocoOpHaazopa, HacTOSIIMM
[lonoxenueM M TNpUKa3aMU YHHMBEPCHTETa HAa OCHOBE COTJacusi CyObEKTOB Ha
00paboOTKy HX TMepCOoHaNbHBIX JaHHBIX. Omeparop He BIpaBe TpeOOBaTh OT
CyObeKTa TMEpPCOHANbHBIX JaHHBIX MPEIOCTaBICHUS HWHPOPMAMM O €ro
HAIlMOHAJIBHOCTU M PACOBOM MPUHAAJIEKHOCTH, MOJUTHYECKHX M PEMTHO3HBIX
yOeX)IeHUsIX U O €ro 4acTHOM >XW3HM. be3 corjacusi cyOBEKTOB OCYILECTBIISETCS
00pa0oTKa OOIIETOCTYIHBIX IMEPCOHATIBHBIX NAHHBIX MU COAEPXKAIIUX TOJIBKO
(dhaMuIMu, UMEHA U 0TYECTBa, OOpAIICHUI U 3aIIPOCOB OpPTaHU3AIUN U (HU3UUECKUX
JIMII, pETUCTpalMsl U OTIPaBKa KOPPECIOHACHLIMN MTOYTOBON CBA3BIO, OhopmiieHHE
pPa3oBBIX MPOITYCKOB, 00OpabOTKa TMEpPCOHANBHBIX MJAHHBIX JJS HCIOJHEHUS
TPYZOBBIX IOTOBOPOB HJIM O€3 HCIIOIB30BAHMS CPEACTB aBTOMATH3AIH, U B UHBIX
cilydasix, IpeayCMOTPEHHBIX 3aKOHOJaTeNbCTBOM Poccuiickoit denepauuu.

2.2  OOpaboTka W  HCHOJB30BAHHUE  MEPCOHAIBHBIX  JAHHBIX
OCYUIECTBJISIETCS. B  LEJNSAX, VYKa3aHHBIX B COIVIALIEHUSIX C CyOBbEKTaMu
IIEPCOHANIBHBIX JIaHHBIX, a4 TAK)KE B CIIy4asx, NPEAYCMOTPEHHBIX HOPMAaTHUBHO-
npaBoBeiMu akTamMu Poccuiickon ®Depepanuu. He npomyckaercss NpuHATHE Ha
OCHOBAaHWM HCKJIIOYUTEIILHO aBTOMATU3UPOBAHHOW 0OpPaOOTKH TMEPCOHATBHBIX
JAHHBIX PEUICHUN, MMOPOKIAIIUX OPUANYECKUE MOCIEACTBUS B OTHOIICHUHU
CyOBeKTa MepCOHATBHBIX JAHHBIX WU WHBIM 00pPa30M 3aTparuBaroIIUX €ro MpaBa u
3aKOHHBIC UHTEPECHl. B ciyuae yBOJIbHEHUS, OTUYUCIICHUS CYObEKTa MEPCOHATBHBIX
JAHHBIX W WHOTO JOCTWIKEHHUs IeJieli oO0paboTKM TMepCOHAIBHBIX JaHHBIX,
3aUKCUPOBAHHBIX B MHChbMEHHOM  coriamieHuu, Omepatop  0o0s3aH
He3aMeJIJTUTEILHO MPEKPaTUTh 00paOOTKY NMEPCOHATBHBIX JAHHBIX U YHUUYTOXHUTh
COOTBETCTBYIOIIME TMEPCOHAIBHBIE JAaHHBIE B CPOK, HE MPEBBIMIAIOIINN Tpex
pabounx gHEN C JaThl JOCTHXKEHUS 1Ieu 00pabOTKU NMEePCOHAIBHBIX JAHHBIX, €CIIU
MHOE HE MpeaycMoTpeHo (enepanbHbiMu 3akoHamu. [IpaBuiia oOpabOTKH U
WCMOJIb30BaHUSI ~ MEPCOHAJBHBIX  JAHHBIX  YCTAHABJIMBAIOTCS  OTACJIBHBIMU
pernaMeHTaMu U MHCTpykuusimMu Oneparopa.

2.3 IlepcoHanbHble NaHHBIE MOTYT XPaHUTbCA B OyMaXHOM U (WIJIM)
ANIEKTPOHHOM BHJIE, LEHTPAIU30BAHHO WJIM B COOTBETCTBYIOIIUX CTPYKTYPHBIX
MOJIpa3/IeNIeHusIX, C COOJIOACHUEM INPEIYCMOTPEHHBIX HOPMATHBHO-TPABOBBIMU
aktamMu Poccuiickont Penepanuu Mep 1o 3aluTe NEPCOHANBHBIX JaHHbIX. [IpaBo Ha
00paboOTKy MEepPCOHAIBHBIX JAHHBIX MPEIOCTABISETCS PAOOTHUKAM CTPYKTYPHBIX
noapaszieneHuid U (WiIM) JOJDKHOCTHBIM JIMIIAM, OIPEACIICHHBIM HACTOSIIUM
[TonoxxeHueM, pacnopsiAUTEIbHBIMU JTOKYMEHTAMU W WHBIMH TTUCbMEHHBIMU
yka3zanuamu Oneparopa.

2.4 HCpCOHaHBHBIG JAaHHBIC 3allUINarOTCsd OT HCCAHKIWMOHHUPOBAHHOI'O
A0CTyIla B COOTBCTCTBMM C HOPMATHBHO-IIPABOBBIMHU aKTaMH Poccuiickon
CDez[epauI/m, HOPMATHUBHO-PACIIOPAAUTCIBHBIMHA  dKTaMHU W PCKOMCHAAHUAMU



PETyIUPYIOIIMX OpraHoB B  oOjacTu 3amMThl  WHGOpMALMK, a Takke
YTBEPAKIAECHHBIMU PEMNIAMEHTAMH M HHCTpYKIMAMH OniepaTopa.

3 IlpaBa, 0013aHHOCTH M OTBETCTBEHHOCTHh CYy0bEKTA MEePCOHATBHBIX IAHHBIX
u Oneparopa npu 00padoTKe NEPCOHATBHBIX JAHHBIX.

3.1 B uensix obecrieueHuns 3alIUThl CBOMX MEPCOHATBHBIX JAHHBIX CYOBEKT
NEPCOHAIBHBIX JTAHHBIX B COOTBETCTBUM C PDenepalbHbIM 3aKOHOM Pocculickoii
@enepaunn ot 27.06.2006 1. Ne 152-®3 «O mnepcOHAIBHBIX JaHHBIX» 3a
UCKJIIOYEHUEM CIIy4aeB, NPEAYCMOTPEHHBIX HaHHBIM DenepanbHbIM 3aKOHOM,
MMEET IIPaBo:

- Ha mosiyueHue ceaeHuid o0 OmepaTope, 0 MECTe €ro HaXOXKIEHUs, O
Hamuuun 'y  Omneparopa  MEepCOHAIBHBIX  JAHHBIX,  OTHOCSIIUXCSA K
COOTBETCTBYIOIIEMY CyOBEKTY MEPCOHANBHBIX JAHHBIX, a TAKKE HA O3HAKOMJICHHE
C TAaKUMU NIEPCOHATBHBIMU JAHHBIMU;

- TpeboBaTh OoT Omneparopa YTOYHEHUs] CBOMX MEPCOHATBHBIX JAHHBIX, UX
OJIOKMpOBaHUS WM YHUYTOKEHUS B CiIy4yae, €CId M[epCOHAJbHbIE JaHHBIE
SBJISIFOTCSL  HEMOJHBIMHU,  YCTApEBIIMMH,  HEJIOCTOBEPHBIMH,  HE3aKOHHO
MOJIYYCHHBIMH WJIA HE SBJISIOTCS HEOOXOAUMBIMU JUISl  3asBJICHHOW I€IU
00paboOTKH, a TaKKe MPUHUMATH MPEAYCMOTPEHHBIE 3aKOHOM MEpPHI IO 3allHTe
CBOUX TIPaB;

- Ha TOJyYeHHE TpH OOpalleHUH WIM TNpU TOJYYCHHH 3ampoca
nH(popmaIuu, Kacaromiencst 00paboTKU ero MepCOHAIbHBIX JIaHHBIX;

- Ha oOxanoBaHue JeWcTBUi wim  OesmerictBus  Omepatopa B
YIOJHOMOYEHHBIN OpraH Mo 3alIUTe MPaB CyOBEKTOB MEPCOHANBHBIX JAHHBIX U B
Cy/1eOHOM MOPSIJIKE;

- Ha 3alIUTYy CBOUX IpPaB U 3aKOHHBIX HHTEPECOB, B TOM 4YHUCIE Ha
BO3MEILIEHHE YOBITKOB M (MJIM) KOMIIEHCALMI0 MOPAJIBbHOrO BpeAa B CyleOHOM
MOPSIZIKE.

3.2  Oneparop 00s3aH  0€3BO3ME3HO  MPEIAOCTABUTH  CYOBEKTY
NEPCOHAIBHBIX [JAaHHBIX WJIM €ro 3aKOHHOMY [MpPEICTaBUTEN BO3MOXHOCTh
03HAKOMJIEHUS C IEPCOHAIBHBIMHU JAHHBIMU, OTHOCSAIIMMHUCS K COOTBETCTBYIOIIEMY
CyOBEKTY TIE€pPCOHAJIbHBIX JAaHHBIX, a TakKKe€ BHECTU B HHUX HEOOXOAUMbBIE
W3MEHEHUS, YHUUTOXUTh WU OJOKHPOBAaTH COOTBETCTBYIOIIHE IE€PCOHATILHBIC
JAHHBIE TI0 TIPEAOCTABIEHUU CYOBEKTOM TMEpPCOHAIBHBIX JaHHBIX WIH €ro
3aKOHHBIM TPEJCTABUTEIIEM CBEIACHUW, MOATBEPKAAIOIIUX, YTO MEPCOHAIbHBIC
JaHHbIE, KOTOPBIE OTHOCITCS K COOTBETCTBYIOUIEMY CYOBEKTY M 0OpaboTKy
KOTOpBIX ocyulectBisier Omnepartop, SBISIOTCS HEMNOJHBIMU, YCTAPEBIIMMHU,
HEJIOCTOBEPHBIMHU, HE3aKOHHO TOJYYCHHBIMU WJIM HE SBJISIOTCS HEOOXOIUMBIMHU
JUTSL 3asiBJICHHOM 1ienu 00paboTku. O BHECEHHBIX M3MEHEHMSIX U TMPEANPUHSITHIX
Mepax OmnepaTop 00s13aH YBEIOMUTh CYOBEKTa MEPCOHAJIBHBIX JAHHBIX WM €r0
3aKOHHOTO MPEACTaBUTENS U TPETHUX JIMI], KOTOPHIM MEPCOHATIbHBIE JaHHBIE 3TOTO
cyOBeKTa ObUIH MEepeaaHsbl.

33 B caywyae BBISBICHMSI ~ HEMPABOMEPHBIX  JIEUCTBUH  C
NEPCOHANIBHBIMU JaHHBIMU OrnepaTop B CPOK, HE MPEBBIMIAIOIINA Tpex padbouux



IHEW C JIaThl TAaKOTO BBISBIICHUS, 0053aH yCTPAHUTH JOIYIICHHBIE HapymieHus. B
Cllyyae HEBO3MOXXHOCTU yCTpaHEHUS JOMYyIIEHHBIX HapymeHuid OnepaTop B CpOK,
HE MPEBBIIAIOIINNA TpeX paboyux IHEW ¢ JaThl BBISBIECHUS HEMPAaBOMEPHOCTH
JICUCTBUI C TMEpPCOHAIBHBIMU JIaHHBIMH, OOS3aH YHUYTOXXUTh IE€PCOHAIbHBIC
nanHple. OO0 yCTpaHEHHMH JOMYIICHHBIX HapylmeHWH Wi 00 YHUYTOXXECHUU
NEepCOHANBHBIX JMaHHbIX Ormneparop 00s3aH yBEIOMHUTH CyOBEKTa MEPCOHAIBHBIX
TAHHBIX WU €TO 3aKOHHOTO TIPEICTAaBUTEIS.

3.4 B cmydae o13biBa CyOBEKTOM NEPCOHATBHBIX JTAHHBIX COTJIACHS HA
00pabOTKy CBOMX MEpPCOHAIbHBIX JaHHbIX OrmepaTop o00s3aH NPEKPaTUTDH
00paboOTKy MEePCOHAIBHBIX JTAHHBIX U YHUYTOXUTH IMEPCOHAIBHBIC JIaHHBIC B CPOK,
HE NPEBBIIIAIOIMINNA TpeX pabouux JHEN ¢ JAaThl MOCTYIJICHUS YKa3aHHOTO OT3bIBa,
€ClIi MHOE He MpPeIyCMOTPEHO corjamieHueM mexay OmepaTopoM U CyOBEKTOM
NEPCOHANBHBIX JaHHBIX. OO0 YHHUYTOXEHHU MEPCOHAIBHBIX JaHHBIX Onepartop
00s13aH YBEJOMUTH CyOBEKTa MEPCOHATBHBIX JTAHHBIX.

3.5 Omepatop He BHpaBe 0€3 NHUCBMEHHOTO COIJIAacusi CyOBEeKTa
MEepCOHANbHBIX JaHHBIX IepeAaBaTh oOpalaTbhIBaeMble IEPCOHAIbHbBIC JAHHbBIC
TPEThUM JHLIaM, 3a UCKIIIOUEHHEM Clly4aes, HpeayCMOTPEHHBIX
3aKOHOJATEeNbLCTBOM Poccuiickon denepanuu.

3.6 Omeparop, a TaKKe JOJDKHOCTHBIE JIMIIA, BUHOBHBIE B HapYIICHUU
TpeboBaHui HacTosero PenepaabHOro 3aK0Ha, HECYT T'PAXKIAHCKYI0, YTOJIIOBHYIO,
aJIMUHUCTPATHBHYIO,  JUCHUIUIMHAPHYID W  HHYKD  TPEAYCMOTPECHHYIO
3aKkoHoAaTenbCcTBOM Poccuiickon denepanny OTBETCTBEHHOCTb.



[Tpunoxenue 2
K npukasy ot «31» gexabpsi 2009r. Ne_441-o0_

NucTpykuus o nopsaake odecneyeHrsi KOHGPUICHIUATBLHOCTH
npu odOpauieHuu ¢ MHPopmMalMen, coaepralen
MePCOHAJIbHBbIC JaHHbIE.

B I'OY BIIO «Ka3aHckuil rocy1apCTBEeHHbIN TeXHOJIOTHYeCKUH
YHUBEPCUTET».

1 O0mMe moJI0KeHud.

1.1 IIpeaMeT MHCTPYKIUH.

[Ipenmerom HNucTpykiun 0 MOPSIAKE oOecrieueHus
KOH(PUICHIIMAIIBHOCTH Tpu  oOpameHnn ¢ uHbOpMaImel, cojaepkamen
nepcoHasibHple  naHHble B ['OY  BIIO  «KazaHckuii  rocynapCTBEHHBIN
TEXHOJIOTUYECKUI yHuBepcuTeT» (B manpHedmeM WHCTpykuuu) —sBISIOTCS
oOsi3aTeNbHbIC I BCEX CTPYKTYpHBIX mnojapasnenenuit KI'TY tpebGoBanus 1o
oOecrieyeHn0 KOHPUIAEHIIMATBHOCTH JOKYMEHTOB, COJEPXKAIIUX MEPCOHAIbHBIC
JAHHBIE.

K nmepcoHanbHBIM JaHHBIM OTHOCHUTCA Jt00ass WH(GOpMAIHs, OTHOCSIIASCS
K ONpEeAeNCHHOMY WM OINpeAesieMOMY Ha OCHOBAaHMUHM TakoW HHGOpMaIUH
buznueckomy JuIly (CyObEKTY MEPCOHATBHBIX JAHHBIX), B TOM YUCIE €ro (haMumms,
UMs, OTYECTBO, TIOJ, MeCAl, Jara U MECTO POXICHMs, aapec, CEMEHHOE,
COLMAJIbHOE, HMMYIIECTBEHHOE II0J0XKEeHHe, oOpa3oBaHue, mpodeccus, A0XOMIbI,
Apyras uHpopMalus.

Obecnieuenust KOHOUICHIIMAIBHOCTH IEPCOHANIBHBIX JTAHHBIX HE TpeOyeTcs
B CilIy4ae OO€3IMYMBAaHUS TMEPCOHAIBHBIX JAHHBIX WIM B  OTHOLICHHUH
OOIIEIOCTYIHBIX MEPCOHANbHBIX JaHHBIX. B  o0menoctynHele HMCTOYHUKH
MEPCOHANBHBIX JaHHBIX (B TOM YHUCJE CIPABOYHUKH, a[PECHBIC KHHWTH) B IETAX
WHPOPMAIIMOHHOTO  o0OecrevYeHuss ¢  MUCBMEHHOTO  COTJiacusi  CyObeKTa
MEPCOHANBHBIX JAHHBIX MOTYT BKIIFOUATHCS €ro (aMWIHs, UM, OTYECTBO, TOI H
MECTO POKIEHUs, aapec, aOOHEHTCKHI HOMEp, CBEIEHHUS O MPOPECCHH U HHBIC
MePCOHANBHBIE TaHHBIC, TPEIOCTABICHHBIE CyOBEKTOM MEPCOHATBHBIX JaHHBIX.

KonpuaeHnmmansHOCTh  MEPCOHANBHBIX  JAHHBIX  TPEIyCMaTpUBAET
00si3aTeNbHOE corjlacue CyObeKTa MEPCOHANbHBIX JAHHBIX WM HAJIMYUE HHOTO
3aKOHHOTO OCHOBaHMS Ha uX 00paboTky. Corjacue cyObeKTa NEepCOHAIbHBIX
JAHHBIX HE TpeOyeTcs Ha 00paboOTKY JaHHBIX:

- B LENAX MCIOJHEHUsA OOpalleHus], 3ampoca CyObeKTa IMEepCOHAIbHBIX
JaHHBIX, TPYAOBOIO WJIM HHOTO IOTOBOPA C HUM;



— aJIPECHBIX JAHHBIX, HEOOXOAMMBIX IS IOCTABKH MTOYTOBBIX OTIPABICHHIM
OpraHM3aIMsIMH MIOYTOBOH CBSI3H;

— JTaHHBIX, BKJIFOYAIOIINX B €05 TOJIBKO (haMIINK, IMEHA U OTYECTBA;

- B IENIX OJHOKPATHOTO TMPOIMyCKa Ha TEPPUTOPHIO, WIM B WHBIX
aHAJIOTUYHBIX IIETISX;

- TIepPCOHAJBHBIX JIAaHHBIX, 00padaThIBaEMbIX 0€3 HCIOJIB30BAHUS CPEJCTB
aBTOMaTHU3AIIHH.

1.2 Topsaok BeleHUs NepevHeil MepCOHATBHBIX JaHHBIX.

B cTpyKkTypHBIX TIO/Ipa3ieNeHUsIX YHUBEPCUTETa (POPMUPYIOTCS U BEIYTCS
MepeyHr  KOH(MUICHIUATBHBIX JAaHHBIX C YKa3aHUEM PEerJIaMEHTHPYIOIINUX
JIOKyMEHTOB, MECT XPaHEHHUS U OTBETCTBEHHBIX 332 XpaHEHUE U 00pabOTKY JaHHBIX
no mnpuiaraemoid  ¢opme. OcymecTBisiaTh  00pabOTKy ©  XpaHECHHE
KOH(UICHIIMAIBHBIX JAHHBIX, HE BHECECHHBIX B IIEPEUCHb, 3aMIPEIIACTCS.

1.3 HopmaTuBHBbIE JOKYMEHTBI, ONpe/ie/IAIolIe OCHOBHbIE TPeOOBAHUS U
MEpONPHUATHS 110 00ecredyeHUI0 0€30aCHOCTH PH 00padoTKe U XpPaHEHUH
NEePCOHAJIBHBIX IaHHBIX M HCI0Jb30BAHUS CPEACTB ABTOMATH3AIlUH.

OcHOBHBIE TPeOOBaHMS U MEPONPUATUS MO OOECHEYEHHIO0 O€30MacHOCTU
npu  o0pabOTKE W  XpaHCHWH  TIEPCOHAJBHBIX  JIAHHBIX  YCTAHOBJICHBI
noctanoBieHusmu [IpasutensctBa Poccuiickoit deneparuu ot 17 Hos6ps 2007 T.
Ne 781 "OO6 yrBepxkacHun Ilomoxkenuss o0 oOecrnedyeHnn 0€30MaCHOCTH
NEPCOHANBHBIX JIaHHBIX TpU HX 00paboTke B WH(OOPMAIIMOHHBIX CHCTEMaxX
nepcoHanbHbIX AaHHBIX" U OT 15 centsOpst 2008 1. Ne 687 "OO yTBepkacHUU
[Tonoxenus 00  ocoOeHHOCTSX  OOpabOTKM  TEPCOHANBHBIX  JaHHBIX,
OCYIIECTBIsIeMON 0e3 HCIoJab30BaHMs CpeAcTB aBTomaTu3anuu'. OOpaboTka
NEPCOHANBHBIX JAaHHBIX HE MOXET OBbITh TpH3HAHA OCYIICCTBISIEMON C
UCIIOJIb30BAaHUEM CPEACTB aBTOMATH3AIlMM TOJBKO HAa TOM OCHOBAaHHMH, YTO
NIEPCOHANILHBIE JTAaHHBIE COACpP)KATCS B MHPOPMAIIMOHHONW CHUCTEME IMEePCOHATBHBIX
JAHHBIX JTMOO OBLIN U3BJICUEHBI U3 HEE.

14 Oﬁmne nmpaBuJja XpaHCHUS U Nepeaavim nepCcoHaJbHbIX TaHHbIX.

3anpemaercs OCTAaBISATh MaTepUabHBIE HOCHUTEIH C IEePCOHATBHBIMU
JAHHBIMHU 0€3 MPUCMOTpPA B HE3AMEPTOM MOMEIIeHNU. Bce coTpyaHUKH, MOCTOSHHO
paboTampnme B TOMEIICHUSX, B KOTOPBIX BeAETCs 00padOoTKa NEepCOHATBHBIX
JAHHBIX, JIOJDKHBI OBITH JOMYIIEHBI K pabOTe€ C COOTBETCTBYIOIIMMHU BHUIAMU
MEPCOHANBHBIX JAHHBIX.

CoTtpynaukaMm, paOOTarOIIMM C TMEPCOHATBHBIMU JAHHBIMH, 3alperniacTcs
CoO0MIaTh UX YCTHO WJIM MUCHbMEHHO KOMY ObI TO HHM OBLIO, €CJIH 3TO HE BBI3BAHO
ciy)xeOHO HeoOxomuMmocThio. [locme MOATOTOBKM M Tepefadd JAOKyMEHTa B
COOTBETCTBUHM C pE30JItoNHeh, (ailibl YepHOBHKOB W BapHAHTOB JIOKYMEHTA
MEPEHOCATCS TOJATOTOBUBIINM HMX COTPYAHMKOM HAa MapKHUpPOBaHHBIE HOCHTEIH,
npenHa3HauYeHHbIC IS XpaHCHHsI TMEPCOHANBHBIX TaHHBIX. be3 cormacoBaHus C



PYKOBOJHTENIEM CTPYKTYPHOTO TMOApa3aeieHuss (GopMHUpPOBAHUE W XpaHEHHE 0a3
JaHHBIX (KapTOTEK, (DaiJIOBBIX apXUBOB U JIp.), COJAEPKAIIUX KOH(PHUICHIIMAIbHbBIE
JIAHHbIE, 3aIPEIIACTCS.

Ilepenaya TmEepCOHANBHBIX JTAaHHBIX JOIYCKAETCS TOJBKO B  CIydasx,
yCTaHOBJEHHBIX DenepanbHbiMU  3akoHaMu  Poccuiickoir  ®Denpepauun  «O
MEPCOHANIBHBIX JaHHBIX», «O TOpsIKEe paccCMOTpeHUs OOpalleHUl TIpakaaH
Poccuiickoit  ®denepanuuy, ASUCTBYIOIUMH HWHCTPYKIHUSMU 1O paboTe co
CITyKCOHBIMH JIOKYMEHTAMU U OOpaIllEHUSIMU TPaKJIaH, a TAaKKe MO0 MUChbMEHHOMY
MOPYUYEHHIO (PE30TIOLHH) BBIIIECTOSIINX JOJKHOCTHBIX JIUII.

3anpemiaeTcs Tepenada MEPCOHANBHBIX JaHHBIX 10 TenedoHy, dakcy,
3JIEKTPOHHOU 1oyTe 3a VCKJIIOUCHUEM CJIy4acB, YCTaHOBJIEHHBIX
3aKOHOJIATEJILCTBOM U JCHCTBYIOIIUMHU HHCTPYKIUSIMH 110 paboTe CO CIy>KEOHBIMU
JOKyMEHTaMu M oOpameHussMu TpaxaaH. OTBETbl Ha 3alpochl TPaKIaH U
OpraHU3allui Tat0TCSI B TOM 00beMe, KOTOPBIH MO3BOJISIET HE pasriainiaTh B OTBETaX
KOH(UJIECHIIMAIbHBIC JaHHBIC, 3a MWCKIIOUCHHEM JaHHBIX, COJCpKaIUXCAd B
MaTepualiax 3asBUTEIS WKW ONyOJMKOBAHHBIX B OOIIEAOCTYITHBIX UCTOYHUKAX.

1.5 OTBeTCTBEHHOCTH 32 3aIIUTY 00padaThbIBaeMbIX EPCOHAJIbHBIX JAHHbBIX.

COoTpyIHUKH TOAPA3ACICHUNA «yUPESKIACHHUS», COTPYAHUKHA OpTaHU3aIH-
OmnepatopoB WIH JMIA, OCYIIECTBISIONINE TaKyld OOpabOTKy IO JOTOBOPY C
OmnepaTopoM, a TakXe WHBIC JIMIA, OCYIIECTBIAIONINE 00pabOTKY WM XpaHEHUE
KOH(DUICHIIMATIBHBIX JAHHBIX B «YUYPEKIECHHUW», HECYT OTBETCTBEHHOCTh 3a
obecrieuenne nx HHGOPMAIIMOHHON Oe30rmacHOCTH. JIula, BAHOBHBIC B HAPYIIICHUH
HOPM, PETyJTUPYIOMNUX 00pabOTKy U XpaHeHHE KOH(GUICHIIUATBHBIX JAHHBIX, HECYT
JTUCIUTUITMHAPHYIO, aJMUHUCTPATUBHYIO WM YTOJIOBHYIO OTBETCTBEHHOCTh B
COOTBETCTBHUH C 3aKOHO/IATEIILCTBOM U BEJJOMCTBEHHBIMU HOPMATUBHBIMU aKTaAMH.

1.6 Iopsiaok o3HakomJeHusi ¢ UHcTpyKIuei.

CoTpyIHUKH TOJPA3ACICHUN «YUYPEXKACHUS» W JIMUA, BBITOJHAIOIINAEC
paboThl MO JOTOBOpaM U KOHTpPAaKTaM, HMEIOIIME OTHOIIEHHWE K pabdore ¢
MEePCOHATBLHBIMU JaHHBIMU, JIOJDKHBI OBITh B 00513aTEIBHOM MOPSJIKE 03HAKOMIICHBI
TIOJI PACIKCKY ¢ HacTosen MucTpykuue.

2 Tlopsinok obecneveHusi 6€30NMACHOCTH NPH 00pPadoOTKe U
XPaHEHUM NMEePCOHAIBHBIX JAHHBIX, OCYLIECTBIsIeMOM 0e3
HCIOJIb30BAHUS CPEICTB ABTOMATH3ALMH.

2.1 YcjaoBusA XpaHEeHHA NEPCOHAIBHBIX JAHHBIX.

OOpaboTKa MepCOHANBHBIX JTAHHBIX, OCYIIECTBIsIEMasi 0€3 MCIOIb30BaAHUS
CPEICTB aBTOMATH3AIMH, IOJKHA OCYIIECTBIATHCS TaKMM O00pa3oM, YTOOBI B
OTHOIIECHUHU KKJIOW KATErOPUHU MEPCOHATBHBIX JAHHBIX MOXKHO OBLIO OMPEIECIHUTh
MeCTa XpaHEeHHsI IEPCOHATBHBIX JAHHBIX (MaTepUabHBIX HOCUTENCH ) U YCTAHOBUTH
MIePEYCHb JIUII, OCYIIECTBISIONUX 00pabOTKY EPCOHAIBHBIX JTAHHBIX.



[Tpu xpaHeHuu MaTepUaANbHBIX HOCHUTEJIECH MOJIKHBI COONIOAATHCS YCIOBHS,
00€ecreynBaIIe COXPAHHOCTh TMEPCOHANBHBIX JAHHBIX W  HUCKIIIOYAOIINE
HECAaHKIIMOHUPOBAHHBIM K HUM JocTym. Jluna, ocyuecTBistonme o00paboTKy
MEPCOHAJIBHBIX JIAHHBIX 0€3 HCIOJIb30BaHUSI CPEJCTB ABTOMATHU3ALMH, JOJIKHBI
ObITh NpouH(OpMUpPOBaHBI O (akTe 00paOOTKM HMH IEPCOHAJIBHBIX JTaHHBIX,
KaTeropusax o0padaTbiBaeMbIX MEPCOHAIBHBIX JAHHBIX, a TAK)KEe 00 0COOCHHOCTSIX U
MpaBujIax OCYyIIECTBIEHUS TaKOW 00pabOTKH.

HeoOxomumo obecrnieunBaTh pas3zielibHOE XpaHEHHE MEPCOHAIBHBIX JaHHbBIX
(MaTepuaNbHBIX HOCHTENEH), 00pab0TKa KOTOPHIX OCYLIECTBISIETCS B Pa3IUYHbBIX
nemsix. [lpu ¢uxcanmm nepcoHandbHBIX JaHHBIX HAa MaTepUAIbHBIX HOCUTENSAX HE
JomyckaeTcss (uUKcalus Ha OJHOM MaTepHaJbHOM HOCUTENE IEePCOHATbHBIX
JTAQHHBIX, IeJId 00paOOTKH KOTOPHIX 3aBEIOMO HE coBMeCTUMBI. Jljis 0OpaboTKu
pa3IMyYHBIX  KaTeropuil  NEpCOHAIBbHBIX  JAHHBIX, OCYIIECTBIsieMOol  Oe3
MCIIOJIb30BaHUsI CPENICTB aBTOMATH3AINH, JUIS KaKIO0W KAaTerOpHUU TMEPCOHAThHBIX
JaHHBIX TOJKEH UCIIOIb30BAThCS OTACTBHBIA MaTepUaIbHBIA HOCUTEb.

[Ipyu HecoBMecTUMOCTH 1elied 00padOTKM NEPCOHAIBHBIX  JAHHBIX,
3a()UKCUPOBAHHBIX HA OJHOM MAaTE€pPHAILHOM HOCUTENE, €CIH MaTepHaIbHBIN
HOCHUTEJIb HE I03BOJISIET OCYILIECTBISATH OOpaOOTKYy MEpPCOHAIBHBIX JaHHBIX
OTJENBHO OT JAPYTuX 3a(pUKCHPOBAHHBIX HA TOM JK€ HOCHUTENE MEepPCOHATBHBIX
JAHHBIX, TOJKHBI OBITh MPHUHITHI MEPHI 10 OOECIEYEHHUIO pa3/ieIbHON 00pabOTKH
NEPCOHANBHBIX JaHHBIX, HCKIIOYAIOLIEe OJHOBPEMEHHOE KONMUPOBAHUE HHBIX
NEPCOHANBHBIX JAHHBIX, HE MOJIJIEKALINX PACTIPOCTPAHEHHIO U UCIIOJIb30BAHHUIO.

2.2 HcnoJsb30BaHNE TUMOBBIX (DOPM TOKYMEHTOB M KyPHAJIOB y4eTa.

[Ipu ncnonp30BaHUU TUIIOBBIX (POPM JOKYMEHTOB, XapakTep MH(popMaluu

B KOTOPBIX IMIpENIoJiaraeT WIM JONMYCKAaeT BKJIIOUEHHWE B HUX MEPCOHAIbHBIX

JAHHBIX (J1anee - TUMoBasi opma), TOJHKHBI COOTIOIATHCS CICAYIOIINE YCIOBUS:

a) TunoBas (opMa WIM CBA3aHHbIE C HEW JOKYMEHTbl (MHCTPYKUHUSA IO €€
3aIlOJIHEHUI0, KAPTOUKH, PEECTPhl U KYPHAIBI) TOJDKHBI COACPKATh CBEICHUS
0 menu oOpaOOTKM TEPCOHANBHBIX JaHHBIX, OCYIIECTBIseMOl  0e3
UCTIONB30BAaHUSl CPEACTB aBTOMATW3allMM, WMs (HAMMEHOBAaHUE) U ajpec
Omneparopa, (GaMuianio, UMs, OTYECTBO M aJpec CyObeKTa IMEepPCOHATBHBIX
JAHHBIX, MCTOYHUK TOJYYEHHUS TEPCOHAIBHBIX TAaHHBIX, CPOKH 00pabOTKU
NEPCOHAIBHBIX JIaHHBIX, NEPEYEHb ACUCTBUNA C MEPCOHATBHBIMU JIAHHBIMU,
KOTOpbIe OyAyT COBEpIIATHCS B Ipolecce ux oOpadoTku, olliee omnucaHue
ucnoJbp3yemMbix OnepaTopom crioco0oB 00pabOTKH MEPCOHATIBHBIX TaHHBIX;

0) TunoBas ¢dopma JOJDKHA IIpeaycMaTpuBaTh I0Jie, B KOTOPOM CYOBEKT
NEPCOHAIBHBIX JTAaHHBIX MOXKET IOCTaBUTb OTMETKY O CBOEM COIJIACUM Ha
00pabOTKy MNEpPCOHAJIBHBIX JaHHBIX, OCYILECTBISEMYIO 0€3 HCIOJIb30BAHUS
CPEICTB aBTOMATH3allMH, - MPU HEOOXOAMMOCTH TMOJIy4YEHHS MHUCHMEHHOTO
cornacus Ha 00pabOTKy MepPCOHAIbHBIX TaHHBIX;

B) TUNOBas (popma MoKHA OBITH COCTaBJIIEHA TAaKUM 00pa3oM, YTOOBI KXKIBIA U3
CyOBEKTOB TMEPCOHANbHBIX JAHHBIX, COACPXKAIIUXCS B JOKYMEHTE, HMEI
BO3MOXXHOCTh ~O3HAKOMHUTBCSI CO CBOMMH IE€PCOHAJIBHBIMU  JTAHHBIMH,



COJIepKalIUMHUCS B JOKYMEHTE, HE Hapyllas MpaB U 3aKOHHBIX HHTEPECOB

UHBIX CYObEKTOB MEPCOHATBHBIX JAHHBIX;

r) TANoBas GopMa JOJKHA UCKIIOYaTh OObEIWHEHUE MOJIeH, MpeAHa3HAYEHHBIX
JUTsl BHECEHUS MEPCOHANBHBIX JaHHBIX, M 00paOOTKHA KOTOPBIX 3aBEIOMO HE
COBMECTUMBI.

[Ipu BemeHuu KypHanoB (peecTpoB, KHHI), COJEpXKAIIUX MEPCOHAbHbBIE
JTaHHBIE, HEOOXOIUMBIC IJII OJHOKPATHOTO MPOIYCKa CYOBEKTa MEepPCOHATBHBIX
JAHHBIX Ha TEPPUTOPHUIO, HA KOTOpouM Haxomutcsa Omepatop, WIM B HHBIX
AHAJIOTUYHBIX TIEJISIX, JOJKHBI COOJIIOIATHCS CIICAYIOIINE YCIOBUS:

a) HeoOXOIMMOCTh BEJICHMS TAKOTO KypHaia (peecTpa, KHUTH) JOJDKHA OBITh
npexycMoTpeHa aktoM Ormepatopa, coAepKallliM CBEJIEHUS O 1eu 00paboTKu
MEPCOHANIBHBIX  JaHHBIX, OCYIIECTBISIEMON 0€3 MCHOJb30BaHUS CPEACTB
aBTOMATHU3AIMH, CIIOCOOBI (PUKCAITMU U COCTaB MH(MOPMAIIUH, 3apalIiBaeMON Y
CyOBEKTOB TMEPCOHANBHBIX JAHHBIX, TEpeUeHb JHI (MIOMMEHHO WIH II0
JTOJDKHOCTSIM), HMMEIOIMX  JOCTYIl K  MaTepUaJbHBIM  HOCHTEISIM U
OTBETCTBEHHBIX 3a BEJIEHHWE M COXPAHHOCTH KypHasla (peecTpa, KHHUTH), CPOKU
00pabOTKM TMEepPCOHATBHBIX JAaHHBIX, a TAKXKE CBEICHUS O TOPSAKE MPOIyCcKa
CyObeKTa TEePCOHATBHBIX JAHHBIX HA TEPPUTOPHUIO, HA KOTOPOH HAXOAUTCS
Omneparop, 0e3 TOATBEPKIEHUS TOUIMHHOCTH TEPCOHAIBHBIX JJIAaHHBIX,
COOOIEHHBIX CyOBEKTOM MEPCOHANIbHBIX JIAHHBIX;

0) KOMMpOBAaHME COJEpXKaIllelcs B TaKUX OJKypHamax (peecTpax, KHHUTax)
uH(pOpMaIU HE T0MyCKACTCS;

B) TEPCOHAJIbHBIC JTaHHBIE KaXKJIOTO CyOBEKTa MEPCOHAIBHBIX JAHHBIX MOTYT
3aHOCUTBHCSI B TaKOM >KypHal (KHUTY, peecTp) He Oojiee OJIHOTO pa3a B KakJIOM
cillyyae TMpONycka CyOBbEKTa NEPCOHANBHBIX JaHHBIX Ha TEPPUTOPHUIO, Ha
KOoTOpo# HaxoxauTcst Oneparop).

2.3 HOpﬂIlOK YHHUYTORKCHUA UJIH 00e3IMYuBaHUsA NMEPCOHAJIBbHBIX JTaHHDbIX.

YHUYTOXKEHNE WM 00€3IMYMBAHUE YaCTU NEPCOHAIBHBIX IaHHBIX, €CIIU
3TO JOMYCKAEeTCsl MAaT€pUajbHbIM HOCUTEIEM, MOXET MPOU3BOJUTHCA CIOCOOOM,
WCKIIIOYAIOIIMM  JalbHEHIIy0 00padOTKy 53THX MNEPCOHAIBHBIX JIAHHBIX C
COXpPAaHEHUEM BO3MOXXHOCTU OOpaOOTKH HMHBIX JaHHBIX, 3a(UKCHUPOBAHHBIX Ha
MaTepualbHOM HOcHTeNe (ynajeHue, BbIMAaphIBaHUE). Y TOUHEHUE IMEPCOHATbHBIX
JaHHBIX MPU OCYILIECTBICHMH HUX 00pabOTKM 0€3 HCHOJIb30BaHUS CpEACTB
aBTOMATU3AllMA TPOU3BOJUTCSA IMyTEM OOHOBIICHUS WM W3MEHEHUS JaHHbIX Ha
MaTepuaibHOM HOCHTENE, a €ClAM 3TO HEe [JOMYCKaeTCs TEeXHUYECKUMHU
OCOOCHHOCTSIMM MATE€pPUAIbHOTO HOCHUTENS, - IyTeM (UKCAUU HAa TOM XK€
MaTepUaIbHOM HOCHUTEJIE CBEICHHM O BHOCUMBIX B HUX MU3MEHEHUSX, JUOO IMyTeM
M3rOTOBJIEHHUSI HOBOTO MaTEPUAILHOTO HOCUTENS C YTOYHEHHBIMU IIEPCOHAIBHBIMU
JTAHHBIMU).



3 Iopsiaok odecnevennsi 0€30MACHOCTH NPH 00PadoOTKe U
XPAaHEHNH NMEPCOHATBHBIX JTAHHBIX, OCYHIECTBJISAEMON C
HCNO0Jb30BAHUEM CPeICTB ABTOMATH3AIUM.

IIpaBuia goctyna, XpaHeHHs M NePeChbUIKH MEPCOHAIBHBIX JTAHHBIX.

be3omacHOCTh  NEpCOHANbHBIX  JAHHBIX IHpU HUX 00paboTKe B
MH(POPMALIMOHHBIX CHCTEMAaxX OOECIIEUYMBAETCS C IOMOILBIO CHCTEMBI 3allIUTHI
NIEPCOHANBHBIX JaHHBIX, BKJIIOYAIOLIEH OpraHU3allMOHHBIE MEpPbl U CpPEICTBa
3alUThl MH(QOpPMALMM, a TAaKXE HCHOJIb3yeMble B HH(MOPMALMOHHON CHUCTEME
MH(}OpMAIIMOHHBIE TEXHOJIOTHUH.

Honyck nuir k 00pabOTKEe TMEpPCOHATBHBIX JaHHBIX B HHGOPMAIMOHHON
CUCTEME OCYLIECTBIISIETCS HAa OCHOBAaHHHM COOTBETCTBYIOIIMX pPa3peIIMTENbHbBIX
JIOKYMEHTOB M KJItouel (maposieil) nocryna.

Pasmerienne MHPOPMAIMOHHBIX CHUCTEM, CHEIHabHOE O00OpyIOBaHUE U
opraHm3anus paboThl € NEPCOHAIBHBIMU JIaHHBIMH JIOJDKHBI 00€creynBaTh
COXPAHHOCTh HOCHUTEJICH MEepPCOHANbHBIX JAaHHBIX U CPEACTB 3alUThl HH(POPMAIUH,
a TaKkKe HCKIYaTb BO3MOXXHOCTh HEKOHTPOJUPYEMOro MpeObIBaHUS B 3TUX
NOMEIIEHHSX TOCTOPOHHUX JIULI.

KoMmbroTepsl 1 (Wu) 3JIEKTPOHHBIE TANIKHU, B KOTOPBIX COAEpKaTcs (haiibl
C TMEpPCOHAIBbHBIMU JaHHBIMHU, [JISl KaXJOro TMOJb30BATENsl JIOJDKHBI  OBITh
3aIMIIEHbl YCTOMYMBBIMU K B3JIOMY HWHAMBUAYaJIbHBIMU MAapOJIIMH JOCTyMa,
cocrosammMu u3 10 u 6osee cuMBOJIOB. PaboTa Ha KOMIIBIOTEpPaX C MEPCOHATBHBIMU
JAHHBIMU 0€3 mapoJield AOCTYyIa, WM MOJ Yy>KUMU WIH OOIIMMU (OJMHAKOBBIMU)
MapoJIsIMU, 3aMPEIACTC.

[lepconanbHble AaHHbBIE, TO3BOJISAIOLIME HWACHTU(PUIHUPOBATh CYObEKTa
NEPCOHAIBHBIX JAHHBIX W TOJYYUTh O HEM JIOMOJHUTEIbHYIO HMH(OpPMAIUIO,
HEOOXOAMMO BBIBECTM W3 HHTEIPUPOBAHHBIX HMH(POPMAIMOHHBIX  CUCTEM
nepcoHasibHbIX JaHHBIX (VICII[H) B BBIIEICHHBIE CUCTEMBI U OTKIKOYUTH UX OT
ceTelt oOurero noyib3oBanus (B T.4. UHTEpHET).

[lepconanbHble JaHHBIE, TO3BOJIIOIIME TOJIBKO HJIECHTU(PHUIMPOBATH
CyOBbEKTa NMEPCOHAIBHBIX JIaHHBIX, B 3aBUCUMOCTH OT oObeMa JAaHHBIX M Kjacca
NUCTI[Jn neoOxomumo 00e3nuumBaTh Isi UX 00paObOTKH, JMOO0 TPUMEHSTH IS
storo ceprudumupoBanHoe PCTIK u ®Ch PD o6opynoBanusi.

[lepechlika MEpPCOHAIBHBIX JI@HHBIX 0€3 HCIOJIb30BaHUS CIELUATbHBIX
CPEICTB 3alIUThl MO OOIIEAOCTYIHBIM CETAM CBsI3U, B ToM uucie HHTepHer,
3ampenaeTcs).

3.2 O0uue TpedGOBaHKS MO 3aLIUTE MEPCOHATBHBIX JAaHHBIX B
AaBTOMAaTH3HPOBAHHBIX CHCTEMAX.

TexHuyeckue ¢ MNPOrPaMMHBIE CPEICTBA JIOJDKHBI  yIOBJIETBOPSTH
yCTaHaBJIMBA€MbIM B COOTBETCTBUHU C 3aKOHOJaTeIbCTBOM Poccuiickoit denepanu
TpeOboBaHUsAM, oOecleunBaromuM 3amuty uHbopmanuu. CpelncTBa 3allUdThI
uHpopManu, TpUMEHseMble B HH(POPMAIMOHHBIX CHUCTEMaX, B YCTaHOBJICHHOM
MOPSIAKE MPOXOJIAT MPOIEYPY OIIEHKH COOTBETCTBHUS.



Ecrm B cucremax APM monb3oBateneir oOpabaTbiBalOTCs  JaHHBIE,
MO3BOJISIIOIIME TOJIBKO MICHTU(PUIMPOBATH CyOBEKTa MEPCOHANBHBIX JaHHBIX H
APM He mnoakitodeHbl K OOIIEeIOCTYNmHOW ceTH (JokainbHOW wiau HHTEpHET, a
OOMEH JaHHBIMU OCYHIIECTBIISIETCS C TIOMOLIBIO MapKUPOBAHHBIX ChEMHBIX
HOCHUTEJIeH, TO JIOCTaTOYHO HCIIOJIb30BaTh cpeacTBa 3amuthl uHbopmainuu (C3N),
BcTpoeHHble B cepTuduiupoBanubie @CTOK Poccun omnepaiimoHHbIE CHCTEMBI,
Hanpumep MaiikpocodpT Windows XP/Vista, Windows Server.
CeprudunmpoBanHble MOPOAYKTH MalKkpocodhT HUMEIOT OIEHOYHBIA YpPOBEHD
noBepuss  OV]Il  (ycuneHHbIi) W MOTYT HCHOJIB30BAaTbCsi B COCTaBE
UH()OPMAITMOHHBIX CUCTEM TIEPCOHATBLHBIX JAHHBIX.

Hacrpoiika u kondurypupoBanue cepruduiupoBanaorn @CTIK Poccun
OC Windows MOeT OCYyIIECTBIATHCS CAMOCTOSITEIbHO UM MPUOOPETAEMBIMHU Y
opUIMATHHBIX TTOCTABIIIUKOB CPEICTBAMH.

C 1enbo 3alUThl MEPCOHATBHBIX JAHHBIX MIPU Iepeaye Mo KaHajaaM CBSI3U
y4acTHUKaMd HWHGOPMAIIMOHHOTO OOMEHa JOJDKHBI TMPUMEHSTHCS  CpeACTBa
kpunrorpadpuueckoir 3amutel uHPopmauuu (CK3U), cepruduuupoBaHHble B
YCTaHOBJICHHOM TOPSIJIKE.

Jonyckaercs mpexacTtaBieHue cefaeHuid mo ¢opme Ne 2-HADIT ¢
MPUBJICUCHUEM  CHCIUATU3UPOBAHHBIX  CPEACTB M ONEpPaTOpOB  CBSI3H,
OCYILECTBIISIIONIUX Tepeflayy JaHHBIX [0 TEJICKOMMYHHKAIIMOHHBIM KaHallaM
CBSI3U OT HAJIOTOBBIX ar€HTOB B HAJIOTOBbIE OpraHbl. [Ipu 3TOM HAJIOTOBBIN areHT
Y HaJOTOBBIN OopraH 00€CleYMBAIOT XPaHEHHUE NTAHHBIX B AJIEKTPOHHOM BHJIC B
YCTaHOBJICHHOM TOPSIJIKE.

[Ipu obmene panubiMu ¢ [IDP HeoOxommmo cobmromate «PermameHT
oOecrieueHus Oe3omacHOCTH UWHGOpPMAIUU TpPU  OOMEHE DJIECKTPOHHBIMU
nokymeHTamu B COJI II®P 1o TeneKOMMYHUKAITMOHHBIM KaHajlaM CBSI3U».

[Ipu »TOM Takke MOTYT MCIOJIb30BAThCSl CPEACTBA CIEIUATU3UPOBAHHBIX
MPOBalJIEpOB, KOTOpPHIC TO3BOJIAIOT OTMPABISATh OPUAUYECKH  3HAYUMBIC
AIIEKTPOHHBIE JOKYMEHTHI IO YCTAHOBJEHHBIM (OpMaM B HAJIOTOBBIC OpPTaHEI,
II®P, a Takxke B Opra"sl roCy1apCTBEHHON CTaTUCTHKU

B ©Oomnee cnoxHbIX chaydasx, 4dem HepacnpeneiaeHubie WCIIAH, s
BBITIOJIHEHUS pabOT HEOOXOIMMO MPUBJIEKATh CIIELMAIMCTOB CIIEUATU3UPOBAHHBIX
OpraHu3alMi, NeSITeIbHOCTh KOTOPBIX JUIEH3UPOBAHA PETYJISATOPAMH KOHTPOJIS U
Haj30pa 3a BemosiHeHueM TpeboBanuii mo 3ammre [1/n (PChb Poccun, ®CTOK
Poccun, Pockomuanzop).

[Ipu 00paboTke MEpCOHATBHBIX NAaHHBIX B HMH(OPMALMOHHBIX CHCTEMax
JIOJIKHO OBITH 00ECIIEYEHO:

a) UCIOJb30BaHUE MPEAHA3ZHAYEHHBIX [JII ATOTO pa3liesioB (KaTaJorom)
HOCHUTENeH WH(POpPMAIUHA, BCTPOCHHBIX B TEXHUYECKHUE CPEACTBA, WJIM CHEMHBIX
MapKUPOBAaHHBIX HOCUTEJEH;

0) HemomyiieHUe (PU3MYECKOr0 BO3JCHCTBUS HAa TEXHUYECKHE CpEICTBA
aBTOMATU3UPOBAHHOM O00OpPa0OTKU MEPCOHANIBHBIX JIAHHBIX, B PE3yJbTaTe KOTOPOTO
MOKET ObITh HAPYIIEHO UX (PYHKIIMOHUPOBAHMUE;



B) TIIOCTOSTHHOE€ WCIIOJIb30BaHUE AHTUBHPYCHOTO oOO€cTeueHus s
OOHapy»XEHUsI 3apaKCHHBIX (alIoB U HE3aMEIUTEIHbHOE BOCCTAHOBJICHUE
MEePCOHAIBHBIX JIAHHBIX, MOJIUMDUIIMPOBAHHBIX WJIM YHHYTOXKEHHBIX BCJICJICTBUE
HECAHKIIMOHUPOBAHHOTO JIOCTYIIAa K HUM;

I') HEIONyIIeHWE HECAHKIIMOHUPOBAHHBIX BBIHOCA U3 TOMEIICHUH,
YCTAHOBKH, TMOJKIIOYCHUSI 00OpYJO0BaHUS, a TAKXKE YJaJeHUs, WHCTAULIIUN WU
HaCTPONKH MPOrpaMMHOI0 00ecIeueHusT,

1) BO3MOKHOCTh BOCCTAHOBJICHUA [IEPCOHAIBHBIX JIaHHBIX,
MOAU(PUIMPOBAHHBIX WJIM YHUYTOXEHHBIX BCIEACTBUE HECAHKIIMOHMPOBAHHOTO
J0cTyna K HUM (IIPex]ie BCEro, MyTEeM XPaHEHHUS PE3EPBHBIX KOMHUI Ha ChEMHBIX
MapKUPOBAHHBIX HOCUTENSIX);

€) TIOCTOSIHHBIA KOHTPOJIb 3a OOECIEYEHUEM YPOBHS 3allUIIEHHOCTH
MEePCOHANIBHBIX JaHHBIX (OocymecTBisgemblid, amMuuuctpatopamu WCII[H wu
MHBIM TIEPCOHAJIOM).

[Ipu 00paboTke mNepcoHANbHBIX JAaHHBIX B HMH(POPMALMOHHON cUCTEME
pa3paboTUYMKaMH ¥ aIMUHUCTPATOPAMU CUCTEM JOJIKHBI 00ECIEYNBATHCA:

a) oOydyeHHe Jul, HCHONb3YIOUMX CPEACTBa 3alllUThl HH(POpPMALIUU,
MpUMEHsIEMbIE B MH()OPMAIIMOHHBIX CUCTEMAaX, MpaBujiaM padoThl C HUMU;

0) yuer Juil, AOMYUIEHHBIX K paboTe C MepCOHAIbHBIMU JaHHBIMU B
MH(pOpPMAITMOHHOM CUCTEME, MTPaB U MapoJjeH JOCTYIa;

B) YyYeT IIPUMEHSAEMBIX CPEACTB 3aIIUTHI uHdopmaIuu,
AKCIUTyaTallMOHHOM U TEXHUYECKOU JOKYMEHTAlMU K HUM;

I) KOHTPOJIb 32 COOJIIOJICHUEM YCIIOBUI MCIIONBb30BAHUS CPEICTB 3AIUTHI
uHbOpMallMK,  MPEAYCMOTPEHHBIX  OKCIUIyaTallMOHHOM M TEXHUYECKOU
JTIOKYMEHTAIUEH;

1) OIIMCAaHNUE CUCTEMBI 3alIUThI IEPCOHAJIBHBIX TAHHBIX.

3.3 Cnenuduyeckue TpedGOBaHMS MO 3aIUTE MEPCOHATIBLHBIX TAHHBIX B
OT/JeJbHbIX ABTOMATHU3MPOBAHHBIX CHCTEMAX.

Cnenuduueckue TpeOOBaHUS MO 3allUTE TMEPCOHAIBHBIX JIAHHBIX B
OT/ICJIbHBIX AaBTOMATU3UPOBAHHBIX CHUCTEMAaX yCTAaHABIMBAIOTCS MHCTPYKIUSIMU IO
UX UCIIOJIb30BAHUIO U IKCIUTyaTaIlUu.

4 TlopsiioK y4yeTa, XpaHEeHU U 00paleHnsl CO CheMHbIMHU
HOCHUTEJISIMH MEPCOHAJILHBIX TIAHHBIX, TBEPAbIMU KONMUSAMU U UX
YTHIM3ANH.

4.1 Opranuzanus yueTa HOCUTeJIel MePCOHATbHBIX JaAHHBIX.

Bce Haxopsmuecs Ha XpaHeHUU U B OOpalleHUUM ChEMHBbIE HOCUTEIU C
NEepPCOHANTBHBIMU JaHHBIMU MoOAJIekKaT yu€ry. Kakablii CheMHBI HOCHTEIb C
3allMCaHHBIMM Ha HEM NEPCOHAIbHBIMU JaHHBIMU JOJDKEH UMETh ITHUKETKY, Ha
KOTOPOW YKa3bIBAETCS €r0 YHUKAIbHBIN YUE€THBIA HOMED.



Yyer W BblIaUYy CHEMHBIX HOCHUTENIEH NEPCOHAIBHBIX JaHHBIX IO
npuJjaraeMoii ¢popme OCylIECTBIISIIOT COTPYJIHUKH CTPYKTYPHBIX MOJpa3IeiIeHH,
Ha KOTOPBIX BO3JIOKEHBI (DYHKIIMM XPAHEHHUS HOCUTENEH MEepCOHAIbHBIX JAHHBIX.
CoTpyIHUKH YHUBEpPCUTETAa TOJY4YalOT YYTCHHbIH CBHEMHBIA HOCHUTENb OT
YIOJHOMOYEHHOTO COTPYJHUKA JJIsl BBIIOJTHEHUSI pabOT HAa KOHKPETHBIM CPOK.
[Ipu monydyeHUM MAeNarOTCs COOTBETCTBYIONIME 3amucu B >KypHasie yuera. [lo
OKOHYAaHWU palbOT TMOJb30BATENb CHAET CBEMHBIM HOCUTENb ISl XpPaHEHUS
YIOJTHOMOYEHHOMY COTPYAHUKY, O 4Y€M JEJaeTcsd COOTBETCTBYIOIAS 3aIlUCh B
KypHaJe ydera.

[Tpumep Gopmbl yuera
MNEPCOHANIBHBIX JAHHBIX

[MEPEYEHb
NEePCOHAIBHBIX TaHHBIX, 00pabaThiBaeMbIX B CTPYKTYPHBIX MOJApa3elIeHUIX

HaMMCHOBAHUC YUPCKIACHHUIA

HAaNMMCHOBAHHC CTPYKTYPHOT'O ITOJAPA3ACIICHUA

Ne | HaumeHoBa- Pernamen- HanmenoBanme Mecto | PHUO
n/n | Hue (BUnI, THpPYIOIIHUE HH(pOpMaANHOH- OTtpen | xpaHe- | OTBeT-
TUNOBAst AOKYMEHTBI HOIi cucTeMbl/ HUS CTBEH—
dbopma) (HaumeHoBa- | 0e3 HCHOJIB30- (xkom- HBIX 32
JOKYMEHTOB HHe, aaTa, | BAHHS CPeACTB HaTAa) 00paboTKy
¢ mepcoHaJb- | HOMep) aBTOMATH3AIUH n
HBIMHU XpaHeHHe
AAHHBIMH
1
2
3
Homxnaocts 1 @O HavyanbHUKA CTPYKTYPHOTO MOAPA3AEICHUS ITognuce
HomxuocTh 1 PO OTBETCTBEHHOTO 3a 3aIIUTY IMoanuce

IIEPCOHAJIBHBIX JaHHBIX B CTPYKTYPHOM IOApPa3AeIeHUU




[Tpumep dbopMmel KypHaa
ydeTa CbeMHBIX HOCUTENIEH

KYPHAJI

YueTa CbE€EMHBIX HoOCHUTeJIel MEPCOHAJIBHBIX JAHHBIX

HAaUMEHOBAHUE CTPYKTYPHOT'O MOJpa3AeNeHus

Hawar « » 200 .
OKOHYEH «__ » 200 .
Ha JIACTaxX
Homxuocth 1 PO OTBETCTBEHHOTO 32 XpaHEHHE IMoanuce
No | Metka ceemHoro | @amuist (ITomyuwmn, | Hata 3anucu [Tommuce | [Ipumevanue™
n/n HOCUTEJIS UCTIOJTHUTENSL | BEpHYIN, | MHPOPMALUK | UCTIOTHUTEIS
(yueTHbIH nepean)
HOMED)
1
2
3
4
5

* [lppurHa W OCHOBAaHWE OKOHYAHMS HCMOJB30BaHHWS (No W 1mara OTHpaBKH aapecary WiIu
pacropsbkeHus o0 repefade, Ne v JaTa akTa yTpaThl, HEUCIIPABHOCTD, 3aIIOJIHCHHUE TIOIJICKAIITME
XPaHEHUIO TaHHBIMHU ).

4.2 IlpaBuja UCNOJb30BAHUS CheMHBIX HOCHTEJIEH MePCOHATbHBIX JAHHBIX.

3anpernaercs:

- XpaHUThb CHEMHBIE HOCUTENIHU C MEPCOHAIBHBIMH JAHHBIMU BMECTE C
HOCHUTEJISIMU OTKPBITOW HH(pOpMaIuy, Ha pabodux CToJaX, JTMOO OCTaBIATh UX 0e3
NPUCMOTPA WJIM MepeiaBaTh HA XpaHEHHUE JPYTUM JIHUIAM;

- BBIHOCUTh CBEMHBIE HOCHUTEIH C TEPCOHATbHBIMU JAHHBIMH U3
CITy>K€OHBIX TOMEILEHHUH JIJ1s1 pabOThl C HUMU Ha JOMY, B TOCTUHHIIAX U T. 1.

[Ipu oTmpaBke wiaM mepeAade MEPCOHANbHBIX JaHHBIX ajpecaraM Ha
ChEMHBIE HOCHUTENH 3alHMChIBAIOTCSA TOJIBKO IMpeJIHa3HauYeHHbIE ajpecaTaM JaHHBIC.
OTnpaBka NEPCOHAIBHBIX JI@HHBIX ajpecaraM Ha CbEMHBIX HOCHUTEISX
OCYILECTBIISIETCS. B NOPSAJKE, YCTAHOBJIEHHOM MJIs JIOKYMEHTOB AJI CIIy’)KEOHOTO
[I0JIb30BaHUSA. BBIHOC CBEMHBIX HOCUTENIEH MEPCOHAIBHBIX JAHHBIX IS
HENOCPEACTBEHHON NEpeauM aJipecaTy OCYIIECTBISAETCS TOJBKO C MHCBMEHHOTO
pas3pelieHus: pyKOBOAUTENSI CTPYKTYPHOTO TIOIpa3iesieHusI.



4.3 Tlopsok AelicTBUI NP yTpaTe WM YHHUYTOKEHNH CheMHBIX HOCHTeJIei
NEePCOHATBHBIX JAHHBIX.

O dakrax yTpaTbhl CHEMHBIX HOCHUTEJEH, COAEpKAIIUX IEePCOHAIbHbBIC
JaHHble, JMOO pa3rialieHus COAEp)KAIIMXCS B HUX CBEJICHUW HEMEIJIEHHO
CTaBUTCSI B  M3BECTHOCTh HAYaJbHUK COOTBETCTBYIOIIETO  CTPYKTYPHOIO
noapaszaeneHuss. Ha yrpadenHble HOCUTENM cOCTaBISIETCS akT. COOTBETCTBYIOIIME
OTMETKH BHOCATCS B JKypHaJbl MEPCOHAIBHOIO Y4Y€Ta CBHEMHBIX HOCHUTENEHN
IIEPCOHAJIBHBIX TAHHBIX.

CbeMHBIE HOCUTENIHN NEPCOHATIBHBIX JAHHBIX, IPUILIEAIINE B HETOJJHOCTb,
WA  OTCIY)XHBIIME  YCTAHOBJCHHBIM  CPOK, IIOJIEKAT  YHUYTOXKEHHUIO.
YHUYTOXKEHHE CBEMHBIX HOCHUTENEH C KOH(UIACHIMAIbHON wuHpOpMaIei
OCYILIECTBIISAECTCS  «yHNOJHOMOYEHHOMN komuccuen». Ilo  pesynpraTtam
YHUUTOXEHHUSI HOCUTEJIEN COCTABIISIETCA aKT IO NMpUJiaraemMoi popme.



IIpumep axra.

«YTBEPK/IAIO»

« » 200 .

AKT

YHUUITOXCHHUA ChbCMHBIX HOCHUTEJICH NEPCOHAJIBHBIX JaHHBIX

Komuccust, HaieneHHast MOJTHOMOYHSMHA TTPUKA30M oT
Ne B COCTaBE:

(momxnoctu, ®HNO)

mpoBesia OTOOpP CBEMHBIX HOCUTEJECH IMEepCOHANbHBIX JaHHBIX,

HE MOJJIeKAIUX JATBHEUIIEMY XPAaHEHHUIO:

Ne Hdara YdeTHblii HOMEP CbeMHOI0 HOCHTEJIsA IHosicHenus
n/n

2 3 4

Bcero cbeMHBIX HOCHUTETIEH

(dpaMu ¥ IPOTTUCHIO)

Ha cpeMHBIX HOCHTENSIX YHUUTOKE€Ha KOH(PUACHIHMATbHAss UHPOpMaIUs MyTeM CTUpPaHUSA
€e Ha YCTPOWCTBE TapaHTUPOBAHHOTO YHUYTOXEHUA HHPopManuu (MEXaHUYECKOIrO
YHHUUTOXKEHUS, CKUTAHUS U T.I1.).

HepeqncneHHHe CbCMHBIC HOCUTCIIM YHUYTOXKCHBI

nyTeM (pa3pe3aHus, JEMOHTaXa U T.IL.) ,

HU3MCJIBYCHBI U CAAHBbI I YHUUTOXKCHHUA MMPCANPUATHIO TTO YTUIIN3AlIUHN BTOPUYHOTO ChIPbsA

(HamMeHOBaHUE TIPEATIPUSITHS) ([ara)
[Ipencenarens komuccun Toamuce Jlata
YteHbI KOMHUCCHH

(35(0))] [Hoaruce Hara



[Ipunoxenune 3
K npukaszy ot «31» nekabps 2009r. Ne 441-0

NHcTpyKUMs MoJb30BaTeisi NP 00padoTKe MepPCOHATbHBIX
JAHHBIX HA 00bEKTaX BHIYUCIUTEIbHON TEXHUKH

B I'OY BIIO «Ka3aHckuil rocy1apCTBEeHHbIN TEXHOJIOTHYeCKUH
YHUBEPCUTET.

1 O0mue MoJIOKEHNS.

1.1 Mpeamer UHcTpyKIIMH.

B uHCTpykumMm conxepikarcs  OCHOBHBIE  OOSI3aHHOCTH, TpaBa U
OTBETCTBEHHOCTb IOJIb30BATENS, JOMYIIEHHOTO K aBTOMAaTU3UPOBAHHON 00paboTKe
NEPCOHANBHBIX JAHHBIX U HWHOM KOH(MUIEHIMaIbHON HMH(pOpManuu Ha OO0OBEKTaX
BbruucauTeIbHON TexHuku (II3BM) OnepaTopa nepCoOHANBHBIX JaHHBIX.

1.2 O6urue TpedGoBaHMsI K MOJIb30BATENIO.

[Tonb3oBaTenb AOMKEH OBITH JOMYIIEH K 00pabOTKE COOTBETCTBYIOIIMX
KaTeropuil mepcoHaIbHbIX JIAHHBIX U UMETh HaBBIKK paboThl Ha [IDBM.

[lonb3oBaTenb  MpU  BBINOJIHEHMHM  pabOT B Mmpeaernax  CBOMX
(YHKIIMOHATBHBIX 00s3aHHOCTEH, oOecrneunBaeT OE30MaCHOCTh IEePCOHATBHBIX
JaHHBIX, OOpabaThiBaeMbIX M XpaHuUMbIX B [IOBM wu Hecer mnepcoHanbHYIO
OTBETCTBEHHOCTh 3a COOJIOJeHHEe TpeOOBaHUI PYKOBOIAIIMX JOKYMEHTOB IIO
3amuTte uHpopmaIuu.

2 OO0s13aHHOCTH 10JIb30BATEJIA.

[Tonp30BaTenb 00s13aH:

- BBINOJHATH  0o0muMe  TpeboBaHMS MO  OOECIEUEHUIO0  pexuMa
KOH(UICHIMATBHOCTH MPOBOAMMBIX pPa0OT, YCTAaHOBJCHHbIE B HACTOALICH
WNHcTpykiuy;

- Tpu paboTe C MEePCOHATBLHBIMU JAHHBIMHU HE JIOMYCKATh MPUCYTCTBUS B
MOMEILIEHUH, TJE€ pAacloJOXKEHbl CPEACTBA BBIYUCIUTEIBHONM TEXHHUKH, He
JIOMYIIEHHBIX K 0oOpabaThiBaeMoOil MH(POPMAIMK JIWIl WJIA PACIoiaraTh BO BpPEMs
paboThI SKpaH BUACOMOHUTOPA TaK, YTOOBI UCKIIOUYATIACh BO3MOKHOCTh MPOCMOTPA,
oToOpaxaeMoi Ha HeM WH(OPMAaIIUK TOCTOPOHHUMH JIUIAMH;

- co0mronath mpaBuia pabOThl CO CPEACTBAMHU 3alUTHl MHPOpMAMU U
YCTaHOBJICHHBIA PEKUM pa3TpaHUYCHUS JOCTyla K TEXHUYECKUM CpPEICTBaM,
rporpammam, JaHHbIM, (haiijiaM ¢ IEPCOHATBLHBIMU TAHHBIMU MIPU €€ 00padOTKE;

- TIOCNie OKOHYaHUs O0OpabOTKM TEepCOHANBHBIX JaHHBIX B paMKax
BBITMIOJIHEHMS OHOTO 3aJlaHusl, a TaKKe 110 OKOHYaHUHM paboyero JHs, MPOU3BECTH
CTUpPAaHHE OCTATOYHON MH(MOPMAINH C )kecTKoro naucka [I19BM;



- omoBemath  oOcmyxuBatomuii  [I9BM  mepconan, a  Takxe
HEMOCPEJCTBEHHOIO  HayallbHMUKa O  Bcex  (akrax WM  [ONBITKaX
HECaHKIIMOHUPOBAHHOIO JI0CTyNa K nHpopmaluu, oopadarsiBacmoii B [I9BM;

- He JomyckaTh ycTaHoBKy Ha [IDBM mnoctopoHHHME mporpamMMHbIE
MIPOAYKTHI;

- 3HaThb CHOCOOBI BBISBICHUS HEIITATHOTO TMOBEACHUS HCIOJIb3yEeMbIX
ONEPAIMOHHBIX CHUCTEM W TIOJIb30BATEJIbCKUX MPUIIOKEHUN, MOCIEI0BATEIBHOCTh
JAILHEHIINX JICHCTBUH,

- 3HaTh W COOJIOJATh TPaBWJIA TOBEICHUS B DKCTPEHHBIX CHUTYaIHSX,
MIOCJIEI0BATEIBbHOCTD AEUCTBUN MPH JIMKBUJALINH TTOCIEICTBUNA aBapuid;

- TOMHUTh JIMYHBIC TApOJIM, TEPCOHAIBHBIE WACHTH(PUKATOPHI HE
OCTaBJISATh O€3 MPUCMOTPA U XPAHUTH B 3allMparolieMcs AIUKe CToJIa Uiu ceide;

- 3HaTh IITATHBIE PEKUMBI PabOTHl MPOTPAMMHOTO OOECICYEHUs, 3HATh
IyTH TPOHUKHOBEHUS U PACIIPOCTPAHEHUSI KOMITBIOTEPHBIX BUPYCOB;

- [pU NPUMEHEHUU BHEIIHUX HOCHUTENEeW HMH(POpMALUM TMepe]] HayaioM
pabOThI MPOBECTU UX MPOBEPKY Ha MPEIMET HATUYHSI KOMIBIOTEPHBIX BUPYCOB.

[Ipy BO3HMKHOBEHMM MOJO3PECHHS HA HAJW4YUMe KOMIIBIOTEPHOIO BHpycCa
(HeTunuuHast paboTa mporpamm, NOsiBJIEHUE TpadUuecKUX U 3BYKOBBIX 3((EKTOB,
WMCKQXEHUM JTaHHBIX, MpomnajaHue (aiiaoB, 4YacTOoe TMOSABICHHE COOOIIEHUNA O
CUCTEMHBIX OIIMOKax W T.N.) MOJb30BaTEIb JIOJDKEH MPOBECTH BHEOUEPEIHOMN
AHTUBUPYCHBIA KOHTPOJIb CBOEH paboveil CTaHIIHH.

B cnyyae oOHapyxeHMs 0OpHU TPOBEIECHUU AHTUBUPYCHOM NPOBEPKH
3apa)KEHHBIX KOMITbIOTEPHBIMU BUpycaMu (DailJIoB MOJIb30BATENb 0053aH:

- IPUOCTAHOBUTH PabOTYy;

- HEMEJIEHHO IIOCTaBUTb B H3BECTHOCTh O (akre OOHapyKEHUs
3apa)X€HHBIX BUPYCOM  (aillioB CBOETr0  HEMOCPEICTBEHHOIO  HavaJbHUKA,
aIMUHHCTPATOPA CUCTEMBI, a TAKKE CMEXKHBIE MTOAPA3AEIEHNS, NCIIOJIb3YIOIINE 3TH
daiinsl B pabote;

- OLEHUTh HEOOXOJUMOCTh JaJbHEHIIEro MCHOJb30BaHUs  (ailios,
3apaKEHHBIX BUPYCOM;

- TMPOBECTH JICUCHHWE WJIM YHHUYTOKEHHE 3apaXEeHHbIX (aiyoB (mpu
HEO0OXOAMMOCTH JJIS BBINOJHEHUSI TPEOOBAaHUI JTAaHHOTO IMYHKTA CJIEAYET MPUBIICYb
aIMUHHCTPATOPA CUCTEMBL.

3 3anpemaemble AeiicTBHS.

[Tonp30BaTento 3anpeniaeTcs:

- 3alMCBIBAaTh M XPAaHWUTh IIEPCOHAIBHBIC JAaHHBIE HA HEYYTEHHBIX
YCTaHOBJICHHBIM MOPSAKOM MAIIUHHBIX HOCHUTENSAX UH(OpMAaLnu;

- yAansaTh ¢ 00pabaThIBa€MbIX WM PacleyaThIBAEMbIX JOKYMEHTOB I'PUQBI
KOH(UICHIIMATBHOCTH;

- caMoOCTOsTeNbHO moakaoyaTte K IIOBM  kakume-nmubo ycrpoiicTBa u
BHOCHUTBH U3MEHEHHS B COCTaB, KOHpUTYpaIuto, pasmenienrue [19BM;

- CaMOCTOSITEJIbHO YCTaHaBIMBAaTh W/WIM 3allycKaTh (BBIMIOJIHATH) Ha
[I19BM nro0ble cUCTEMHBIC WIIM TPHUKJIAJIHBIE MPOTPAMMBI, 3arpy’KaeMble M0 CETH



HMHTEepHEeT WM ¢ BHENTHUX HOCUTENEH;

- OCYILIECTBISATh 00pabOTKY TEPCOHAJIbHBIX JAHHBIX B  YCIOBHSX,
MO3BOJISIIOIIMX OCYIIECTBIISITh WX NIPOCMOTP JHULAMH, HE HMMEKIIMMU K HHUM
JIOTYCKa, a Tak)Ke MpHU HeCoOJI0IeHUU TpeboBaHui 1o skciutyatanuu [1I9BM;

- €co00mIaTh KOMY-JIM00 YCTHO UJIM MUCBbMEHHO JIMYHBIC aTPUOYTHI JOCTYyMa
K pecypcam [IOBM;

- OTKJItOUYaTh (OJIOKUPOBATH) CPEJICTBA 3AIIUTHI HHPOPMALIHH;

- MPOU3BOJIUTH Kakue-INOO M3MEHEHHUs B MOAKIOYEHHH U pa3MELCHUU
TEXHUYECKUX CPEJICTB;

- TMPOW3BOAUTH MHBIE JIEUCTBUSA, OTPAHUYCHHSI HAa HMCHOJHEHHE KOTOPBIX
MPEYCMOTPEHBI YTBEPKICHHBIMU PETJIAMEHTAMU U UHCTPYKLIHSIMU.

- OCTaBJSITh OeckOHTpodbHO [I9BM cC 3arpyKeHHBIMU MEPCOHAIBHBIMU
JAHHBIMHU, C YCTAaHOBJIEHHBIMU MapKUPOBAHHBIMH HOCHUTEISIMH, 3JIEKTPOHHBIMU
KJIIOYaMH, a TaKXe pacleyaThblBaeMbIMU OyMaXHbIMH  JOKYMEHTaMHU C
MEPCOHAIIbHBIMU JTAHHBIMHU.

4 IlpaBa noan3oBarens IIDIBM.
[Tonp3oBarens [I9BM umeer npaso:

- oOpabatbiBaTh (CO3/1aBaTh, PEOAKTUPOBATh, YHUYTOXKAThb, KOMHPOBATh,
BBIBOJIUTH Ha Me€4YaTh) HH()OPMALIUIO B MPeIeNiaX YCTAHOBICHHBIX €My MOJIHOMOYHH.

- oOpamarbest k obcmyxuBaromemy [I9BM nepconamy ¢ mpocb0oit 00
OKa3aHUU TEXHUYECKOW W METOJUYECKOW MOMOUIHM MpHU paboTe ¢ 0O0IIECUCTEMHBIM
Y TIPUKJIATHBIM MPOTPAMMHBIM OOecriedeHneM, yctaHoBIeHHBIM B [IDBM, a Takxe
CO CpeICTBaMU 3alUThl HH(POPMAIUH.

5 OTBeTCcTBEeHHOCTH MoJb30BaTesaeit [II9BM.

B cootBercTBUM ¢ JEHCTBYIOIIMM 3aKOHOAATEIHCTBOM IOJIb30BATEINb
I[I9BM HeceT OTBETCTBEHHOCTH 3a:

—  HaJyIekaliee BBIMOJHEHUE TPeOOBaHUN HACTOAIIEH NMHCTPYKIIHH;

—  coOmojeHre TpeOOBaHUN HOPMATUBHBIX JTOKYMEHTOB UM MHCTPYKIIMM,
OTIpEACTSAIONIUX MOPAJOK OpraHu3anuu paboT mno 3ammre UHPOpMalUU H
MCIOJIb30BaHUsI HH(OPMALIMOHHBIX PECYPCOB;

—  COXpaHHOCTH u paboTocrocoOHOe COCTOSIHHE CpEICTB
BBIYHCIUTEIbHOM TexHuKU [I19BM;

—  COXpPaHHOCTb MEPCOHAIBHBIX TAHHBIX.

OcobeHHoCcTH 06pa6OTKI/I INEPCOHATIbHBIX  JAaHHBLIX  II0JIL30BATCIIAMHA
OTACIIBHBIX ABTOMATU3UPOBAHHBIX CHUCTEM MOT'yT pPEryanpoBaThLCs
AOIMOJIHUTCIIbHBIMHU HHCTPYKIUAMMU.



[Ipunoxenue 4
K npuka3zy ot «31» nekabps 2009 r. Ne 441-0

NHcTpyKIIMS 10 NPOBEACHUI) MOHUTOPUHT A
UH(POPMALUOHHOU 0€30IIACHOCTH U AHTUBUPYCHOI' 0
KOHTPOJISl IPU 00pad0TKe MEPCOHATBHBIX JAHHBIX

B I'OY BIIO «Ka3aHckuil rocy1apCTBEeHHbIN TEXHOJIOTHYeCKUH
YHHBEPCHTET.

1 OO1ue moj0:KeHusl.

[Ipenmerom MHCTpYKIIMU SBISETCA MOPSAOK IUIAHUPOBAHUS W MPOBEIICHUS
MOHUTOpPYHTA WH(OPMAITMOHHONW O€30MacHOCTH aBTOMATHU3MPOBAHHBIX CHUCTEM,
00pabaThIBAONINX TMEPCOHAIBLHBIE JAaHHBIC, OT HECAHKIIMOHHUPOBAHHOTO JOCTYTIA,
pactpocTpaHeHUsl, UCKAKEHUS U yTPaThl HGOPMAIIMN YHUBEPCUTETA.

2 MOHUTOPHHI ANNAPATHOTO 00ecreYeHmsl.

MoOHUTOPUHT paboTOCIOCOOHOCTH anmapaTHbIX KOMIIOHEHT
aBTOMATU3UPOBAHHBIX  CHUCTEM, O0OpabaThIBAIONUX TMEPCOHAIBLHBIE JaHHBIC,
OCYIIIECTBIISETCS B TIPOIIECCE X aIMUHUCTPUPOBAHUS U TIPU MPOBEICHUN padoT 10
TeXHUYECKOMY  OOCIyXuBaHUI0 oOopynoBaHus. Haubosiee cCylecTBEHHbIE
KOMITOHEHTBI ~ CHUCTEMbI,  HMMCIOIIIME  BCTPOCHHBIE  CPEACTBA  KOHTPOJISA
paboTococoOHOCTH  (CepBEphbl, AaKTUBHOE CETEBOE 00O0pYyIOBaHUE) JOJKHBI
KOHTPOJIMPOBAThCSA ~ IMOCTOSHHO B paMkKax  pabOThl  aaIMHUHHUCTPATOPOB
COOTBETCTBYIOIIUX CHUCTEM.

3 MOHUTOPHMHI NAPOJILHOM 3aIHUTHI.
MOHMTOPUHI  MAPOJBHOW  3aIUTBI W  KOHTPOJb  HAJACKHOCTU

M0JIb30BaTENBCKHUX MAPOJIEH TPEAYyCMaTPUBAIOT:

-YCTaHOBJICHUE CPOKOB JeHCTBUS Tapoiieit (He Oosiee 3 MecsIieB);

-niepuonuecKyto (He pexke 1 pa3za B Mecsll) NpOBEPKY MOIb30BATEIbCKUX
napoJiedl Ha KOJMYECTBO CHMBOJIOB M OYEBHUJIHOCTBH C IIEJIbIO BBISIBIICHUS CIA0BIX
mapoyie, KOTOpble JIETKO yrajarb Wik JAemudpoBaTh €  OMOIIBIO
CIEHMATU3UPOBAHHBIX TPOTPAMMHBIX CPEACTB (B3JIOMIIIMKOB MAPOJICHi).

4 MOHUTOPHHI LEJOCTHOCTH.
MOHUTOPUHT  LEJOCTHOCTH  IMPOTPAMMHOIO  OOECHEYEHUs  BKIIOYAET
CIEIYIONINE NEUCTBUS:

- IMPOBEpPKA KOHTPOJIBHBIX CYMM M LHU(POBBIX MOJANUCEH KaTaloroB H
(aitnoB cepTU(PUIMPOBAHHBIX IPOTPAMMHBIX CPEACTB MPU 3arpy3Ke ONEepalluOHHON
CUCTEMBI;

- 0OHapy KeHue 1yOJIUMKaTOB UIEHTU(UKATOPOB MOJIb30BaTENEH;



-BOCCTAHOBJICHHUEC CHCTCMHBIX (baﬁHOB AIMUHUCTpATOPaMU CHCTEM C
PE3CPBHBIX KOITUM IIpH HECOBIIAACHU N KOHTPOJIbHBIX CYMM.

S MOHUTOPHMHI MONBITOK HECAHKIIMOHUPOBAHHOI'0 I0CTYIIA.

[Ipenynpexnenue 17} CBOEBPEMEHHOE BBISIBIICHHE MOTIBITOK
HECAHKIMOHUPOBAHHOTO JOCTYIA OCYLIECTBIISIETCS C MCIOJIB30BAHUEM CPEJICTB
ONEPAIMOHHON  CHCTEMbl W  CHEUHUAIBHBIX MPOrPAMMHBIX  CpPEACTB, U
MpeyCMaTPUBAET:

- (pukcanuio HEYJAYHBIX TIOMBITOK BXOJIa B CHUCTEMY B CHCTEMHOM

KypHaJe;

- MPOTOKOJUPOBAHNE PAOOTHI CETEBBIX CEPBUCOB;

- BBISIBJICHUE (DAKTOB CKAHMPOBAHUS OIPEACIICHHOTO JIHAra30Ha CETEBBIX
MOPTOB, B KOPOTKHE TMPOMEXKYTKH BPEMEHH C II€JbI0 OOHAPYXCHHS CETEBBIX
AHAJIN3aTOPOB, U3YYAIOIINX CUCTEMY U BBISBIISIONIUX €€ YI3BUMOCTH.

6 MOHHMTOPHUHI POU3BOAUTEIbHOCTH.

MOHUTOPUHT  NPOU3BOJUTEIIBHOCTH  ABTOMATHU3UPOBAHHBIX  CHUCTEM,
00pabaThIBAIONIMX MEPCOHAJIbHBIE JaHHbIE, MPOU3BOJUTCA MO OOpAIEHUAM
[OJIb30BATENE, B  XOJA€  AJAMUHUCTPUPOBAHUA CUCTEM UM  IPOBEICHHS
NpOPUIAKTUYECKUX padOT Jid BBISBICHUS TONBITOK HECAaHKIMOHWPOBAHHOIO
JOCTYTIA, MIOBJIEKIIUX CYIIECTBEHHOE YMEHBIICHUE IPOU3BOAUTEIBHOCTA CUCTEM.

7 CucreMHbIii ayIuT.

CucTteMHBIN ayJIUT TPOU3BOAUTCS €KEKBAPTAIBHO U B OCOOBIX CHUTYyAIIHSIX.
OH BKJIIOYAET MpoBeJcHHE 0030poB 0€30IaCHOCTH, TECTUPOBAHHE CHCTEMBI,
KOHTPOJIb BHECEHHSI N3MEHEHHU B CUCTEMHOE ITPOrPaMMHOE 00ECTICUCHHE.

O030pbl  0€30MaCHOCTH TPOBOJATCA C IEJIbI0 MPOBEPKH COOTBETCTBUS
TEKYIIETO COCTOSHUS CUCTEM, 0OpalaThIBAIONINX IEPCOHAIBHBIC NAaHHBIE, TOMY
YpOBHIO  0€30MacHOCTH,  yIOBIETBOPSIONIEMY  TPEOOBAaHUSAM  IOJUTHKHU
o0e3zomacHoct. O030pel  O€30MACHOCTH MMEIOT LEJbI0  BBISIBICHUE  BCEX
HECOOTBETCTBUH MEXAY TEKYIIUM COCTOSHHEM CHCTEMBI W  COCTOSIHHEM,
COOTBETCTBYIOIIHUM CIICIIHAIBHO COCTABICHHOMY CITUCKY JIJISI IPOBEPKHU.

O0630pbI 0€30MaCHOCTH JOJIKHBI BKITIOUATh:

- OTYEThl O 0OE30MaCHOCTH TOJIb30BATEIILCKUX PECYPCOB, BKIIOYAIOIINE
HaJU4he TOBTOPSIOIMIUXCS IOJb30BATEILCKUX HMEH U  HUIACHTU(UKATOPOB,
HETPaBUJILHBIX (POPMATOB PETUCTPAIIMOHHBIX 3alUCE, MOIb30BaTeNel 0e3 maposs,
HEMPaBUJIHLHOM YCTAaHOBKHM JOMAIIIHUX KaTaJOrOB TOJIb30BaTeNIed M YySI3BUMOCTEU
M0JIb30BATEIbCKUX OKPYKEHUMH;

- POBEPKY COAECPKUMOTO (PaiiyioB KOHPUTYpallUK Ha COOTBETCTBUE CITUCKY
TUTSI TIPOBEPKU;

- 0oO0HapyXeHHE M3MEHEHWUW CHUCTEMHBIX (halJIOB CO BPEMEHHU MPOBEICHUS
MOCJIeTHEH TTPOBEPKH (KOHTPOJIH IIEJIOCTHOCTH CUCTEMHBIX (paitioB);



- TPOBEPKY IMpaB JOCTyNna W JPYTrUX aTpuOyTOB CHUCTEMHBIX (DHaiyIoB
(KoMaHJI, yTHJIUT U TaOJINI);

- TPOBEPKY MPaBUIHHOCTH HACTPOWKH MEXAaHU3MOB ayTCHTU(DUKAINH |
aBTOPHU3AIINN CETEBBIX CEPBUCOB;

- TIPOBEPKY KOPPEKTHOCTH KOHQUTYpAallMd CHUCTEMHBIX M aKTHBHBIX
CETEBBIX YCTPOWMCTB (MOCTOB, MapIIpPyTH3aTOPOB, KOHIIEHTPATOPOB U CETEBBIX
DKPAHOB).

AKTHBHOE TECTHPOBAaHUE HAJIEKHOCTH MEXAHU3MOB KOHTPOJS JOCTyNa
IIPOU3BOAMUTCS MYTEM OCYIIECTBICHHS TONBITOK IPOHUKHOBEHHS B CHUCTEMY
(c mOMONIBI0 AaBTOMAaTUYECKOTO HHCTPYMEHTAPUS WU BPYUHYIO).

[TaccuBHOE TECTUPOBAHME MEXaHU3MOB KOHTPOJIS JocTyna
OCYIIECTBIISIETCS IyTEeM aHaiu3a KOH(QUIYpalMOHHBIX (HalJIOB  CHCTEMBI.
Nudpopmanns 00 H3BECTHBIX YSI3BUMOCTSIX H3BIEKACTCA W3 JOKYMEHTAllUUd MU
BHEIIIHUX UCTOYHUKOB. 3aT€M OCYILIECTBIIAETCS MPOBEPKAa KOH(DUTYpALIMH CUCTEMBI
C UEJIbI0 BBIABICHUS OINACHBIX COCTOSIHUM CHUCTEMBI, T. €. TaKUX COCTOSIHUH, B
KOTOPBIX MOTYT MPOSBIIATH Ce0sl U3BECTHBIE YSI3BUMOCTH. Eciii cucteMa HaXoauTCs
B OIMACHOM COCTOSIHMH, TO, C ILI€JIbI0 HEUTpalM3alu YysI3BUMOCTEW, HEOOXOIUMO
MO0 MU3MEHUTh KOHPUTYpaIMIo CUCTEMbI (U1 JTMKBUAALMU YCIOBUM MPOSIBICHUS
YS3BUMOCTH), JMOO YCTAHOBUTH MPOTPAMMHBIE KOPPEKIUH, JMOO YCTAaHOBUTH
IpYrue BEpPCUU MPOrpaMM, B KOTOPBIX [aHHAsl YSI3BHUMOCTb OTCYTCTBYET, JIHOO
OTKa3aTbCsl OT MCIIOJIB30BAHUS CHCTEMHOIO CEpPBUCA, COJEPIKAILEro JaHHYIO
YSI3BUMOCTb.

BHecenne u3MeHEeHMI B CHUCTEMHOE MpOrpaMMHOE OOecreueHue
OCYILECTBIISICTCS aIMUHUCTPATOPAMHU CHUCTEM, 00padaThIBAIOLIUMX MEPCOHAJIbHBIE
JaHHbIE, C 00SI3aTE/IbHBIM JTOKYMEHTHPOBAaHHUEM HM3MEHEHMH B COOTBETCTBYIOIIEM
KypHaje; yBEIOMJIICHHEM KaXJO0ro COTPYJHHKAa, KOTO KacaeTcsi HW3MCEHEHME,;
BBICTYIIMBAHUEM IMPETEH3U B CIy4yae, €ClId 3TO M3MEHEHUE MPUYMHUIIO KOMY-
HUOYIb Bpel; pa3pabOTKON MJIaHOB JCHCTBHM B aBapUMHBIX CHUTYalUsAX IS
BOCCTAHOBJIEHUSI paOOTOCIIOCOOHOCTH CUCTEMBI, €CJIM BHECEHHOE B HEE U3MEHEHUE
BBIBEJIO €€ U3 CTPOSL.

8 AHTHBUPYCHBIH KOHTPOJIb.

Jlns 3ammThl cepBEpOB M pabOUYMX CTAHIIMH HEOOXOIWMO HCIOJIb30BaTh
AHTUBUPYCHBIE IPOTPAMMBI:

- PE3UJICHTHBIE  AHTUBHUPYCHBIE  MOHHUTOPBI,  KOHTPOJIMPYIOIIHE
NOJO03PUTENBHBIE IEUCTBUS POrPaMM;

- YTWJIMTBI JJ1sl OOHAPYKEHUS U aHAJIN3a HOBBIX BUPYCOB.

K ncnonp30BaHuIO TOMYCKAKOTCA TOJBKO JIMIIEH3MOHHBIE CPEACTBA 3aILUTHI
OT BPEIOHOCHBIX MPOrPaMM M BHUPYCOB WM CEpTUDUIIMPOBAHHBIE CBOOOIHO
pacnpocTpaHsieMble aHTUBUPYCHBIE CPENICTBA.

[Ipy nmnomo3peHHMM Ha HAJIWYUE HEBBIABICHHBIX  YCTaHOBJICHHBIMU
CpEICTBaMM 3aIUThl 3apaKCHUI CIIEYET UCIOJIb30BATh 3aBEAOMO HE3apaKEHHBIM
3arpy304HbI HOCUTENb C APYTUMHU AaHTUBUPYCHBIMU CPEICTBAMM.



YcTaHOBKAa M HACTPOMKA CPEICTB 3aIUTHI OT BPEAOHOCHBIX IPOIPAMM U
BUPYCOB Ha pabO4yMX CTaHIMSIX U CEpBEpax aBTOMATU3UPOBAHHBIX CHUCTEM,
oOpalaTpIBalOIIMX NEPCOHAIBHBIE JIaHHBIE, OCYIIECTBIIAECTCA AAMHUHHCTPATOpaMH
COOTBETCTBYIOIIUX CHUCTEM B COOTBETCTBUH C PYKOBOJACTBAMHU IIO YCTAaHOBKE
IPUOOPETEHHBIX CPEICTB 3AIIUTHI.

VYcranaBauBaemoe (M3MEHSIEMOE) MPOrpaMMHOE OOeCleueHue JOJKHO
OBITh TpPEABAPUTENIBHO IMPOBEPEHO AAMUHUCTPATOPOM CHCTEMbI Ha OTCYTCTBHE
BPEJOHOCHBIX IPOrpaMM M KOMIIBIOTEPHBIX BHUpPYCOB. HemocpeacTBeHHO mocie
YCTaHOBKH (M3MEHEHHMsI) MPOrpaMMHOro olecrieyeHusi paboyeil CTaHIMU JOJIKHA
OBIThH BBINOJIHEHAa aHTUBUPYCHAs POBEPKA.

3amyck AHTUBUPYCHBIX IpOrpamMm JOJIKEH OCYLIECTBIATHCS
ABTOMATUYECKU MO 3aJaHUI0, LUEHTPAIN30BAHHO CO3JaHHOMY C HCIIOJIb30BAHHEM
IUTAHUPOBIIKKA 3a7ad (BXOJSALIMM B IOCTaBKY OIEPAIMOHHON CHCTEMbI JHOO
MOCTaBJISIEMbIM BMECTE C aHTUBUPYCHBIMU ITPOTpaMMaMHu ).

AHTHUBUPYCHBIM KOHTpPOJIb pa0OYMX CTAHIMI JODKEH MPOBOJUTHCS
€XKEeJHEeBHO B aBTOMaTH4eckoMm pexume. Ecnu mpoBepka Bcex (hailJioB Ha JMCKaX
pabouyux CTAHIMSAX 3aHUMAET HENpPUEMJIEMO OOJIBILIOE BpEMs, TO JOMYCKaeTCs
MIPOBOJIUTH BEIOOPOUHYIO MPOBEPKY 3arpy304HbIX 00JIaCTEeW AUCKOB, ONEPATUBHOMN
NaMATH, KPUTHUYECKHM BAXKHBIX HWHCTAJUIMPOBAHHBIX (DAHJIOB OMNEPaLIMOHHON
CUCTEMBI M 3arpy’aeMbIX (ailioB MO CETH WM C BHEIIHUX HocuTene. B stom
Clly4ae IOJIHas MPOBEPKA JIOJKHA OCYIIECTBIATHCS HE PEKE OJHOTO pa3a B HENIEIIO
B IIEpUOJ HEAKTHUBHOCTH MoJjb30Barens. Ilonmp3oBarensiM  peKOMEHIyeTCs
OCYILECTBIIATh MOJHYIO MPOBEPKY BO BpeMs IepephiBa Ha 0o0e] IMyTeM MepeBOja
paboueii CTaHLUU B COOTBETCTBYIOIIHM aBTOMAaTUYECKUH  pEKUM
(GYyHKIIMOHUPOBAHMS B 3alIEPTOM [TOMEIIEHUU.

OO0s13aTeNnbHOMY ~ AHTUBUPYCHOMY  KOHTPOJIIO  MOMJIEXKHUT  Jr00as
uHpopMarus (UcrosHseMble (halibl, TEKCTOBbIE (aiiibl TOO0BIX popmaToB, (ailisl
JAHHBIX), TOJlydaemasl MOJIb30BaTEIEM MO CETU WM 3arpykaemas CO ChEMHBIX
HOCHUTENEeH (MarHUTHBIX JUCKOB, ONTHYECKUX THUCKOB, (PII3II-HAKONUTENEH U T.IL.).
Kontpons uHopmanmu 0MKEH MPOBOAUTHCS AHTUBUPYCHBIMH CpPEACTBAMH B
IIpOLECCe WIM cpa3y IOCJIE€ €€ 3arpy3kd Ha pabodyl0 CTaHLUIO I0JIb30BATENIs.
@aiinpl, TOMEAeMbIE B 3JIEKTPOHHBIA apXuB, JOJKHBI B 00S3aTEIHHOM TMOPSIIKE
MIPOXOJIUTh AHTUBUPYCHBII KOHTPOJIb.

VYcranaBnuBaemoe (M3MEHSIEMOE) Ha CEpBEpbl MPOrpaMMHOE OOEecIeueHue
JOJDKHO OBITh IPEIBAPUTEILHO IPOBEPEHO aJMUHUCTPATOPOM CHUCTEMBI Ha
OTCYTCTBHE€  KOMIIBIOTEPHBIX  BUPYCOB M BPEIOHOCHBIX  IIPOrPAMM.
HenocpeacTBeHHO mocie yCTaHOBKHM (M3MEHEHMs) IPOrpPaMMHOrO 00eCIeYeHMsI
cepBepa J10J)KHA ObITh BBIIIOJIHEHA aHTUBUPYCHAsI POBEPKA.

Ha cepBepax cucreM, o00paOaTblBalOIIUX IEPCOHAIBHBIE JaHHBIE,
HEO0OXOUMO MPUMEHATH CHEIUAIbHOE aHTUBUPYCHOE MPOTrPaMMHOE OOecIeueHue,
MIO3BOJIAOILEE:

- OCYILIECTBJISATh AHTUBHPYCHYIO MPOBEPKY (HalijloB B MOMEHT IONBITKH
3anucH ¢aiiia Ha cepBep;

- MPOBEPATh KATaJord M (aillibl MO paclHUCaHUI0 C YYeTOM HArpy3Kd Ha
cepsep.



Ha cepBepax 37€KTpOHHOI MOYTH HEOOXOAUMO MPUMEHSITH AHTUBHUPYCHOE
nporpaMMHOE obOecrieueHre, oOecreunBaioniee TMPOBEPKY BCEX  BXOJSIIUX
coobmenuii. B cnyuae ecnm mpoBepka BXOJAIIETO COOOIIEHUS Ha IMOYTOBOM
cepBepe ToKa3aja HalW4he B HEM BUpPyCa WIM BpPEJOHOCHOTO KOJa, OTIpaBKa
JAHHOTO COOOIIEHUS TOJDKHA OJTOKHpOBaThCs. [Ipu 3TOM JOMKHO OCYIIECTBISTHCS
aBTOMATUYECKOE OIMOBEIICHUE aJIMUHUCTPATOpa MOYTOBOTO CEpBEpa, OTIPABUTEIS
COOOIIIEHUsI U ajipecara.

HeoOxoaumo oprann3oBath peryisipHoe OOHOBJIEHHE AHTUBHUPYCHBIX 0a3
Ha BceX pabouMX CTaHLHUAX U CEpBEPaX.

AJIMUHHUCTPATOPBI CHCTEM JIOJDKHBI TPOBOJUTH DPETYISIPHBIE TPOBEPKH
MPOTOKOJIOB ~ palOThl  AHTUBUPYCHBIX TMPOTPaMM C  LEIbIO  BBISBICHHS
M0JIb30BaTENe M KaHAJOB, Yepe3 KOTOPBIX pPACIpOCTpaHstoTcss BHUpychl. [lpu
OOHapyXKEHUH 3apaXCHHbIX BUPYCOM (DailloB agMUHUCTPATOP CHCTEMBI JOJIKEH
BBITIOJTHUTH CIEAYIONIUE NeHCTBUS:

- OTKJIFOUUTH OT KOMITBIOTEPHOM CETH paboune CTaHIMH, MPEACTABISIONINE
BHUPYCHYIO OTTACHOCTb, JIO TMOJTHOTO BBISICHEHHSI KAHAJIOB TPOHUKHOBEHUST BUPYCOB U
WX YHAUYTOXKCHUS,

- HEMEIJIEHHO  cooOmmTh O  (akTe  OOHapyXeHUs  BUPYCOB
HEMOCPEACTBEHHOMY HAYaJIbHUKY C YKa3aHHUEM MPEANOI0KUTEIHOTO HCTOYHHUKA
(oTmpaBuTens, BlaaeNabla U T.J.) 3apakKeHHOro (aitna, TUna 3apaxeHHOro ¢aiina,
XapakTepa cojepkaiieiics B (aitie nHpopMmaluu, TUNA BUPYCa U BBITTOJHEHHBIX
AHTUBUPYCHBIX MEPOIPUSTHH.

9 AHaJW3 HHIHIEHTOB.

Ecnu  agMunmCcTpatop cucTeMbl, 00pabaThIBaloOmIe IMEPCOHAIbHBIC
JTaHHbIe, TIOJO03PEBaeT WM IOJYyYUSI COOOIIEHHE O TOM, YTO €ro CHcTeMa
MOJBEpraeTcs arake WM YyKe ObUla CKOMIPOMETHPOBAHA, TO OH JIOJKEH
YCTaHOBUTb:

- (pakT monbITKM HEecaHKUKMOHUpPOoBaHHOTO focTtyna (HCI);

- nponospkaercs i HCJ/ B HacTOSIIIMIT MOMEHT;

- KTO sBiIsieTcst uctounukoM HCJI;

- yt0 sBasercsa oobexkTrom HC/I;

- korga npoucxoauina nonsitka HCJL;

- KaK ¥ P KaKuX 00CTOsATeNIbcTBaX Oblia mpeanpuHsaTa monbitka HC/I;

- TOUKA BXOJIa HAPYIIUTENIS B CUCTEMY;

- Ob11a Jiu monbiTka HCJL yenenHoi;

- OMNpEeNeNnuTh CHUCTEMHBIE PpECcypchl, O€30MacHOCTh KOTOpHIX Oblia
HapylIeHa,

- kakoBa MoTuBauus nmonsitku HCJI.

Hns  BeisBienuss mnonbiTku  HCJ[  HE0OXOaMMO  yCTaHOBUTH, KakKue
MOJIb30BATEIM B HACTOAIIECE BpeMs pabOTAlOT B CHUCTEME, Ha KaKUX padouux
CTaHIMAX. BBIABUTH OAO3PUTENIBHYIO AKTUBHOCTD I0JIB30BATENEN, IPOBEPUTD, UTO
BCE IMOJIH30BATEIN BOILIM B CUCTEMY CO CBOMX PabOYMX MECT, U HUKTO W3 HHUX HE
paboTtaet B cuctemMe HeOoObIYHO AoJro. Kpome TOoro, HEOOXOAMMO TPOBEPUTH YTO



HUKTO M3 MOJIb30BATENCH HE BBIMNOIHSAET MOAO3PUTENBHBIX MPOTPAMM U MPOrPAMM,
HE OTHOCSIIUXCS K ero 00JIacTH JeSITENbLHOCTH.

[Ipy aHamu3e CHUCTEMHBIX IKYpPHAJIOB aJIMHHHUCTpPATOpy HEOOXOIUMO
MIPOM3BECTH CIEAYIOIINE NECHCTBUS:

- NPOBEPUTHh HAIWYHUE IOJO3PUTEIBHBIX 3aMUCEH CUCTEMHBIX >KYPHAJIOB,
CIeNaHHbIX B mepuoj npeanonaraemoit nonblTku HCJI, BKiItOYas BXOJI B CUCTEMY
MOJIb30BaTeNIC, KOTOPhIE MAOJKHBI Obl OBUIM OTCYTCTBOBaTH B JTOT MEPUOJT
BPEMEHHU, BXOJbI B CHUCTEMY M3 HEOXKUJAHHBIX MECT, B HEOOBIYHOE BpeMs M Ha
KOPOTKHUU MEPUOJ BPEMEHU;

- MPOBEPUTHh HE YHUYTOXKEH JM CHCTEMHBIA >KypHal W HET JU B HEM
po0OeIIoB;

- IPOCMOTPETh CHUCKH KOMAaHJ, BBIMOJHEHHBIX I10JIb30BATCISIMU B
paccMaTpuBaeMbIi IEPHOJ] BPEMEHU;

- MPOBEPUTHh HAIMYUE HUCXOASANIUX COOOIIECHUN AJIECKTPOHHON TOYTHI,
aJIpECOBAHHBIE TTOJIO3PUTEIBHBIM XOCTAM;

- MPOBEPUTH HATMYKME MECT B KypHaJIaX, KOTOPBIC BHITJIAIAT HEOOBIYHO;

- BBISIBUTH TIOMBITKH TOJYYUTh TOJHOMOYHSI CYIEPIIOIb30BATENS WU
JIPYTOro MPUBUIETMPOBAHHOTO MOJIB30BATEIS;

- BBISIBUTH HAJIMYKE HEY/IAUHBIX MOMBITOK BX0J/1a B CUCTEMY.

B xone ananuza )KypHaJIoB akTUBHOTO CETEBOI0 000pYy10BaHUs (MOCTOB,
HepeKIIroYaTeNIe, MapIIpyTU3aTOPOB, IIUTFO30B) HEOOXOAUMO:

- NPOBEPUTHh HAJIUYHUE IOJO3PUTEIBHBIX 3aMUCEH CUCTEMHBIX >KYpPHAJIOB,
CIeJIaHHBIX B miepuo mpeanonaaraeMoit nonsitku HCJL;

- MPOBEPUTHh HE YHUYTOXKEH JIM CHUCTEMHBIM >KypHal W HET JM B HEM
po0eIioB;

- MPOBEPUTH HATMYKE MECT B )KypHaJIaX, KOTOPBIC BHITJIAIAT HEOOBIYHO;

- BBISIBUTh TMOMNBITKA W3MEHEHHS TaOJMI] MapHIpyTHU3alMd U aJIPECHBIX
TaOIHNIL;

- TIPOBEPUTH KOH(PUTYPAITUIO CETEBBIX YCTPOWCTB C IEIBI0 OMpEneICHUs
BO3MOKHOCTH HAaXOXJIEHUS B CHCTEME MPOrpaMMbl, MPOCMATPUBAIOLIEH BECH
CETeBOU TpaduK.

Jlst oOHapyKEeHHsSI B CHCTEME CJIEIOB, OCTABJICHHBIX 3JI0YMBINIJICHHUKOM, B
Bujne (aitioB, BHUPYCOB, TPOSHCKUX TIPOTpPaMM, M3MEHEHHS CHCTEMHOMN
KOH(UTYyparuu He0OX0UMO:

- COCTaBHUTH 0A30BYIO CXEMY TOTO, KaKk OOBIYHO BBHITJISIIUT CUCTEMA,

- TMPOBECTU TIOWMCK TMOJO3PUTENBHBIX (HalIoB, CKPBIThIC (ailiibl, UMEHa
(aiiioB U KaTaJIoTroB, KOTOPHIE OOBIYHO HCIIOIB3YIOTCS 3I0YMBIIICHHUKAMU;

- TPOBEPUTH CONEPKUMOE CHUCTEMHBIX (ailyioB, KOTOpBIE OOBIYHO
MU3MEHSIOTCS 3JI0YMBIIIJICHHUKAMU;

- MPOBEPUTH IIEJIIOCTHOCTh CHCTEMHBIX TIPOTPaAMM;

- MPOBEPUTH CUCTEMY ayTCHTU(DUKAIINN ¥ aBTOPU3AIIHH.

B cityuae 3apakeHus: 3HAUUTEJIBHOTO KOJIMYECTBAa pabOYMX CTAHIMM mocie
YCTPAHEHHUsI €70 MOCIEACTBUN MPOBOAUTCS CUCTEMHBIN ayauT.



OcoGenHoctu MOHHUTOpPUHTA UHGOPMAITMOHHON 0€30MacHOCTH
MEPCOHANBHBIX JAaHHBIX B OTICIBHBIX aBTOMATH3UPOBAHHBIX CHCTEMAaX MOTYT
PETYIMPOBaThCS AOTIOTHUTEIBHBIMA UHCTPYKIHSIMU.
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