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Pabouas mporpamma cocrtaBieHa ¢ ydyérom TpeOoBaHuii denepasbHOTO TOCYJApCTBEHHOTO
oOpasoBarenbHOro crangapra (mpuka3z Ne 1461 ot 22.11.2020) mo cnermumansHoct  10.05.05
bezonacHocTh MHGOPMAIIMOHHBIX TEXHOJOTUH B TMPABOOXPAHUTENBHOW cdepe A CHenuanu3aluu
«TexHosoruM 3ammThl UHGOPMAIMKY B IPABOOXPAHUTENbHON cdepe» Ha OCHOBAHMU Y4EOHBIX IIAHOB
Habopa oOyvaromuxcs 2021 rona.

Pa3paboTunk nporpaMmsi:

JloieHt B.A. boromono

COI'1IACOBAHO

Pabouas mporpamMma paccmoTpeHa u ogoOpeHa Ha 3acemanuu kadenpbl «MHpopmanmronHas
0e30MmacHOCTh, MPOTOKOI OT 26.05.2021 r. Ne 10.

3asenyromuii kadpenpoit  Cocrnacosano B.A. boromonos

YTBEPXIAEHO
Hauvansuuk nentpa YMII Ymeepoicoaro JI.LA. KuraeBa



1. lesiu 0OCBOEHUSA TUCHUTNIUHBI

HCJ’IHMI/I OCBOCHUS OHCIHHIIIIMHBI «be3omnacHoOCTh KOpIIOpaTUBHBIX I/IH(bopMaHI/IOHHBIX CHUCTEM»
SABIIAKOTCA:

a) 3HAaKOMCTBO C OCHOBHBIMH ITOHSATHSMH B KOPIOPATUBHBIX HHOOPMALIMOHHBIX CHCTEMaX;
0) Hoy4YeHue TEOPETUUECKUX 3HAHHH 10 O€30MaCHOCTH KOPIOPATUBHBIX HH(POPMALMOHHBIX CUCTEM;
B) [TOJIy4E€HUE HABBIKOB 3aLIUTHI KOPIOPATHBHBIX HH(POPMAIIIOHHBIX CHCTEM.

2. MecTo TUCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpamMMbl

Juctumimaa «be30nacHOCTh  KOPIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEM» OTHOCUTCS K
dhopmupyeMoil ydacTHUKaMu o0pa3zoBaTesibHbIX oTHOIIeHHH yacTu OOIl u popmupyer y o0 ydarommxcs
o cnenuanu3anuu «TexHoIoruu 3amuThl HHpOpPMALIUK B TIPABOOXPAHUTEIHHOU ceper» Habop 3HAHMIA,
YMEHHH, HABBIKOB Y KOMIIETCHIIUH.

JIist  yCTIeTHOTO OCBOCHMS JTUCIUIUIMHBI «be30MacHOCTh KOPIOPATHBHBIX HH()OPMAIIMOHHBIX
cucteM» obydarontuiics no cneruanbHocTH 10.05.05 «be3onacHocTs MHGOPMAIIMOHHBIX TEXHOJOTUHA B
MIPaBOOXPAHUTEILHOU cepe» JOMKEH OCBOUTh MaTepual MPEAIIeCTBYIOMINX JUCIIATLINH:

1. UudopmaTtuka

2. CpencrBa U CHCTEMBI TEXHHUECKOTO oOecrieueHust 00pabOTKH, XpaHEeHUS U Nepeaadn
nHpopmanuu
Huctunmmba  «be3onacHOCTh  KOPIOPAaTHBHBIX ~ MH(MOPMALMOHHBIX  CHUCTEM)  SIBJISCTCS
IPEIIECTBYIOUIEH U HE0OX0IuMa Ul YCIEIHOTr0 OCBOEHUS MOCIEAYOIINX TUCIUITINH:
1. 3ammTa OT pazpylaroUMX IPOrpaMMHBIX BO3JEHCTBUIMA

3. KoMnerenuuu oﬁyqammerocﬂ, (bopanyeMble B pe3yJjbTaTe OCBOCHUSA JUCHUIIINHBI

IIK -2 Cnoco0eH o0ecnieunTh 6€30I1aCHOCTh KOMIILIOTEPHBIX CeTeil, B TOM YHCJIe C UCI0JIb30BAHMEM POTPAMMHO-
annapaTHbIX CPEACTB 3aIMUTHI HH(popManHHu, 000CHOBATH M MPOKOHTPOJIHPOBATH Pe3yaAbTAThl YIPABJIEHYECKUX
pemienuii B 00J1acTH 6€30MaCHOCTH HH(POPMALINH ABTOMATH3HPOBAHHBIX CHCTEM

[IK -2.1. 3HaeT NpUHIHIEI TOCTPOEHHS KOMIBIOTEPHBIX CETEH, MOPSAAO0K peanu3aliil METOI0B U CPEICTB MEXKCETEBOTO
OKpaHUPOBAHUSA, UICTOYHUKHU YTPO3 HH(bOpMaHHOHHOﬁ 0€30MIacHOCTH B KOMIIBIOTEPHBIX CETAX U MEPHI 110 UX
MPEOTBPAIICHUIO, IPUHIUIBI PA0OTHI M ITPaBUJIa FKCIUTyaTAI[H SKCIUTyaTHPYEMbIX IPOTpaMMHO-aIIapaTHBIX CPEACTB
3aIIUTHl HHPOpPMANNHU, HOPMATHBHBIE MIPABOBBIE aKTHI B 00JACTH 3aIIUTH HHPOPMAIUHN, PYKOBOJISIINE U METOANYECKHUE
JOKYMEHTHI yITOJTHOMOYEHHBIX (De/IepabHBIX OPTaHOB MCIIOIHUTEIBHON BJIACTH 110 3aIUTE HH(POPMAIN

[IK -2.2. YMeeT onieHnBaTh Yrpo3bl 0€30MacHOCTH HH(POPMAIMH B KOMITBIOTEPHBIX CETSIX, HACTPAaUBaTh IIPABHIIA
(UIBTpaK TAKETOB B KOMIBIOTEPHBIX CETSX, OLIEHNUBATH ONTUMAIBHOCTH BEIOOPA IPOrpaMMHO-aIIapaTHBIX CPEACTB
3alUTHl HHPOPMAaIMU U UX PEXXUMOB (PYHKIIMOHUPOBAHHS B KOMIIBIOTEPHBIX CETSIX, 000CHOBBIBATH BHIOOP HCIIOIb3YEMBIX
MporpaMMHO-alIapaTHbIX CPEACTB 3alUThI I/IH(i)OpMaHI/II/I B KOMIIBIOTEPHBIX CETAX

[IK -2.3. BiiageeT HaBbIKaMy IPHUMEHEHUsI IPOTPaMMHO-ANNAPaTHBIX CPEJCTB 3alUThl HHOOPMAILUH B KOMIIBIOTEPHBIX
CCTAX M YIIPaBJICHUA q)yHKHI/IOHI/IpOBaHI/IeM IIporpaMMHO-aMmnapaTHbIX CPEACTB 3alIUTHI I/IHq)OpMaU;I/II/I B KOMIIBIOTEPHBIX

CEeTAX
B pe3yabTare 0cBOeHUSI TUCHMILINHBI 00y4aIOIIMIACH T0JIKEeH

3HaThb:

Kak 00ecreunTh 0€30MacHOCTh KOMITBIOTEPHBIX CETEH, B TOM YHCIIE C UCIIOJIH30BAHUEM ITPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3alIUTH HHPOPMAIH, 000CHOBATH U IPOKOHTPOJIUPOBATH PE3YIbTAThI
yIpaBJIEHYECKUX pelIeHuH B 001acTu 0e30macHoCcT HH(OPMAIIMK aBTOMAaTU3UPOBAHHBIX CHCTEM
YMeTh:

00ecreynTh00eCIeunTh 0€30IIaCHOCTh KOMIIBIOTCPHBIX CeTeﬁ, B TOM 4YMCJIC C UCIIOJIb30BAHHUECM



MIPOrpaMMHO-aIIIapaTHBIX CPEICTB 3aIUThI HH(OpMaIUU, 000CHOBATh U MPOKOHTPOIUPOBATH

pe3ysbTaThl YIIPaBIEHUYECKUX pEeIICHUH B 001acTH 0€301MacHOCTH HH(OPMAIIK aBTOMAaTH3UPOBaHHBIX

CHUCTEM

Baanern:

obecneyuTs 0€30MacHOCTh KOMIIBIOTCPHBIX ceTeﬁ, B TOM YHCJIE€ C UCIIOJIb30BAHUEM IIPOIrpaMMHO-

anrmapaTHbIX CPEACTB 3alUThl HH(POPMAIUK, 000CHOBATH M MTPOKOHTPOIUPOBATH PE3YJIbTATHI

yIIpaBJIEHYECKUX pelIeHui B 001acTu 6e30macHoCcTH HHPOPMAITUN aBTOMAaTU3UPOBAHHBIX CUCTEM

4. CTpyKTYpa M coJiep:KaHue TUCIHHIIHHBI
OO6m1as TpyA0EMKOCTh AUCIUIUIMHBI COCTABIISIET 12 3aueTHBIX equHull, 432 yaca.

Bus! yaeOHOI paboTHI (B 9acax) O1eHOYHBIE CpeCTBa
Ne Paznen Ceme- JUI IPOBEJICHUS
[paktnyeckue | JlaGopa- o
/1 JUCLUIIHBI cTp Jlexkus KCP CPC TEKYILEH U TPOMEXY-
3aHATHS TOPHBIE .
TOYHOH aTTeCTaluu
1 2 3 4 5 6 7 8 9
3ammura JlabopatopHnas padboTa
1. | KOpIOpaTHUBHBIX 5 18 36 99 99
CETEN.
Hroro no 5 18 36 99 99 JduddepeHnnpoBaHHbIH
cemMecTpy 3ayer
3ammra JlabopatopHas paboTa;
1 | KOpTOpaTHBHBIX 6 18 79 27 27 OKk3aMeH
MH()OPMALTMOHHBIX
CHCTEM.
Hroro mo 6 18 72 27 27 | Ixsamen
cemMecTpy
5. Conepmanne JIEKIIMOHHBIX 3aHATHH 0 TEMaM
Ne MupukaTopsl
- /_n Paznen pucuuninuust Yacsl Tema JIEKIIMOHHOTO 3aHATHS JIOCTUKECHUS
KOMITETEHIIMU
1 2 3 4 5
1. | 3amuTa KOPIMOPATUBHBIX CETEH. 4 MbmxkcereBble okpanbl. NAT. K -2.1
MK -2.2
K -2.3
2. 4 MbskceTeBbie SKpaHbL. Proxy. K -2.1
MK -2.2
K -2.3
3. 4 MboskcereBbie 3KkpaHbl. OmmbTper. | [TK -2.1
IK -2.2
MK -2.3
4, 6 MbakcereBblie dkpaHbl. VPN. K -2.1
MK -2.2
MK -2.3
5. | 3ammra KOPHOPATUBHBIX HH(OPMAITMOHHBIX 8 Ypasnenue JOCTyIOM. MK -2.1
CHCTEM. MK -2.2
MK -2.3
6. 2 PesepBupoBanue. MK -2.1
MK -2.2
K -2.3
7. 8 Pacnipenenennsie IIK -2.1
nH(pOpMaLMOHHBIE CUCTEMBI. IK -2.2
K -2.3
BCEI'O 36

6. Conep:kaHue NPAKTHYECKNX/CEMMHAPCKUX 3aHATHH

[TpoBeneHmne npakTUYECKUX/CEMUHAPCKUX 3aHATHI HE IPETyCMOTPEHO YIEOHBIM IJIAHOM




7. CoapepxaHue JJa0OPATOPHBIX 3aHATHI

Pa3nen quCHUILINHBI

Yacwr

Tema 3anaTHs

Munukaro
pHBI
JOCTHKCH
us
KOMIICTCHI]
5051

2

6

3amuTa KOPIOPATHBHBIX CETEH.

NAT

MK -2.1
K -2.2
K -2.3

Proxy

K -2.1
K -2.2
1K -2.3

DunpTpsl

K -2.1
K -2.2
K -2.3

12

VPN

K -2.1
[K -2.2
MK -2.3

3amunTa KOPIOPaTHBHBIX HH()OPMAMOHHBIX
CHCTEM.

36

YnpasneHne 10CTyoM

K -2.1
[K -2.2
K -2.3

12

YnpasneHne 10CTyIoM

K -2.1
[K -2.2
1K -2.3

24

Pacnpenenennbie cuctemMbl

K -2.1
K -2.2
1K -2.3

BCET'O

108

8. CamocTosiTe/ibHAsI padoTa

TeMbl, BBIHOCHMBIE Ha CAMOCTOSTEIIbHYIO
paboty

Yacer

®opma CPC

MNupukaTopsl
JIOCTHYKEHHS
KOMIIETEHIIUN

2

5

6

MpaxcereBble okpaHbl. NAT.

MOATOTOBKA K JJabopaTopHO# padboTe

MK -2.1
MK -2.2
1K -2.3

MbaxcereBble 3kpaHbl. Proxy.

12

MOJITOTOBKA K TabopaTopHOi paboTte

MK -2.1
MK -2.2
1K -2.3

MbaxcereBble 3kpaHbl. OUIBTPEL.

12

MOJITOTOBKA K TabopaTopHOi paboTte

MK -2.1
MK -2.2
MK -2.3

MbskcereBbie skpanbl. VPN.

33

MOJITOTOBKA K Tab0paTopHOl paboTte

MK -2.1
MK -2.2
K -2.3

praBJ’IGHI/IG JAOCTYIIOM.

12

MOJITOTOBKA K JIAOOpaTOpHOH padboTe

MK -2.1
IK -2.2
K -2.3

PesepBupoBanue.

MOJITOTOBKA K JIAOOpaTOpHOU padboTe

MK -2.1
IK -2.2
K -2.3

PaCHpe,HGJ'ICHHLIC CHCTEMBI.

12

MOJITOTOBKA K JIAOOpaTOpHOH padboTe

MK -2.1
MK -2.2
MK -2.3

BCETO

126

8.1 KoHTpoJb camocTosATe IbHOM padoThl

/o

TeMmbl, BBIHOCHMBIE Ha CAMOCTOSITEIbHYIO
paboty

Yacer

®dopma KCP

MunukaTopsl
OCTHYKEHHUS
KOMITETEHIIUN




1 2 3 5 6

1. | Maxceressie 3kpansl. NAT. 32 preM J1JabopaTOPHO# paboThI K -2.1
IK -2.2
IK -2.3
2. | MbaxcerteBbie PKpaHBL. Proxy. 18 npreM 1abopaTopHOi paboTHI K -2.1
IK -2.2
IK -2.3
3. | MaxcereBbie 3KpaHbl. OUIBTPHL 17 npreM 1abopaTopHOil paboTHI K -2.1
IK -2.2
K -2.3
4. | MaxcereBbie 3kpaHbsl. VPN, 32 npueM J1abopaTopHOil paboTHI MK -2.1
IK -2.2
K -2.3
5. | Ynpasnenue noctynom. 12 npueM J1abopaTopHOil paboTHI MK -2.1
IK -2.2
K -2.3
6. | PesepBupoBanmue. 4 npueM J1abopaTopHOil pabOTHI MK -2.1
IK -2.2
IK -2.3
7. | Pacnpenenennsrie nHpOpMaIIOHHBIE 11 npreM 1abopaTOpHO paboTHI K -2.1
CHCTEMBI. MK -2.2
IK -2.3

BCET'O 126

9. Ucnosib30BaHHe PEHTUHIOBOI CHCTEMBbI OLIEHKU 3HAHU I

[Tpu olleHKe pe3yabTAaTOB AEATEIHHOCTU OOYYAIOIIMXCS B paMKaxX AUCHUIUIMHBI «be3omacHoCTh
KOPIIOPAaTHUBHBIX MH()OPMAIIMOHHBIX CHCTEM» HCIIOJB3YEeTCsS PEHTHHrOBas cucTeMa. MaKCHMalbHOE U
MUHUMAaJIbHOE KOJMYECTBO OAJIOB MO pa3iNMYHbIM BUIaM yueOHON paboThl onucaHo B «llomoxeHuu o
0aJUIbHO-PEUTHHTOBON CHUCTEME OLEHKM 3HAHWH CTYJCHTOB M OO0ECleYeHHUs KadecTBa y4eOHOTo
nponeccay PI'bOY BO KHUTY.

PeliTunrosas oueHka GpopMHpyeTCsl HA OCHOBAaHUM TEKYILErOo U MPOMEXKYTOYHOTO KOHTpOJIA. 3a
KOHTPOJIbHBIE TOYKH CTYIEHT MOXKET MOJYyYUTh MUHUMAJIBHOE U MaKCUMaJIbHOE KOJIMYECTBO OaljIoB (CM.
Ta0IUILY).

OueHoYHBIE CPeICTBA Koua-Bo Mun.0a,1710B Makc.0a/1710B

5-ii cemecTp

JlabopaTopHas paboTa 4 60 100
Hroro 60 100
6-ii cemecTp

JlabopaTopHnas paboTa 3 36 60
DK3aMeH 24 40
Hroro 60 100

10. OueHouyHble cCpeacTBa A TEKYLIEro KOHTPOJISI YCIeBAaeMOCTH, NPOMEKYTOYHOM
aTTecTalliy 10 UTOraM OCBOEHMS JMCUHHUIIJIUHbI
OneHouHble cpencTBa [UIsl MPOBEACHMS TEKYIIETO KOHTPOJIA YCIEBAEMOCTH, IPOMEXKYTOUHOU
aTTecTallid U UTOTOBOW aTTECTalluM pa3padaThIBAIOTCS COTJIACHO MOJIOKEHHI0 0 DOHJIaX OLIEHOYHBIX
CPEe/ACTB, pacCMaTpPUBAIOTCS KAaK COCTaBHas 4acTh paboueil mporpamMMmbl U OQOPMIISIOTCS OTIENbHBIM
JIOKYMEHTOM.

11. UudopmaniuoHHO-MeTOANYECKOE 0O0ecTiedeHue TN CIIUIIINHbI

11.1. OcHoBHas MTEpPaTypa

[Ipu wm3ydeHun AUCUMILINHBI «be30macHOCTh KOPHOpPAaTHUBHBIX HH(DOPMAIIMOHHBIX CHCTEM» B
Ka4yeCcTBE OCHOBHBIX HCTOYHUKOB HH(OpMAIK PEKOMEH1YeTCsl UCTIOJIb30BaTh CIEIYIONIYIO JTUTEPATypy:

OcHOBHBIC MCTOYHUKH MHPOPMALLUH KosmnuecTBo 3K3eMILISIPOB
C. B. Ponum, I'. B. ITepmunos, A. B. Ckpeinaukos | http://www.iprbookshop.ru/50628.html
[u np.], besomacHOCTh cucTeM 0a3 TaHHBIX Pexxum noctyna: mo nognucke KHUTY

[DnexTpoHHBIH pecypc] YuebHoe mocobue:
Boponex : BopoHexxckuil rocygapCTBEHHBIN
YHUBEPCUTET MH)KEHEPHBIX TexHoorui, 2015




B. A. Acranuyk, I1. B. Tepemenxo,
KoprnopaTtuBHble HH(OPMALIUOHHBIE CUCTEMBI:
TpeGoBaHus npu npoekrupoBanui [[Ipouee]

VYuebHoe mocobue 15 By30B: Mocksa : FOpaii,
2020

https://urait.ru/bcode/453261
Pexxum noctyna: mo nognucke KHUTY

A. B. Kyp6ecos, KopnoparuBusie
nHpopmanronusie cuctemsl [[Ipouee] yuebHOE
nocobue: Pocros-na-Jlony : M3narenbcko-
nonurpadudeckuit kommieke PI'DY (PUHX),
2018

http://biblioclub.ru/index.php?page=book&id=567042

Pexxum noctyna: o nognucke KHUTY

A. 1O. HukuraeBa, KopnopaTuBHbie
uHpopmanronusie cucteMsl [IIpouee] Yuebnoe
nocobue: Taranpor : U3narenscteo TTU IODY,
2017

http://znanium.com/go.php?id=996036
Pexxum nocryna: no noanucke KHUTY

11.2. lonoHuTEIBHAS IUTEPATYPA

B xadecTBe JOIOJHHUTENLHBIX HCTOUYHUKOB I/IH(bOpMaI_[I/II/I PEKOMCHAYCTCA HCIIOJIb30BATh

CJIEYIOIYIO JINTEPATYpy:

JlonmosHUTEIBHBbIC HCTOYHUKHA HHpOpMALINH

KosaunyecTBOo 3K3eMILISIPOB

B. Kuses, O. I'pannuun, bezonacHocth
uHpopmannoHHbIX cucreM [[Ipouee] kypc:
Mockaa : HanrionanbHblii OTKPBITHIN
Yuusepcurer «MIHTYUT», 2016

http://biblioclub.ru/index.php?page=book&id=429032

Pexxum noctyna: no noanucke KHUTY

A. B. HukynuH,, B. B. ApTionenko,,
KomnbroTepHble ceTH U TeNeKOMMYHHUKALUN
[[Ipouee] yueGHO-MeTOIMUECKOE [TOCOOHE 110
PYCCKOMY SI3bIKY KaK HHOCTPAHHOMY:
Hosocubupck : HoBocubupckuit

FOC}’I[&pCTBGHHLIﬁ TEXHUYECKHI YHUBCPCHUTCT,
2020

http://www.iprbookshop.ru/99345.html
Pexxum noctyna: no noanucke KHUTY

B. B. Aptiomenko,, A. B. Hukynus,,
KomMmnbroTepHble ceTH U TeIEKOMMYHUKAIUU
[[Tpouee] yuebHO-MeTOIMUECKOE ITOCOOHE TTIO
PYCCKOMY SI3bIKY KaK HHOCTPAHHOMY:
HoBocubupck : HoBocubupckuii
roCyAapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET,

2020

http://www.iprbookshop.ru/99345.html
Pexxnm nocrtyna: no noanucke KHUTY

A. B. Ky3un, /[.A. Ky3un, Komnetorepasie cetu
[[Ipouee] YueOnoe mocobue: Mockaa :
Uznarenscto "OOPYM", 2020

http://znanium.com/go.php?id=1088380
Pexum nocryna: no noanucke KHUTY

M. B. lubpos, KoMmbroTepHbie CETH U
TeJIeKOMMYHUKanuu. Mapmpyrusanus B [IP-ceTsax
B 2 4. Yacts 1 [IIpouee] YuebHMK U TPaKTUKYM
st CI1O: Mockaa : FOpaiit, 2020

https://urait.ru/bcode/452574
Pexum nocryna: no noanucke KHUTY

M. B. lubpos, KoMmbroTepHbIe CETH U
TeJIeKOMMYHUKanuu. Mapmpyrusanus B [P-ceTsax
B 2 4. Yacts 2 [IIpouee] YueOHHK U TPAKTUKYM
s CI1O: Mockaa : FOpaiit, 2020

https://urait.ru/bcode/453065
Pexum nocryna: no noanucke KHUTY

N6e Onusep, KoMibioTepHbIe CETH U CITYXKObI
yIAIIEHHOTO JoCTyNa [ DNeKTPOHHBIN pecypc] :
Caparos : [IpodobpazoBanue, 2019

http://www.iprbookshop.ru/87999.html
Pexum nocryna: no noanucke KHUTY

11.3. DyeKTpOHHBbIE HCTOYHUKHN HHGOPMALUH

[lpyu w3ydeHun uCHMIUIMHBI «be30macHOCTh KOPIOPAaTUBHBIX HH(POPMALMOHHBIX CHUCTEM»

MPEyCMOTPEHO UCTIOIb30BAaHUE IJIEKTPOHHBIX UCTOYHUKOB HH(POPMAIIIH:




. Onextponnsblii katajgor YHUIL KHUTY: Pexxum nocryna: http://ruslan.kstu.ru/

. OBC «Jlanby»:Pexum nocryna: https://e.lanbook.com

. O6pazoBarenpHas miaThopma «kOpaiity: Pexxum moctyma: https://urait.ru/

. OBC «Znanium.comy»: Pesxxum noctyna: http://znanium.com/

. OBC YHuBepcuteTckas oubnuoreka onnait: Pexxum nocryma: http://biblioclub.ru/
. OBC IPRbooks: Pexxum gocryma: http://www.iprbookshop.ru/

. OBC BOOK.ru : Pexxum nocrymna: https://www.book.ru/

. Hayunas snextponnas 6ubamnoreka https://elibrary.ru/
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11.4. IIpodeccuonanibHble 0a3bl JAHHBIX U HH(POPMAIMOHHBIE CTIPABOYHbIE CUCTEMbI

basb1 maHHBIX
Scopus [locTym cBOOOIHBIN: WWW.SCOpUS.cOm
Web of Science Joctyn cBoboubIi: apps.webofknowledge.com

WNHdopmanoHHbIe CIIPABOYHBIE CUCTEMBI
CrnpaBouHno-npaBoBas cucreMa «[’APAHT» Jloctyn cBOOOHBIN: WwW.garant.ru
Cnpasouno-nipaBoBas cucrema «Koncynprantllinroc» Jloctyn cBoOoaHbINH: www.consultant.ru

12. MarepuajJbHO-TeXHHUYECKOEe OOecnedeHue TN CIUTIIUHbI

HI/II_IGHISI/IPOB@.HHOC IIporpaMMHOC oOecrieueHre 1 CBO6OI[HO pacipocTpaHdIeMO€ NIPpOrpaMMHOC
O6€CH€'~I€HI/I€, B TOM YHCJIC OTCUCCTBCHHOI'O IIPOMU3BOJACTBA, UCIIOJIB3YEMOC B y‘-I€6HOM mponecce npu
OCBOCHHMHU AUCIUILIMHBI «be30nacHOCTh KOpHOpaTUBHBIX I/IH(I)OpMaI_II/IOHHLIX CUCTCM».

Oducusie u nenoseie nporpammbel: ABBY'Y FineReader 9.0 npod;
Oducusie u aenoseie nporpammbl: MS Office 2007 Russian,;
Oducusie u genossie mporpammsr: MS Office 2007 Professional Russian;
Oducueie u aenoseie mporpammbr: MS Office 2010-2016 Standard
Apxusatop 7 Zip
brnoknot Notepad
Annexc bpaysep
1. Buptyansnsie mamunsl VirtualBOX (GNU GENERAL PUBLIC LICENSE)
. Cumynstop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)
. Onepannonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)
. Sendmail - SMTP cepsep (Sendmail License)
. POP3 cepsep (BSD License)
. IMAP4 cepsep (BSD License)
. NTP cepsep (BSD License)
9. MexcereBoii skpan iptables (GNU GENERAL PUBLIC LICENSE)
10. MexcereBoii skpan Firewalld (GNU GENERAL PUBLIC LICENSE)
11. Ckanep cereBoit 6e3omacHoctu nmap (GNU GENERAL PUBLIC LICENSE)
12. Cuctema obnapysxenus atak snort (GNU GENERAL PUBLIC LICENSE)
13. Cucrema CHHXpPOHU3AIMH JaHHBIX ISyNc
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Y4eOHble ayIUTOPUU IJIs1 TPOBEACHUS YIeOHBIX 3aHATUN OCHAIIEHBI 000PYI0BaHUEM:
1. Aynurtopus I1-7,

TEXHUYECKUMHU CPEJICTBAMHU O0yUEHUS:

1. TumoBo# KOMITIIEKT yaeOHOTO 000pymoBaHus «[ T0OAbHBIE KOMITBIOTEPHBIC CETH ,



2. TunoBoii KOMILIEKT yueOHOro 00opyaoBanus «KoprnopaTuBHbIe KOMIBIOTEPHBIE CETH .

[TometieHus A1 CAMOCTOSTENILHOM padOThI OCHAIIEHBI KOMITBIOTEPHOM TEXHUKOM:

1. Aymutopus N1-107,

C BO3MOXKHOCTBIO MOAKITIOYEHUS K ceTu «HTepHeT» U 00eCIeYeHBI JOCTYIIOM B 3JIEKTPOHHYIO
nHpopmanuonnyro cpeny KHUTY.

13. O6pa3oBarTe/ibHbIE TEXHOJIOTUH
KonnyecTBo 4acoB 3aHATHI, MPOBOJMMBIX B MHTEPAKTHBHBIX (opMax B yueOHOM mpoliecce Io
mucuuminHe «be3omnacHocTh KOPHOPaTUBHBIX HHPOPMAIIMOHHBIX CUCTEM) COCTaBIseT 63 4.
B nporiecce ocBoeHust AUCUUIUIMHBI «be30MacHOCTh KOPIIOPATUBHBIX WH(OPMAIIMOHHBIX CUCTEM»
UCIOJIB3YIOTCS ClIeqyolne 00pa3oBaTelibHbIe TEXHOJIOTHH:
* TBOPYECKHUE 3a/IaHMUS;
* paboTa B MaJIbIX TPYIINax;
* IUCKYCCHS;
* 00yyaromue urpsl (pojeBble UTPhl, UMUTAINH, EJIOBbIE UTPHI K 00pa30BaTEIbHbBIC UTPHI);
¢® CUCTEMBI JUCTAaHIIMOHHOI'O O6y‘-IeHI/I$I;



