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Pabouas mporpamma coctaBieHa ¢ y4yérom TpeOoBaHuii denepasbHOTO TOCYIApCTBEHHOTO
oOpazoBarenbHOro cranmapra (mpuka3 Ne 1427 ot 17.11.2020) no nanpasnenuto moarotosku 10.03.01
Wndopmanronnas Ge3omnacHOCTh i npopuist «be3onacHOCTh TeneKOMMYHUKAITMOHHBIX CHCTEM (I10
orpaciau wid B chepe npodeccroHaTbHON NeATeIbHOCTH)» Ha OCHOBAaHWHM YYEOHBIX IUIAHOB Habopa
obyuaromuxcs 2022 roxa.

Pa3paboTunk nporpaMmsi:

JloieHt A.1O. CennoBa

COI'1IACOBAHO

Pabouas mporpamma paccmoTpeHa U oa0OpeHa Ha 3acenaHud Kas3aHCKOro MeXBY30BCKOTO
uHXeHepHoro IeHTpa "HoBeie TexHomoruu" (enepaabHOro TOCYIApCTBEHHOTO OFOIKETHOTO
00pa3oBaTeNbHOIO  yUpeXACHHS  BhIcIIero oOpazoBaHus  "Ka3zaHCkuii — HalmOHAIBHBIN
UCCJIEI0BATEIbCKUN TEXHOIOIMUECKUN yHUBEpCUTET", IpOoTOKOa OT 23.05.2022 1. Ne 5.
Hupexktop  Cozcnacoeano A.®. MaxoTKuH

YTBEPXIAEHO
Hauvansuuk nentpa YMI] Ymeepoicoaro JI.LA. KuraeBa



1. Ieu ocBOEHHUS TUCHMIIJIMHBI

IlensiMu  OCBOGHHS JAWMCHMIUIMHBL «MeETOIBl W CpeACTBA KPUNTOTPadUUECKOM  3aIUTHI
UH(OpMALIUN SBISIIOTCA:
-M3JI0’KEHUE OCHOBOTIOIATAOMINX MPUHIMIIOB 3aIIUTH HH(OPMAIHH C TOMOIIBI0O KPUITOTPAHIECKIX
METOOB U MPUMEPOB PeaTU3aIMK TUX METOJIOB Ha TPAKTHUKE.

2. MecTo TUCHHMILUINHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMmbl

Hucnunimna «Metoabl U cpeicTBa Kpuntorpadudyeckoi 3amuThl HHPOPMAIUK» OTHOCUTCS K
obs3arenpHoOi wacth OOIl u  dopmupyer y oOydaromuxcss 10 TPOGUITIO «be3omacHoCTh
TEJIEeKOMMYHUKAIIMOHHBIX CHUCTEM (IO OTpaciu WiH B chepe npodhecCHOHATBHON AesITeNbHOCTH)» HAOoP
3HaHUW, YMEHHI, HABBIKOB U KOMIIETEHLIH.

Jis ycrnemHoro OCBOEHHS NUCHUUIUIMHBI «METONbl U CpelcTBa KpUNTOrpaduueckoil 3aliuThl
uHpopmanun»  oOyyarommiics 1o HampasieHuto moxarotoBku  10.03.01  «Mudopmanmonnas
0€301MacHOCTbY J0JKEH OCBOUTH MaTepuall MPEAIIECTBYIOMUX IUCHUTUINH:

1. 3amuTa HHPOPMAIIMOHHBIX TPOIIECCOB B TEIIEKOMMYHHUKAITUIX

2. UndpopManimoHHbIE TEXHOJIOTHH B HH(POPMAITMOHHOM 0€301MacHOCTH
3. OcHOBBI HHGOPMAITMOHHOW 0€30MTACHOCTH

4, Pabora ¢ koH(uIeHIHATLHON HHOpMaIuei

5. Cetu u cucTeMbI nepeavu HHPOopMaun

6. Teopus BeposiTHOCTEH U MaTeMaTH4ecKasi CTaTUCTUKA

Juctumumaa «MeToasl W CpeACcTBa KPUNTOTPAPUUECKON 3alIUThl HH(MOPMAIUHY SBISICTCS
MPeIIeCTBYIONEH U HEOOX0AUMA I YCIIEITHOTO OCBOCHHUSI MOCIEYIOIIUX TUCIUTUINH:

1. 3amuTa nHGOPMAIIMK OT YTEUKH MO TEXHUYCCKUM KaHaJIaM
2. KommuiekcHas cucteMa 3aiiuTbl HHGOpMauu
3. Opranuzanus aBTOMaTH3UPOBAHHBIX CHCTEM
4. [ToarotoBKa K mporieype 3aliThl U 3alUTa BBITYCKHON KBaTU(pUKAIUMOHHON pabOThI
5. [IpoekTrpoBaHKE 3AMUIIICHHBIX TEICKOMMYHUKAIIMOHHBIX CHUCTEM
6. [IpousBoacTBeHHAs MpakTUKa (MIPEIIUILIIOMHAs IPAKTUKA)

3. Komnerenuuu odyuyaiomerocsi, popMupyemMbie B pe3y/IbTaTe 0CBOCHHUS 1M CLHHUILTIUHBI

OIIK-9 CnocoGeH NPpUMEHATH CpPeACTBa KPUNTOrpaduyecKoil U TeXHHYECKOI 32U Thl MH(pOPMALUM A5 pelleHus
3a1a4 NpoeccuoHAIbHOM AeATeIbHOCTH;

OIIK-9.1. 3HaeT coBpeMEHHBIE AOCTIKEHNS! HAYKH M TEXHUKH B 00JIaCTH 3alIUTH HHPOPMAIINH, COBPEMEHHBIE TPUHIIMITBI
panoHaIBLHOTO BEIOOPA CPEJICTB 3alIUTH B 3aBUCUMOCTH OT BH/1a O0BEKTa 3alUThl, CHCTEMHBIH TOAX0/ K BBIIIOJHEHUIO U
OpTaHM3aINH

OIIK-9.2. YMeeT NpoBOJUTH KOHTPOJIBHBIE TPOBEPKH PaOOTOCIIOCOOHOCTH MPUMEHIEMBIX IPOTPAMMHO-aIIapaTHBIX,
KpUNTOTpaMueCcKMX U TEXHUYECKUX CPEICTB 3allUThl HHHOPMALIUH

OIIK-9.3. Bnageer HaBbikamMu 3¢ (eKTHBHOTO IPUMEHEHHS CPEICTB KPUNTOTpaduIecKoif 3amnTsl HH()OPMAIH, CPEACTB
TEXHUYECKOH 3alIUThl HH(OPMALINH, CETeH U CHCTEM Iepeaadn HHYOpMAIK IpH pelIeHUH 3a1a4d MpodecCHOHAIBHOM

JACATCIBHOCTHU

B pe3yabTare 0cBOeHUSI TMCHMILINHBI 00y4aIOIIMIACH T0JIKEeH

3HaTh:

MIPUHIIMIIBI YCTPONCTBA U (PYHKIMOHUPOBAHUS CPEACTB KpUNTOrpadhuIecKor U TEXHUYECKON 3alUThI
uH(popMalun

Ymern:

MHTETPUPOBATh CPENICTBA KPUNITOrpadUUIECKON U TEXHUUYECKON 3aIUThl MHPOPMALIUU B

AaBTOMATHU3MPOBAHHBIE CUCTEMBI IPU PELICHUH 3a7a4 NpodecCHOHATbHON AesITeNbHOCTH



Baanern:

METOJaMHU YCTAaHOBKU U HACTPOMKHU KpUNTOrpahrUUeCKUX U TEXHUUECKUX CPEACTB 3aIUTHI

uHpopManun

4. CTPYKTYpa M cojiep:KaHue TUCHUIIIHHbI
OO6mias TpyA0EMKOCTh TUCIMUILUIMHBI COCTABJISIET 6 3aU€THBIX euHULL, 216 4acos.

Buer yueOHoM paboTHI (B gacax) O11eHOYHEIE
Cpe/cTBa s
Ne Paznen Ceme- N TaGopa- FIPOBEACHIA
/11 | JAMCLMIUIMHBL cTp Jlekrus paKTHiccKue abopa KCP CPC TeKyIeH H
3aHATHS TOPHBIE MPOMEXY-
TOYHOHI
aTTecTalyu
1 2 3 4 5 6 7 8 9
Teopus u JlabopaTopHas
1 | mpakTHKa 5 7 10 16 20 18 paborta;
CHMMETPUYHOM Pedepar;
Kpunrorpaduu Ok3ameH
Teopus u
g, | paKmmka - g 8 20 33 18
acCHMETPUYHOI
Kpunrorpaguu
3 Kypcogoit 7 10 36 Kypcogoit
MIPOEKT MPOEKT
3auyer,
Hroro no 7 18 36 63 72 Kypcosoii
ceMecTpy MPOEKT,
IK3aMeH
5. ConeprxaHue JeKIIHOHHBIX 3aHATHI 110 TeMaM
e WNupukaTopsl
. /_n Pa3zmen mucuMIuTHHBL Yacel Tema JIeKIIMOHHOTO 3aHSTHS JOCTYOKCHUS
KOMIETESHIIUH
1 2 3 4 5
1. | Teopus u mpakTHKa CHMMETPUIHON 4 OCHOBBI CHMMETPHYHON OIIK-9.1
Kkpuntorpaduu Kpunrorpadun OIIK-9.2
OI1K-9.3
2. 2 Beenenne B kpunrorpapuio OIlK-9.1
OIIK-9.2
OI1K-9.3
3. 2 CK3U na cuMMeTpUIHOI OIlK-9.1
Kpunrorpadun OIIK-9.2
OIIK-9.3
4, 2 KonTpons nenxoctHocTu OIIK-9.1
OIIK-9.2
OIIK-9.3
5. | Teopus u IpaKTHKa aCCUMETPUYHOMN 4 OCHOBBI aCCUMETPUYHON OIIK-9.1
KpunTorpaduu Kpuntorpaduu OIIK-9.2
OIIK-9.3
6. 2 DJIeKTPOHHAs MOJAIUCH OIIK-9.1
OIIK-9.2
OI1K-9.3
7. 2 WHadpacTpyKTypa OTKPBITHIX OIIK-9.1
KITFOuen OIIK-9.2
OI1K-9.3
BCET'O 18

6. ConeprxaHue NPaAKTHYECKUX/CEMUHAPCKUX 3aHATHIA
[TpoBeneHue MPakTHUECKUX/CEMUHAPCKUX 3aHATHIA HE MPETyCMOTPEHO YIEOHBIM TIIAHOM

7. CoapepxaHue JJa00OPATOPHBIX 3aHATHI




WNnnukarto
pHI
Ne Pa3nen aucuuniauHb Yacsl Tema 3ansTUd JIOCTHIAEH
n/n ust
KOMIIETEHII
uu
1 2 3 4 6
1. | Teopus u IpaKTHKa CHMMETPUIHON 10 udpoBanre cHMMETPUIHBIMU OIIK-9.1
Kpunrorpadun ANTOPUTMaMHU OIIK-9.2
OIIK-9.3
2. 6 KoHTposb menocTHOCTH C TOMOIIBIO XEeIT OI1K-9.1
1 IMHATOBCTaBKU OIIK-9.2
OIIK-9.3
3. | Teopus u mpakTHKa aCCHMETPUIHOI 10 I'eneparus acCUMMETPHYHBIX KITFOUESH. OIIK-9.1
Kpunrorpadun Co3znanne 3ampoca 1 cepTupukaTa OIIK-9.2
OIIK-9.3
4. 10 Y aocToBepsromui HEHTP OIlK-9.1
OIIK-9.2
OIIK-9.3
BCEI'O 36
8. CamocrosiTesqibHast padoTa
MNupukaTopel
Ne TeMbl, BBIHOCHMBIE HA CAMOCTOSITEIBHYIO
w pabory Yacer ®opma CPC HOCTHIKEHUS
KOMITCTEHIIHU
1 2 3 5 6
1. | KoHTpoIb 1enocTHOCTH 9 HanmcaHue pedepara, IOATOTOBKA K OIIK-9.1
nmabopaTopHOii paboTe, MOATOTOBKA K OIIK-9.2
SK3aMEHY OIIK-9.3
2. | CummerpuuHas Kpunrorpadus 9 HanucaHnue pedepara, MoJroToBKa K OIlK-9.1
nabopatopHo# paboTe, TOArOTOBKA K OIIK-9.2
9K3aMEHY OI1K-9.3
3. | DnexTpoHHas OAMUCH 6 HamucaHue pedepara, IOATOTOBKA K OIlK-9.1
nabopatopHoi paboTe, TOArOTOBKA K OIIK-9.2
9K3aMEHY OI1K-9.3
4. | NuppacTpykTypa OTKPBITBIX KIFOUYEH 6 HamucaHue pedepara, IOATOTOBKA K OIlK-9.1
nabopatopHoi paboTe, TOArOTOBKA K OIIK-9.2
SK3aMEHY OI1K-9.3
5. | AccumerpuuHas Kpunrorpadus 6 HamucaHue pedepara, IOATOTOBKA K OIIK-9.1
nmabopaTopHOi paboTe, MOATOTOBKA K OIIK-9.2
SK3aMEHY OI1K-9.3
6. | KypcoBoii mpoekt 36 BEITTOJTHEHHE KYPCOBOTO IMPOSKTa OIIK-9.1
OIIK-9.2
OIIK-9.3
BCEI'O 72
8.1 KonTpoasb camocTosiTe1bHON PadoThl
HNupukaTopst
Ne TeMbl, BBIHOCHMBIE HAa CAMOCTOSITEIEHYIO
W paBoTy Yacsl ®opma KCP JOCTHKEHUS
KOMITETEHIIMU
1 2 3 5 6
1. | KoHTponb meI0CcTHOCTH 10 npreM 1abopaTopHOil paboThI, IPHEM OIIK-9.1
JK3aMeHa, poBepka pedepara OIIK-9.2
OI1K-9.3
2. | CummerpuuHas Kpunrorpadus 10 preM 1abopaTopHoil paboThl, mpreM OIlK-9.1
JK3aMeHa, IpoBepka pedepara OIIK-9.2
OI1K-9.3
3. | DnexTpoHHas TOAMUCH 11 mpreM 1abopaTopHoOil paboThI, IpremM OIlK-9.1
9K3aMeHa, IpoBepKa pedepara OIIK-9.2
OIIK-9.3
4. | NappacTpyKTypa OTKPBITHIX KIFOUYEH 12 npueM JIabopaTopHOil paboThI, IpUEM OIIK-9.1
9K3aMeHa, IpoBepKa pedepara OIIK-9.2

OIIK-9.3




MunukaTopsl
Ne TeMbl, BHIHOCUMBIE Ha CAMOCTOSITENIbHYIO
Yacer ®dopma KCP JIOCTIKEHUS
/11 paboty
KOMITCTEHIIHU
1 2 3 5 6
5. | AccumerpuuHas Kpurnrorpadus 10 npreM J1abopaTopHOil paboThI, IpreM OIIK-9.1
sK3aMeHa, IpoBepka pedepara OIIK-9.2
OIIK-9.3
6. | KypcoBoii mpoekr 10 MIPOBEPKa KypCOBOTO IMPOEKTa OIIK-9.1
OIIK-9.2
OIIK-9.3
BCEI'O 63

9. Ucnosib30BaHUE PEHTUHIOBOI CHCTEMbI OLleHKH 3HAHUI

[Tpu omeHKe pe3yabTaTOB AEATEIHHOCTH OOYYAIOIMIMXCS B paMKaX TUCIHUIUIMHBI «MeToasl U
cpencTtBa  KpunTorpapuyeckod 3ammThl  WHGOPMAIMU»  HCIONB3YETCS PEUTHHrOBas CHCTEMA.
MaxkcuManbHOE ¥ MUHHUMAIIbHOE KOJIMYECTBO OAJUIOB IO Pa3IUYHBIM BHUAM y4eOHOU paOOThl OMHUCAHO B
«[Tonoxennu o OaTLHO-PEHTHUHIOBOM CHCTEME OIICHKM 3HAHUU CTYJIEHTOB M OOECHeYeHHs KadecTBa
yae6Horo nporeccay PI'bOY BO KHUTY.

PeliTunroBas oneHka Gopmupyercs Ha OCHOBAaHUM TEKYILEro U MPOMEKYTOYHOTO KOHTPOIA. 3a
KOHTPOJIbHBIC TOUYKH CTYACHT MOXKET IMOJYYUTh MHHUMAJIBLHOE U MAKCUMAIIbLHOE KOJIMYECTBO OAJIOB (CM.
Tadnumy).

OueHoOYHBIE CPEICTBA Koa-Bo MuH.0a/1110B Makc.0a/1510B

7-ii cemecTp

JlabopaTopHnas paboTa 4 28 48
Pedepar 1 8 12
OK3aMeH 1 24 40
Hroro 60 100
7-ii cemecTp

KypcoBo# nmpoekt 1 60 100
HTtoro 60 100

10. OueHouHble cpeacTBa A TeKYLIEro KOHTPOJISI YCIeBAeMOCTH, NPOMeXKYTOYHOM
aTTecTally 110 HTOIaM OCBOCHHS JMCIHIIIHHbI
OneHouHbIe cpencTBa JUIsl MPOBEACHUSI TEKYIIETo KOHTPOJIS YCIEBAaEMOCTH, IPOMEKYTOUHOM
aTTeCTallid M MTOTOBOW aTTeCTallMM pa3padaThIBalOTCS COIVIACHO MOJIOKEHHI0 0 POHIaxX OIEHOYHBIX
CPEICTB, pacCMaTPUBAIOTCA KaK COCTaBHAas 4acTh paboyeil mporpaMMbl U O(QOPMIISIOTCS OTIEIbHBIM
JIOKYMEHTOM.

11. UadopmannonHo-MeToAUYECKOE 00ecTedeHre JUCIUIIMHBI

11.1. OcHoBHas JuTEpaTypa

[Tpu u3ydeHnn TUCHUILUIMHBI «MeTOIBl U CPpeACTBa KPUNTOTpadUIECKOi 3l Thl HHDOpMAIII B
Ka4yeCTBE OCHOBHBIX HCTOYHUKOB HH(POPMAIIMHA PEKOMEHTYETCS MCTI0JIb30BaTh CJICIYIONTYIO JIUTEPATYpY:

OcHoBHbIC HICTOYHMKH HH(pOpManun

KosmnuecTBo 3K3eMILISIpOB

b. A. ®opoy3an,, Kpunrorpagus u 6e30macHocTh
cereit [[Ipouee] yuebnoe mocodue: Mockaa :
WNuTepuer-Yuusepcurer MHPOpMaAIIMOHHBIX
Texnonoruit (MHTYUT), Aii [Tu Ap Menua,
2021

http://www.iprbookshop.ru/102017.html
Pexxum noctyna: mo nognucke KHUTY

ba6am A.B., bapanosa E.K.,
Kpunrorpaduueckue METO/IbI 3aIIUTHI
unpopmanuu [IIpouee] Yuebuuk: Mocksa :
KnoPyc, 2020

https://www.book.ru/book/933943
Pexum nocryna: no noanucke KHUTY

B. M. ®omuués, JI. A. MenbHHUKOB,
Kpunrorpaduueckne METOIbI 3aIIUTHI
nHpopmanuu B 2 4. Yacts 2. CucremHsbie U
npuKiIaaHbie acnekTol [[Ipouee] YueOHuK muist
By30B: Mockaa : FOpaiit, 2020

https://urait.ru/bcode/451486
Pexum nocryna: no noanucke KHUTY




B. M. ®omuués, JI. A. MeIbHHUKOB,
Kpunrorpaduueckue MeTo bl 3aIIUThI
uHpopmanuu B 2 4. Yacte 1. Maremarudeckue

acniekTsl [[Ipouee] YueOuuk nys By30B: Mocksa :
IOpaiit, 2020

https://urait.ru/bcode/450820
Pexxum noctyna: mo nognucke KHUTY

W. H. BacunseBa, Kpunrorpadguueckue MeTo b1
3amuThl uHGopmaruu [IIpoyee] YueOHuk u
IIPaKTUKYM Juist By30B: Mocksa : FOpaiit, 2020

https://urait.ru/bcode/450998
Pexxum noctyna: o nognucke KHUTY

Kpunrorpaduueckne METOIbI 3aIIUTHI
nHdopmanuu [[Ipouee] YaeOHUK 11 BY30B:
Mockaa : HOpaiit, 2020

C. B. 3aneunukos, O. B. Kazapun, A. A. Tapacos, | https://urait.ru/bcode/450538

Pexxum nocryna: no noanucke KHUTY

M. Macaaku, C. CuabutH, 3aHUMAaTeIbLHas
unpopmaruka. Kpunrorpagpus. Manra
[Dnextponnslii pecypc] : Mocksa : JIMK Ilpecc,
2019

https://e.lanbook.com/book/131685
Pexxum nocryna: no noanmucke KHUTY

11.2. lonoiHuTeAbHAS JIUTEPATypa

B xadecTBe JOIOJHHUTENLHBIX HCTOYHUKOB I/IH(bOpMaI_[I/II/I PEKOMCHAYCTCA HCIIOJIb30BATh

CJIEYIOIYIO JIUTEPATYpy:

JlonmosHUTENBHBIC HCTOYHUKHA HHpOpMALINH

KosaunyecTBOo 3K3eMILISIPOB

A. bexpoy3, Kpunrorpadgus u 6€301macHOCTh
cereil [ DnekTpoHHBIH pecypc]| YueGHoe mocodue:
Mockga, CaparoB : IHTepHeT-YHUBEpCUTET
Nudopmanmnonnsix Texunomoruit (MHTYUT),
By3oBckoe o6pasoBanue, 2017

http://www.iprbookshop.ru/72337.html
Pexxum noctyna: no noanucke KHUTY

1O. B. Koconanos, Kpunrorpaduueckue
MPOTOKOJIBI HA OCHOBE JIMHEWHBIX KOA0B [[Ipouee]
yuebHoe nocobue: Poctos-na-Jlony|Taranpor :
HOxHbI Qenepanpublii yausepcuret, 2020

http://biblioclub.ru/index.php?page=book&id=598671
Pexxnm nocrtyna: no noanucke KHUTY

A. b. Jlocs, A. 1O. Hectepenko, M. U. Poxkos,
Kpunrorpadudeckue MeTo b1 3alTUTHI
uH(OPMALIUY I U3YYAIOIIHUX KOMIIBIOTEPHYIO
6e3onacHocTh [[Ipouee] YueOHUK /1 BY30B:
Mocksa : FOpaiit, 2020

https://urait.ru/bcode/450277
Pexxnm nocrtyna: no noanucke KHUTY

A. A. HaGe6un, C. M. ApnomuH, /luckperHas
MareMaruka. MoaysnspHas anreopa,
Kpunrorpadus, KoaupoBaHue [ DIeKTPOHHBIN
pecypce] : Mockasa : JIMK Tlpecc, 2017

https://e.lanbook.com/book/93575
Pexxnm nocrtyna: no noanucke KHUTY

11.3. D1eKTpOHHBbIEC HCTOYHMKH HH(pOpMaANNH
[Tpu m3yyeHnn AUCUUIUIMHBI «METOABI U CPEACTBa KPUNTOTpapUUecKon 3aluThl HHPOPMALIUN
MIPEeyCMOTPEHO UCTIOIb30BaHUE ITIEKTPOHHBIX UCTOYHUKOB HH(POPMAIIIH:

03N N KW

YHHUII
Co2nacoeéano

. Dnextponnslii karanor YHUL] KHUTY: Pexxum noctyma: http://ruslan.kstu.ru/

. OBC «Jlanb»:Pexum goctyna: https://e.lanbook.com

. ObpazoBarenbHas matpopma «tOpaiit»: Pexxum nocryna: https://urait.ru/

. OBC «Znanium.comy: Pexxum noctyna: http://znanium.com/

. OBC YuuBepcurerckas 6ubmuoreka onnaiiH: Pexum noctyna: http://biblioclub.ru/
. OBC IPR SMART: Pexum ngocryna: http://www.iprbookshop.ru/

. OBC BOOK.ru : Pexxum nocryna: https://www.book.ru/

. Hayunas snexktponnas 6ubnmoreka https://elibrary.ru/




11.4. IIpodeccuonasibHble 0a3bl JAHHBIX U HH(POPMAIUOHHBIE CTIPABOYHbIE CUCTEMbI
Bba3bl jaHHbIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/
zbMath : https://zbmath.org/

WNudopmanroHHbie ClipaBOYHbIE CUCTEMBbI

CnpaBouno-npaBoBas cuctema «['’APAHT» Jloctyn cBoOOIHBIN: www.garant.ru
CrpaBouno-mipaBoBas cucrema «Koncynsrantllnroc» Jloctyn cBoOoaHbIi: www.consultant.ru

12. MaTepI/IaJILHO-TeXHI/I‘ICCKOC odecrneuyeHue AUCHHUIIIIMHBI

JIMueH3upoBaHHOE IPOrpaMMHOE 00eCIIeYeHNE U CBOOOIHO PaclpoCTpaHsaeMOe IPOrpaMMHOE
obecrieyeHre, B TOM YHCiIe OTE€YECTBEHHOTO IIPOU3BOJICTBA, UCIIOIb3yeMOe B ydeOHOM Ipoliecce Npu
OCBOCHHU JHUCIUTIUTUHBI «METO/bI U CPEACTBAa KPUMITOTPaPUUECKON 3aIIUThI HHPOPMALIUN:

Oducueie n genoseie nporpammbl: ABBYY FineReader 9.0 npod;
Oducusie u genossie nporpammer: MS Office 2007 Russian;

OducHsie u genossie mporpammer: MS Office 2007 Professional Russian;
Oducubie u aenossie mporpammbl: MS Office 2010-2016 Standard
Apxusatop 7 Zip

brnoxnor Notepad

Sunekc bpaysep

VY4eOHble ayIUTOpUH Ui TPOBEAEHUS YUEOHBIX 3aHATUN OCHAIEHBI 000PYI0BAaHUEM U TEXHUUYECKUMHU
CpeAcTBaMHU O0Y4EHHS:

Aynurtopus 351-A;

. Bupryansnasie mammssl VirtualBOX (GNU GENERAL PUBLIC LICENSE)

. Cumynsitop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)

. Oneparmonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)

. Sendmail - SMTP cepsep (Sendmail License)

. POP3 cepsep (BSD License)

. IMAP4 cepsep (BSD License)

. NTP cepsep (BSD License)

9. MexceteBoii akpan iptables (GNU GENERAL PUBLIC LICENSE)

10. MexcereBoii skpan Firewalld (GNU GENERAL PUBLIC LICENSE)

11. Ckanep cereBoit 6e3omacnoctu nmap (GNU GENERAL PUBLIC LICENSE)

12. Cuctrema o6uapyxenus arak snort (GNU GENERAL PUBLIC LICENSE)

13. Cucrema CHHXpOHU3ALMU JaHHBIX SYNC

14. KOMITBIOTEP/HOYTOYK

TEXHUYECKUMHU CPECTBAMH 00yUEHUS:

1. TunoBoi KOMIUIEKT yueOHOTo 000pya0BaHUs «I JT00aNbHbIE KOMIIBIOTEPHBIE CETH ,

2. TunoBoii KOMIUIEKT yueOHOro o6opyaoBanus «KoprnopaTuBHble KOMIBIOTEPHBIE CETH .
[Tomernenust 1y1st CAaMOCTOSATETHLHOM paOOThI OCHAIIICHBI KOMITBIOTEPHOM TEXHUKOM
Aynutopust [-407, koMIbIOTep/HOYTOYK ¢ BO3MOXKHOCTBIO MOJKITIOUEHUs K ceTu «VHTepHeT» U
o0ecrnedeHbl TOCTYIIOM B 3JI€KTPOHHYI0 HH(popMannoHHyto cpeny KHUTY.
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13. O6pa3oBaTesibHbIE TEXHOJIOTUH

B mpomecce ocBoeHHMS IUCHMIUIMHBI «METOIBI M CpEICcTBa KPHUNTOTPAPUUECKON 3alluThI
nH(OPMALIUNY» UCTIONB3YIOTCS CISAYIOIIHEe 00pa30BaTENbHBIE TEXHOIOTHU:



* TBOPYECKHUE 33/1aHUS;
* paboTa B MaJIbIX TPYIIAX;

* TUCKYCCHS,

* o0yuarommue Uurpsl (POJIEBbIC UTPBI, UIMUTAIINH, JIEJIOBBIC UTPHI U 00pa30BaTEIbHBIC UTPHI);

* U3y4EHHE U 3aKpeIiCHHEe HOBOT'O MaTepraia Ha MHTEPaKTUBHOM JIEKIIMH (JeKIus-0ecena, JeKIus —
JMCKYCCHSI, JICKIIUS C pa300pOM KOHKPETHBIX CUTYAIIHA, JISKIIUS C 3apaHee 3alUTaHuPOBAHHBIMHU
omurOKaMu, JEKIHs- TPecc-KOH(EPEHIUs, MUHU-TICKIIHS);



