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Pabouas mporpamma coctaBieHa ¢ y4yérom TpeOoBaHuii denepasbHOTO TOCYIApCTBEHHOTO
oOpazoBarenbHOro cranmapra (mpuka3 Ne 1427 ot 17.11.2020) no nanpasnenuto moarotosku 10.03.01
Wndopmanronnas Ge3omnacHOCTh i npopuist «be3onacHOCTh TeneKOMMYHUKAITMOHHBIX CHCTEM (I10
orpaciau wid B chepe npodeccroHaTbHON NeATeIbHOCTH)» Ha OCHOBAaHWHM YYEOHBIX IUIAHOB Habopa
obyuaromuxcs 2022 rona.

Pa3paboTunk nporpaMmsi:

JloieHt A.1O. CennoBa

COI'1IACOBAHO

Pabouas mporpamma paccmoTpeHa U oa0OpeHa Ha 3acenaHud Kas3aHCKOro MeXBY30BCKOTO
uHXeHepHoro IeHTpa "HoBeie TexHomoruu" (enepaabHOro TOCYIApCTBEHHOTO OFOIKETHOTO
00pa3oBaTeNbHOIO  yUpeXACHHS  BhIcIIero oOpazoBaHus  "Ka3zaHCkuii — HalmOHAIBHBIN
UCCJIEI0BATEIbCKUN TEXHOIOIMUECKUN yHUBEpCUTET", IpOoTOKOa OT 23.05.2022 1. Ne 5.
Hupexktop  Cozcnacoeano A.®. MaxoTKuH

YTBEPXIAEHO
Hauvansuuk nentpa YMI] Ymeepoicoaro JI.LA. KuraeBa



1. Henu ocBOeHMS U CHUTITTHHBI

[ensiMu OCBOEHMSI TUCUUIUTMHBI «OpraHuzalys U yrnpaBjieHHe CIyx 0ol 3auuTsl HHGOPMaIUN
SIBJISIFOTCSL:
-MOJTy4YeHHEe 3HAHUM B CIEIYIOMMX 00acTAX: OpraHu3alys U 3a/1a4u CIyKObl HHOPMaIIMOHHON
0€30MacHOCTH, OPraHU3AIMOHHO-TEXHUUECKUE MEPOIIPUATHS 110 3aIUuTe HHPOPMALINH, TTOPATOK
opranuzanuu padboT 1o 3anmre nHGopMaluy B BEJOMCTBAX U HA MPEANPHUATHSIX (TOPSA0K IPOBEICHUS
OXpaHbl MPEITPUATHS, OPraHU3aLUs POIMYCKHOTO PEKUMA, TPOBEACHUE Pa3pabOTKU CUCTEMbI 3aIUThI
nH(pOopMaLKY, TOPSAOK IIPOBEICHUS aTTECTAllUU U JIUIIEH3UpOBaHue 00bekTa HHPOpMaTU3aUH JIp.
OpraHU3aIOHHBIC MePbl HH(OPMAIIMOHHOMN 3aIIUTHI).

2. MecTO AUCUMILJIMHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Jucuumuba «OpraHuzaius ¥ yOpaBieHHE CIIy)KOOH 3amuTbl MHPOPMALUU» OTHOCUTCA K
bopmupyeMoii yyacTHUKaMu oOpa3oBarenbHbIX oTHOIIeHUH yactu OOIl u popmupyeT y o0yyarommxcst
no npopmwio  «be3omnacHOCTh TENEKOMMYHUKAIMOHHBIX CHUCTeM ([0 oOTpaciu WiId B cdepe
npoeCCHOHATBLHOM 1eATENFHOCTH )» HA0OP 3HAHUHM, YMEHUH, HABBIKOB U KOMITETCHIINH.

JUis  ycnemHoro OcBO€HMsS IUCHMILIMHBI «OpraHus3anus M yOpaBleHUE CIyxO0o0# 3aiuTsl
uHpopmanun»  oOywarommiicss 1o  HampasineHuro moarotoBku  10.03.01  «MudopmammonHas
0€3011aCHOCTb» JIOJDKEH OCBOUTH MaTepHall NPeALECTBYIOIINUX JTUCIUITINH:

1. Beenenue B criennaabHOCTh

2. OcHOBBI HH(OPMAITMOHHOM 0€30MMaCHOCTH
3. Camoopranuzanus 1 KOMaHHas padboTa
4, Teopus undopmauu

Hucnmmumna «OpraHu3anys W yOpaBlIeHHE CIYy)KOOHW 3amuThl WHGOpMAIMM»  SBISETCS
IPEIIECTBYIOLIEH U HE0OX0IuMa Ul YCHEIIHOT0 OCBOEHUS MOCIEAYIOIINX TUCIUITIINH:

1. Ayaut napopMannoHHON 6€30MaCHOCTH 00BHEKTOB MH(POKOMMYHHKAITHIA
2. OcHOBBI yIpaBiieHHsI HH(OPMAILIMOHHOM 0€3011aCHOCThIO
3. Ilpon3BoCTBeHHAs TIPAKTHKA (TEXHOJIIOTUYECKAsl IPAKTHUKA)
4, Pabora ¢ koH(uIeHIHATLHON HH(pOpMaIuei

3. Komnerenuunu ody4aiomerocsi, popMupyemMbie B pe3y/ibTaTe 0CBOCHHS AU CHUIIINHBI

ITK-4 Cnoco0eH opraHu3oBbIBaTh PadoThI N0 o0ecnevyeHn 0 MHPpOpMAIHOHHOI 0e30MacCHOCTH B
TeJ1eKOMMYHHKAIMOHHBIX CHCTeMaxX

[IK-4.1. 3naeT npasuia pabOTHI MEpCOHAA CO CPEACTBAMH 3AIUTH HHPOPMALIUU

[IK-4.2. Ymeet pacnpenensaTs 0053aHHOCTH U ITOJTHOMOYHS IIEpCOHalIa, 00CTY KNBAIOMIETO 3aIUIIEHHYIO
TEJICKOMMYHHKAIMOHHYIO CUCTEMY

[1K-4.3. Bnageer HaBBIKaMH COMIOCTABJICHHSI PE3YJIbTaTOB pabOTHI EPCOHANA, OOCITYKUBAIOLIETO 3alHIIEHHYIO

TEJIEKOMMYHHKAIIMOHHYIO CUCTEMY, C I[eJIEBBIMHU TOKA3aTeNIIMU (QYHKIIMOHUPOBAHUSA CITY>KOBI 3aIIUTH HH(OpMAIIH

B pe3yabTare 0CBOCHUS IMCUMIIMHBI 00y4aKOIMIHCH 10JI2KeH

3HaTh:

-IIOJINTUKY ¥ CTPATErnio NH(POPMAIIMOHHOM 0€301MacHOCTH, TEXHOJIOTHIO U CIIOCOOBI OpraHU3aIuH
3alUTH MHQOPMAIMK U UX ONTHMM3ALNIO; TOHATHS U IPUHIUIIBI YIPABICHUS; TPUHIUITHI
JTOKYMEHTHPOBAHUS U JJOKYMEHTO000POTa; BUIBI IOKYMEHTOB, TPEOOBAHUS K HX 0(OPMIICHUIO;
NIPaBOBBIC M OPTAaHU3AIMOHHBIE OCHOBBI JIOKYMEHTAIIHIOHHOTO 00ECTICYCHHUST YITPABICHUECKOH 1
UH(POPMALIMOHHO- AHATUTHYECKON AEATEIbHOCTH (TIPH PEILICHUH 33]]a4 OPTaHU3AIMH CITY>KOBI 3aIIUTHI
UHpOpMaLINN)

YMmerh:



-IIPUMCHATH Ha NPAKTUKE IMTPHUHIIUIIBI ITOJIUTHKH 6630HaCHOCTI/I; HCIIOJBb30BaTh METOAbBI

KOJMYCCTBCHHOT'O MPCACTABICHUA I/IH(I)OpMaI_[I/II/I IIPpU BBIITOJITHCHHUU KOMIIJICKCA MCP 110

UH(POPMALIMOHHOM 0€30MaCHOCTH; IPUMEHATh HOPMbI HH(OPMAIIMOHHOTO TpaBa, HOPMATHUBHBIC

IMPaBOBBIC U MCTOANYCCKHUE JOKYMCHTEI B obnactu 3alllUThI I/IH(i)OpMaLII/II/I 1 o0ecreyeHus

nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

Baagern:

-HaBbIKAMH aHaJIN3a, 00paOOTKU M MHTEPIPETALNN PE3yJIbTATOB PEIICHHUs 3a7a4 YIPaBICHHUS,

dbopMupoBaHUs KOMILIEKca Mep (TpaBuJl, MPOLELyp, IPUEMOB U IIp.) Ui YIIPaBICHUS

nH(GOPMaLMOHHON 06€30M1aCHOCThIO; HABBIKAMU OpraHU3alMU MEPONPUATUH MO 3aluTe HHpopManuu B

npoleccax aBTOMaTU3UPOBAHHON 00paboTKH MH(OpMAIMK; HABBIKAMU PaOOTHI C TOKYMEHTAMHU

OTPAaHUYEHHOTO J0CTYyNa U 00eCreYeHUs UX 3aIUTHI.

4. CTPYKTYpa M cojiep:KaHue TUCHUIIHHbI
OO6m1ast TpyA0EMKOCTh AUCIIUIUIMHBI COCTABIISIET 3 3aueTHbIe eAMHUIBI, 108 yacos.

Bunbl yueOHoit paboThl (B yacax) OrieHOUHBIE
CpelcTBa A
Ne Paznen Ceme- TPOBEACHIA
n/m JUCHIUTUINHBI cTp Jlexmms Mpaxtiaeckue | JlaGopa- KCP CPC TeKyIet
3aHATHS TOpHBIE MPOMEXY-
TOYHOH
aTTeCTAllMU
1 2 3 4 5 6 7 8 9
OcHoBHbIE Komnoksuym;
1 | oprammsaimoHHIe 6 8 10 10 30 [pakTuueckue
MepblI 10 3aLIUTe 3aHATHSA
nHpOpMAUH
Opranuzanus u
2. | Ynpapierue 6 10 8 8 24
cIryx001
0e30IacHOCTH
Hroro mo 6 18 18 18 54 | 3auer
ceMecTpy
5. ConeprxaHue JeKIIMOHHBIX 3aHATHI 110 TeMaM
o WNupukaTopsl
. /_n Pa3zmen mucuMIuTHHBL Yacel Tema JIeKIIMOHHOTO 3aHSTHS JOCTYOKCHUS
KOMITCTEHIINU
1 2 3 4 5
1. | OcHOBHBIE OpraHNU3aIlMOHHBIE MEPHI 110 3aIUTE 2 [TonsiTHe KOHIENIINU [K-4.1
nHpopmManuu nH(opMannoHHOH [1K-4.2
0e30IacHOCTH. IK-4.3
2. 2 OCHOBHBIE OpraHU3allMOHHO- [K-4.1
TEXHUYECKHUE MEPOIIPUATHUSA 110 I1K-4.2
3amure HHPOPMAaII. IK-4.3
Opranuzanus padoT 1Mo 3aImTe
nH(opMaLnK Ha NPEANPUSTHH.
3. 4 OpraHu3anms 3aiuThl IK-4.1
nHPOPMALINHU B CUCTEMaX U I1K-4.2
cpencTBax HH(pOpMATH3ALUH U IK-4.3
cBs13u. KoHTpOJIb cocTOsTHUSA
3aIIUThl HHPOPMALIUH.
4. | Opranuzanys ¥ ynpasJieHHe CIIy>K00i 2 Opranuzanus ciryx0bl [K-4.1
Oe3omacHocTH 0e30macHOCTH. [1K-4.2
I1K-4.3
5. 2 OpranuzaunonHo-rexuuyeckue u | I[1K-4.1
pexxuMHble Mepbl. Opranuszanus I1K-4.2




e MunukaTopsr
I /;I Pasnen aucuuninHb Yacel Tema JIeKIIMOHHOTO 3aHATHUS JIOCTH KEHUS
KOMITCTEHIINU
1 2 3 4 5
JIOCTYTIA M IOITyCKa [1K-4.3
(mpemocraBieHre, OCHOBaHHE
0TKa3a, (POPMBI TOIYCKa).
6. 2 ATtTtecranus 00bEKTOB [1K-4.1
nHpopmarm3anyn. Cucrema [1K-4.2
JIUIICH3UPOBAHUSL. I1K-4.3
7. 2 [Topsimok opranuzanuu u [1IK-4.1
NpOBEICHUs pa3paboTOK [1K-4.2
cucteMsbl 3amuThl nHpopmarmu B | [1K-4.3
BEJIOMCTBAX U Ha OT/ENIbHBIX
TPEANPUATHSX.
8. 2 Opranuzanus OXpaHbl IK-4.1
npeanpusTas. Opranu3aiis [1K-4.2
BHYTPHOOBEKTOBOTO H [1K-4.3
MPOITyCKHOTO PEKUMOB Ha
TPEATIPUATHAX.
BCEI'O 18
6. CoaepskaHue NPaKTHYECKUX/CEMHUHAPCKUX 3aHATHIA
Ne MNupuxaTopsl
- /11 Paspen nucuumninHbl Yacsl Tema 3ansaTHA JIOCTUKCHUSA
KOMITETEHIIHU
1 2 3 4 6
1. | OcHOBHBIEC OpraHU3AI[MOHHBIE MEPHI 10 3aIIUTE 2 B3anmocBs3b OpraHu3aliOHHBIX, IIK-4.1
HHpOpPMALTUU TEXHOJIOTHUCCKUX, KOOpAUHANMOHHBIX | [TK-4.2
3a1a4 ¥ (QYHKIWIA CITy>KOBI 3aIIHATHI I1K-4.3
HHPOPMATUH
2. 2 CTpyKTypHasi cXeMa CITy>KOBI 3aIUTHI [K-4.1
nHpopmanuu. @akTopsl, Buusromue Ha | [1K-4.2
3aa9i ¥ ()YHKIIUA CITY>KOBI 3aIIUTHI I1K-4.3
nHpopmanuu. JI0IDKHOCTHOM cocTaB
COTPYIHUKOB CITYOBI 3aIIUThHI
nHpOpPMALUU
3. 2 Crpykrypa u conep:xanue nonoxenus | [1K-4.1
0 ciyx0e 3aIuThl HH)OPMAITHH. I1K-4.2
3amaun, pyHKMuU, npaBa u I1K-4.3
OTBETCTBEHHOCTh COTPY/THHKOB
CITy>KOBI 3aIIUTHI HHpOpPMAILIUH.
Pacnipenenenue o0s13aHHOCTEH MEXITY
COTPYTHUKAMH CITy>KOBI 3aIIUTHI
nHPOPMAUH
4, 2 OpraHu3anroHHBIC 3a0aYH CIYKOBI I[1K-4.1
3alIUTHl THPOPMALTUU [1K-4.2
I1K-4.3
5. 2 Obecnieuenre MHHOPMATMOHHOM [K-4.1
6e3omnacHocTy npeanpuaTus ciryxooit | I[1K-4.2
3aIUTH HHQOpMAIHU I1K-4.3
6. | Opranuzanys U ypaBjIeHHe CIyx 00 2 CocraB u cofiepkaHue K-4.1
6e3omacHOCTH YIpaBIEHIECKUX ()YHKITHH. I1K-4.2
[TpuHIMIEI yHpaBiIeHUs ciIyx00it IK-4.3
3amuThl HHQopManuu. CHCTEMBI
METO/IOB YIpPaBJICHHs
7. 2 Opranu3anys 1 TEXHOJIOTHS [K-4.1
IUTAHUPOBAHUS [1K-4.2
I1K-4.3
8. 2 Metoabl olleHKH Y3PPEKTHBHOCTH U [IK-4.1
Ka4yeCcTBa CITy:KOBI 3aI[UTHI T1K-4.2
nndopmanuu I1K-4.3
9. 2 ObecrnieueHne epcoHaANbLHON [K-4.1
OTBETCTBEHHOCTH 32 COXPAHHOCTh [1K-4.2
Hocureneil napopmannu I1K-4.3




e MunukaTopsl
- /;I Pa3nen nucHuImuInHbI Yacer Tema 3angaTus JOCTHIKEHHUS
KOMITCTEHIINU
1 2 3 4 6
BCEI'O 18
7. ConeprxaHue J1a00paTOPHBIX 3aHSITHI
[TpoBenenue 1abOpaTOPHBIX 3aHATHH HE MPEAYCMOTPEHO y4eOHBIM IIAHOM
8. CamocrosiTesqibHast padoTa
MNupukaTopsl
Ne Tembl, BEIHOCUMBIE HA CAMOCTOSITENBHYIO
i pabory Yacsr ®opma CPC JTOCTHKEHUS
KOMITCTEHIINU
1 2 3 5 6
1. | B3anuMocCBSA3b OpraHN3aIHOHHBIX, 6 MOJITOTOBKA K KOJUIOKBHYMY, [K-4.1
TEXHOJIOTHYECKHUX, KOOPAWHAIIMOHHBIX MOATOTOBKA K NMpakTHueckomy 3anatuio | [1K-4.2
3aa4 U PYHKIHIA CITy>KOBI 3aIUTHI I1K-4.3
nHpopmanuu
2. | CTpyKTypHas cxeMa CIy»ObI 3alHThI 6 MOJITOTOBKA K KOJUIOKBUYMY, [IK-4.1
nHpopmanuu. GakTopkl, BIUSIONIE HA MOJATOTOBKA K MpakTuueckomy 3ausatuio | [1K-4.2
3aaui ¥ QYHKIMH CITY:KOBI 3aIUTHI I1K-4.3
nHpopmanuu. JJ0OIKHOCTHON cOCTaB
COTPYIHHUKOB CITY>KOBI 3aIIUTHI
nHpOpPMAUH
3. | CtpykTypa 1 cofepskaHne MTOJI0KEHHS O 6 MOATOTOBKA K KOJJIOKBUYMY, [K-4.1
cirysx0e 3amuTel HHGOpManuy. 3a1a4H, MOATOTOBKA K NMpakTHueckomy 3anaruo | [1K-4.2
(yHKIWH, IpaBa ¥ OTBETCTBEHHOCTH I1K-4.3
COTPYTHUKOB CITY>KOBI 3aIUTHI
nadopmannu. Pacripenenenue
00513aHHOCTEH MEXly COTPYTHUKAMH
CITy>KOBI 3aIIUTHI HHPOPMALIUU
4. | Opranu3anvoOHHBIE 3a7a4H CIIyXKOBI 6 MOJITOTOBKA K KOJUIOKBUYMY, [1K-4.1
3aIIUThl HHPOPMAIUU MOJTOTOBKA K MpakTuueckomy 3ansaruio | [1K-4.2
I1K-4.3
5. | O6ecneuenne nHGpOPMALMOHHOMN 6 MOJITOTOBKA K KOJJIOKBUYMY, IK-4.1
0€30MacHOCTHU TPEATIPHUSITUS CITYKOOH MOATOTOBKA K MPAKTUYECKOMY 3aHITHIO I1K-4.2
3aIUThl HHPOPMALIUU I1K-4.3
6. | CocrtaB u coepkaHKe yPaBICHUYCCKUX 6 MOJITOTOBKA K KOJUIOKBUYMY, K-4.1
¢yukyid. [IprHIMOBL ynpaBneHns MOATOTOBKA K NMpakTHueckomy 3anaruio | [1K-4.2
ciryx001 3amuThl HHGopMarun. CHCTEMBI IK-4.3
METOJIOB yIPABJICHHS
7. | Oprann3anys ¥ TEXHOJIOTHS TUIAHUPOBAHUS 6 MOJIrOTOBKA K KOJJIOKBUYMY, IK-4.1
MOATOTOBKA K NMpakTHueckomy 3anaruio | [1K-4.2
I1K-4.3
8. | Metonb! orieHKH Y3PPEKTHBHOCTH U 6 MOJITOTOBKA K KOJUIOKBUYMY, [K-4.1
Ka4yecTBa CIIyObI 3aIIUTHl HHpOpMannH MOATOTOBKA K MpakTHueckomy 3ansaruio | [1K-4.2
I1K-4.3
9. | Ob6ecnieuenne nepcoOHATLHOI 6 MOJITOTOBKA K KOJUIOKBHYMY, [K-4.1
OTBETCTBEHHOCTH 33 COXPAHHOCTh MOJrOTOBKA K MpakTuueckomy 3ansaruio | [1K-4.2
HOcHTeNel nHpopManun I1K-4.3
BCEI'O 54
8.1 KonTpoJb camocTosiTe1bHON padoThl
MHpukaTopsl
Ne Tembl, BRIHOCUMBIE Ha CAMOCTOSITEIbHYIO
i pabory Yacel ®dopma KCP JIOCTUKEHUS
KOMITETEHIIMU
1 2 3 5 6
1. | B3anMocCBSA3b OpraHN3aIHOHHBIX, 2 IIpHeM KOJUTOKBHYMa, TpoBepka 3Hanuilt | [TK-4.1
TEXHOJIOTUUECKHX, KOOPAMHAIIMOHHBIX Ha MPaKTHYECKOM 3aHITHH I1K-4.2
3a1a49 U (PYHKIHIA CITy>KOBI 3aIUTHI T1K-4.3
nHdopmannmn
2. | CtpykTypHas cxema Ciry>KObI 3aIInuThI 2 IpUeM KOJUIOKBHYMa, ipoBepka 3Hauuit | [1K-4.1
nHdopmannm. @akTopkl, BIUSIONE HA Ha MPaKTHYECKOM 3aHITHH [1K-4.2
3a7aui ¥ QYHKIIMH CITY>KOBI 3aIUTHI I1K-4.3




MunukaTopsl
Ne Tembl, BEIHOCUMBIE HAa CAMOCTOSITENBHYIO
i pabory Yacer ®dopma KCP JIOCTIKEHUS
KOMITCTEHIIHU
1 2 3 5 6
nHpopManuu. JI0IKHOCTHOH COCTaB
COTPYIHHUKOB CITY>KOBI 3aIIUTHI
nHpOpPMAUH
3. | CrpykTypa u comepkaHUe MOJIOKESHHUS O 2 TIpHUeM KOJUTOKBUYMa, TTpoBepka 3Hanuit | [TK-4.1
ciyx0e 3amuTel nHpopMaIyy. 3agadmn, Ha TPAKTHYECKOM 3aHITHH [1K-4.2
(yHKIMH, TpaBa U OTBETCTBEHHOCTh I1K-4.3
COTPYIHHUKOB CIIY>KOBI 3aIIUTHI
nHdopmannu. Pacripenenenue
00s13aHHOCTEN MEXly COTPYJHUKAMH
CITy>KOBI 3aIIUTHI HHPOPMAUU
4. | OpraHM3alOHHBIE 3a/1a4H CITYKObI 2 NpueM KOJUIOKBHYMa, poBepka 3Hauuit | [1K-4.1
3aIIUTH HHPOPMALIUH Ha TPAKTHYCCKOM 3aHITHH [1K-4.2
I1K-4.3
5. | Obecneuenne HHPOPMATNOHHOM 2 TIpHUeM KOJUTOKBUYMa, TTpoBepka 3Hanuit | [TK-4.1
0€30MacHOCTH TPEATIPHUSITHS CITYKOO0H Ha TPAKTHYECCKOM 3aHITHH [1K-4.2
3aIIUTH HHPOPMALIUH I1K-4.3
6. | CocraB u conepkaHne YIpaBICHICCKUX 2 IpUeM KOJUIOKBHYMa, nipoBepka 3Haunit | [1K-4.1
¢yakunit. [IpuHIUTBL yIIpaBICHAS Ha IPaKTHYECKOM 3aHATHU [K-4.2
ciryx001i 3amuThl HHGopMaru. CHCTEMBI IK-4.3
METOJIOB yNPaBJICHHS
7. | Opra"u3anus ¥ TeXHOJOTHS IIJIAHUPOBAHUSA 2 IIpHUeM KOJUIOKBUYMa, poBepka 3Hanuilt | [IK-4.1
Ha NMPaKTUYECKOM 3aHATHU I1K-4.2
I1K-4.3
8. | Metons! ouenkn 3¢ (HeKTHBHOCTH U 2 IIpHUeM KOJUIOKBUYMa, poBepka 3Hanuil | [IK-4.1
Ka4yecTBa CIIy>ObI 3a1UThl HH(pOpMaUK Ha NMPaKTHYECKOM 3aHATHU I1K-4.2
I1K-4.3
9. | OGecnieueHne nNePCOHATBHOM 2 NpueM KOJUIOKBHYMa, poBepka 3Hauuii | [1K-4.1
OTBETCTBCHHOCTH 32 COXPAaHHOCTh Ha MPAaKTHYECKOM 3aHITHH I1K-4.2
HOcHTeNeH nHpopMaun I1K-4.3
BCEI'O 18

9. Ucnonb3oBaHue peTHHIOBOI CHCTeMbl OLIEHKH 3HAHMI
[Tpu oneHke pe3yinbTaTOB AEATENBHOCTH 00YYaIOLINXCSA B PaMKax AUCUUIUIMHBI «OpraHuszanus u
yIpaBieHUE CIyKO00W 3amuThl UH(GOPMALMU» UCHOJB3YETCs] peHTHUHIOBasl cucreMa. MakcuManbHOe U
MUHHMaJIbHOE KOJIMYECTBO OAJIOB MO PA3IMYHBIM BHJAM y4yeOHOH paboTsl onucaHo B «llomoxenun o
OaJUIbHO-PEUTHHIOBOM CHCTEME OLEHKM 3HAaHUN CTYAGHTOB M OOecleyeHus KadecTBa Y4eOHOro
npoueccay PI'bOY BO KHUTY.
PeliTunrosas oueHka GpopMHpyeTCsi HAa OCHOBAaHUM TEKYILEro U MPOMEXKYTOYHOTO KOHTpOJIA. 3a
KOHTPOJIbHBIE TOYKH CTYIEHT MOXET MOJYyYUTh MUHUMAIFHOE U MaKCUMaJIbHOE KOJIMYECTBO OAIIIOB (CM.

Tabnuny).
OueHoOYHBIE CPeICTBA Koa-Bo MuH.0a/1510B Makc.0a/1510B
6-ii cemecTp
[TpakTHyeckue 3aHATHS 9 45 72
Konnoxsuym 1 15 28
HTroro 60 100

10. OueHouyHble cCpeacTBa A TEKYLIEro KOHTPOJISI YCIeBAaeMOCTH, NPOMEKYTOYHOM

aTTecTalliy 10 UTOraM OCBOEHMS JMCHUIIUHBI
OneHouHble cpencTBa [UIsl MPOBEACHMS TEKYIIETO KOHTPOJIA YCIEBAEMOCTH, IPOMEXKYTOUHOU
aTTecTallid U UTOTOBOW aTTECTalluM pa3pabaThIBAIOTCS COTJIACHO MOJIOKEHHI0 0 PDOHJaX OIIEHOYHBIX
CPEeZACTB, pacCMaTpPUBAIOTCS KAaK COCTaBHas 4acTh paboueil mporpamMMmbl U OQOPMIISIOTCS OTIENbHBIM

JIOKYMEHTOM.

11. UudopmaniuoHHO-MeTOANYECKOE 0O0ecTiedeHue TN CIIUTINHbI

11.1. OcHoBHasi IMTEpPaTYypa




[Tpu m3yyenun nucuumianHbl «OpraHuzanus U yInpaBlIeHHE CIY>KOOH 3amuThl HHPOPMALUN» B
KauyeCTBE OCHOBHBIX MICTOYHMKOB MH(OpPMAIIMH PEKOMEHIYEeTCS UCMOJIb30BaTh CIEAYIOIIYIO JIUTEPATypy:

OcCHOBHbBIE MICTOYHUKH MH(OPMAIHHT KosnuecTBo 3K3eMILISIPOB
B. W. ABepuenkos, M. 1O. PritoB, Ciyx6a http://www.iprbookshop.ru/7008.html
3amuThl HHGopmaruu. Opranu3amnus 1 Pexxum noctyna: o nognucke KHUTY

yrpaeiieHue [ DIeKTpOHHBIN pecypc| YuebHoe
nocobue 11 By30B: bpsiHCK : bpsiHcKuit
rOCyAapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET,

2012
[Mpokodwer C.E. Aprioxun P.E. [Tanuna O.B. https://book.ru/book/943134
Jlyknues K.E., OcHOBBI 3a1IUThI HHPOPMAIIUH B Pexxum noctyna: o nognucke KHUTY

CHCTEME roCyIapCTBEHHOT'O M MYHHILIUIIAIBHOTO
yrnpasieHus ( ¢ mpaktukymom) [IIpouee]
VYyeOHnuk: Mocksa : KnoPyc, 2022

J. A. Ckpunauk, O61mue Borpocs! Texauueckoi | http://biblioclub.ru/index.php?page=book&id=429070
3amuThl nHpopManuu [[Ipodee] : Mockasa : Pexum noctyna: nmo nognucke KHUTY
HaunonanbeHbiii OTKpBITBI Y HUBEPCUTET
«MHTYUT», 2016

11.2. lonoiHuTeAbHAS JIUTEPATypa
B kayecTBe [OMONHHUTENHHBIX MCTOYHHUKOB HWHGPOPMAIUU PEKOMEHAYETCS HCIOJIb30BaTh
CJIEYIOIYIO JINTEPATYpy:
JlonoJIHUTeIbHbIE HCTOYHUKH HHPOPMAIMHU KosanyecTBo 3K3eMILISIpOB
, Opranu3aiMoHHbIC U TEXHUYECKUE METO]IbI 1 k3. YHULL ®T'BOY BO «KHUTY»
3anuThl HHGopMaluu [ Yuebnuk] yued. mocobue
JUIS CTYA., 00y4. 1o crem. 21.08.00: Ilen3a : ,
2003
H. B. I'pumnna, OcHOBBI HH(OPMAIIMOHHON http://znanium.com/catalog/document?id=379717
6e3omacHocTu npeanpustus [I[Ipouee] Yuebnoe Pexxum noctyna: no noanucke KHUTY
noco6ue: Mocksa : OOO "Hayuno-u3garenbckuit
uentp MHOPA-M", 2021
, Opranu3ainoHHO-IIPaBOBbIE OCHOBBI 2 3k3. YHULL ®I'BOY BO «KHUTVY»
UH(POPMALIMOHHOM 6e30MacHOCTH [ YueOHHUK]
yaeOHoe nocodue: Boponex : BU MBJ[ P®, 2002

A. A. buprokos, MabopmarmonHas https://e.lanbook.com/book/93278
0€30MMacHOCTh: 3alllUTa U HalaJcHue Pexxum noctyna: no noanucke KHUTY
[DnexTponnsIit pecypc] : Mocksa : JIMK Ilpecc,

2017

11.3. DyIeKTpOHHBIC HCTOYHUKH HH(pOPMaLUH
[Tpu un3yyeHun nucHUIUIMHBI «OpraHuzanus W yIpaBieHHE CIY>KOOW 3amuThl WH(OPMALIUK»
IPEIYCMOTPEHO UCIIOIB30BaHME HIIEKTPOHHBIX HCTOYHUKOB HH(DOPMAIUH:
. Onextponnsbli katajgor YHUIL KHUTY: Pexxum nocryna: http://ruslan.kstu.ru/
. OBC «Jlanby»:Pexum nocryna: https://e.lanbook.com
. O6pazoBarenbHas maatpopma «HOpaiiT»: Pexxum gocrymna: https://urait.ru/
. OBC «Znanium.comy»: Pexxum nocryna: http://znanium.com/
. OBC YuuBepcuteTckas 6ubnmoreka onnaiH: Pexxum nocryma: http://biblioclub.ru/
. OBC IPR SMART: Pexum noctyna: http://www.iprbookshop.ru/
. OBC BOOK.ru : Pexxum nocrymna: https://www.book.ru/
. Hayunas snextponHas 6ubamnoteka https://elibrary.ru/
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11.4. IlpodeccuonasbHbie 0a3bl JaHHBIX U MHGOPMALHOHHBIE CIPABOYHbIE CHCTEMbI
ba3sl naHHBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/
zbMath : https://zbmath.org/

WNudopmanroHHble CIpaBOYHBIE CHCTEMBI

CnpaBouno-npaBosas cucrema «['’APAHT» Jloctyn cBoOOIHBIN: www.garant.ru
CnpaBouno-nipaBoBas cuctema «KoncynastantlImoc» Jloctyn cBoOoHBIN: www.consultant.ru

12. MarepuajJibHO-TeXHHYECKOe 0OOecredeHue 1 CIUTIIUHbI

JlnneH3upoBaHHOE MPOTrPAMMHOE OOecTeueHUEe U CBOOOTHO PacpOCTPaHsIEMOE TPOrPaMMHOE
o0ecrieyeHre, B TOM YHCIIe OTE€YECTBEHHOTO TPOU3BOJICTBA, UCTIOIB3yeMOoe B ydeOHOM IpoIiecce pu
OCBOGHUU JUCHUIUIMHBI «Opranu3aiys U yrnpasieHHe cIyKO00i 3aiuTsl HHPOPMAITUN:

Oducusie u genossie nporpammel: ABBYY FineReader 9.0 npod;
OducHsie u aenossie mporpammer: MS Office 2007 Russian;

Oducusie u aenossie mporpammsl: MS Office 2007 Professional Russian;
Oduchble u nenossie mporpammbli: MS Office 2010-2016 Standard
Apxusatop 7 Zip

brnoknor Notepad

Sunekc bpaysep

VY4eOHble ayIUTOPUH JUIs IPOBEIECHUS YUeOHbBIX 3aHATHI OCHAIIEHbI 000PY10BaHUEM U TEXHUYECKUMU
CpeaCcTBaMH O0yUYEHHUSI:

Aynuropus 351-A;

. Bupryansusie Mamunsl VirtualBOX (GNU GENERAL PUBLIC LICENSE)

. Cumynsrop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)

. Oneparnmonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)

. Sendmail - SMTP cepsep (Sendmail License)

. POP3 cepsep (BSD License)

. IMAP4 cepsep (BSD License)

. NTP cepsep (BSD License)

9. MexceteBoit skpaH iptables (GNU GENERAL PUBLIC LICENSE)

10. MexceteBoii sxpan Firewalld (GNU GENERAL PUBLIC LICENSE)

11. Ckanep cereBoii 6e3omacuoctu nmap (GNU GENERAL PUBLIC LICENSE)

12. Cucrema obnapyxenus atak snort (GNU GENERAL PUBLIC LICENSE)

13. Cucrema CHHXpOHU3alUH JJAHHBIX ISYNcC

14. xoMIIBIOTEP/HOYTOYK

15. TunoBoit koMIIeKT yuedHoro o0opynoBanus «I'mobanbHbIe KOMIIBIOTEPHBIE CETHY ,

16. TunoBoit koMIuieKT yuyeOHOro 0o0opynoBanus «KoprnoparuBHble KOMIIBIOTEPHBIE CETH .
[TomerneHus 111 CaMOCTOSATETHLHOM pabOThI OCHAIIEHB KOMITBIOTEPHON TEXHUKOM:
Aynutopust [-407, koMnbIOTep/HOYTOYK € BO3MOXKHOCTBIO MOJKITIOYEHUs K ceTu «VHTepHeT» U
o0ecrnedeHbl TOCTYIIOM B 3JIEKTPOHHYI0 HH(popMannoHHyto cpeny KHUTY.
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13. OOpa3oBaTesibHbIE TEXHOJIOTUH

B mnpomecce ocBoeHms auciMiUIMHBL «OpraHum3ansi W yIpaBiICHUE CIY)XOOH 3aIlUTHI
uH(OpMALUN» UCTIONB3YIOTCS CIIEAYIOIINE 00pa3oBaTeIbHbIC TEXHOIOTUH:
* TBOpPUYECKHE 3a/1aHHS;
* paboTa B MaJIbIX IPYyMIaX;



* TUCKYCCHS,
* o0yuarommue Urpsl (POJEBHIC UTPBI, UMUTAIINH, ICJIOBBIC UTPHI 1 00pa30BaTEIIbHBIC UTPHI);

* U3yYCHHE U 3aKpeIlJICHHEe HOBOTO MaTepralia Ha HHTEPAKTUBHOM JIEKIINH (JIeKIus-0ece1a, JIeKIus —
TMCKYCCHSI, JISKIIUS C pa300pOM KOHKPETHBIX CUTYAIIHA, JICKIIUS C 3apaHee 3alTaHuPOBAHHBIMH
OIMOKaMHU, JICKIIUS- IPECC-KOHPEPEHIINs, MUHHU-TICKIINS).



