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PabGouass mporpamMma cocrtaBiieHa ¢ y4€ToM TpeOoBaHui DenepaqbHOTO TOCYAAPCTBEHHOTO
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MHGOPMALIMOHHBIX TEXHOJOTMH B NPaBOOXpAaHMUTEIbHOW cdepe i crnenuanuzanuud «TexHOonoruu
3aluUThl MH()OpPMAIIMKM B TPABOOXPAHHUTEIBHOU cdepe» Ha OCHOBAaHMM YYEOHBIX IUTAHOB Habopa
obyuaronuxcs 2022 rona.
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1. Ilesan ocBOEHMSI AN CIUIIJIMHBI

[enstmu ocBOeHMST TUCIUTUTUHEI «IIporpaMMHo-anmapaTHas 3amuTa HHGOPMAITUNY SIBISIOTCS:
a) 3HAKOMCTBO CTYJICHTOB C COBPEMEHHBIMU CPEICTBAMH 3alTUTHI HHPOPMAIIUH KOMITBIOTEPHBIX CUCTEM,
b) oBiameHne MeTogamMu perIeHUs 3a/1a4 3alUThl HHPOpMAIHK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA C
MIPUMEHEHHUEM MPOTPAMMHO-AIapaTHBIX CPEICTB 3aIUThI HH(POpPMAITUH.

2. MecTo TUCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Jucuumnmna «[IporpaMMHo-anmapaTHas 3aiuTa HHPOPMALUK) OTHOCUTCS K 00s13aTeIbHON YacTh
OOIl u dopmupyer y oOydaromuxcs no crneuuanuzanuu «TexHomoruu 3amuTbl MHGOpPMAIUU B
MIPaBOOXPAHUTEILHOM cepey» HaOop 3HAHUHN, YMEHUI, HABBIKOB U KOMITCTCHITUH.

Jns ycnemHoro ocBoeHusl aucHUIUIMHBL «[IporpammHo-anmapatHas 3amuTa HH()OpPMALUU»
oOyyaromuiics mno cnemuaigbHocT 10.05.05 «be3onmacHOCT HMH(POPMAITMOHHBIX TEXHOJOTHHA B
MIPaBOOXPAHUTENbHOI cepe» NOHKEH OCBOUTh MaTepHall MPEIIeCTBYOIINX JUCIUILINH:

1. BeiuucnurenbHas TEXHUKA U IPOTPaMMHUPOBAaHUE
2. Uudopmarunka
3. SI3bIKK TPOTrpaMMUPOBAHHS

Hucnunnuna «I[IporpamMHo-anmapaTHas 3amura WHGOPMALUWY» SBISETCS MPEALIEeCTBYIOEH U
He00X0AMMa TSl YCTIEUTHOTO OCBOCHUS TIOCIIEYIOIINX JUCITUTUINH:

1. 3amuTa nHGOPMALIMOHHBIX MPOIIECCOB B KOMIIBIOTEPHBIX CHCTEMAX
2. KoMIiekcHas cucreMa 3amuTsl HHPOPMAaIui Ha TPEATPUITAN

3. KoMnerenuuu oﬁyqammerocﬂ, (bopanyeMble B pe3yJjbTaTe OCBOCHUA NUCHUIIJIUHBI

OIIK-8 CnocoGeH peajin30BbIBATH KOMILJIEKC Mep 0 o0ecnieyeHUI0 Oe3onacHocTH uHGopMaumu, odecrneyuBaTh
KOMILJIEKCHYI0 3a1IUTy HH()OPMALIUM U CBeJeHM I, COCTABJISIIOIIUX FOCYIAPCTBEHHYIO TAlHY, HA 00beKTe
HH(OPMATHU3ALHNHU C YYeTOM peliaeMbIX 32124 U CTPYKTYPbI 00beKTa HHPOPMATH3ALMH, BHELIHUX BO31el CTBUI U
BePOSITHBIX YIPo3

OIIK-8.1. 3HaeT OCHOBHBIE CIIOCOOBI 0OECTIeUeH s KOMIUIEKCHOI CHCTEMBbI 3allUThl HHPOPMAIMHU, B TOM YHCIIE U 3aIUThI
CBEJICHUH, COCTABIIIONINX TOCYAAPCTBEHHYIO TaifHY, C MCIIOJIb30BaHUEM OPTaHU3AIMOHHBIX MEp M MIPOTPaMMHO-
anmapaTHBIX CPEICTB

OIIK-8.2. YMeeT BEIOUPATh B HACTPAMBATEH CPEACTBA 3AIMUTHI HHYOPMAIIH C YIETOM PelIacMbIX 3a1a4

OIIK-8.3. BiiaieetT HaBbIKaMH KCIUTyaTall BHIOPAHHBIX CPE/ICTB 3aIIMTHl HHPOPMAIMHU B PaMKaX pelIacMbIX 3a1ad
IIK -2 Cnoco0en o0ecneynTh 6€301aCHOCTH KOMIILIOTEPHBIX ceTeil, B TOM YHcJe ¢ MCI0JIb30BAHHEM IPOrPAMMHO-
annapaTHBIX CPeCTB 3aUTHI HHGOpPMaNKH, 000CHOBATH M POKOHTPOIHUPOBATH Pe3yJbTAThl YIIPaBJIeHYeCKUX
penieHMii B 00J1acTH 0€30NMaCHOCTH HHGOPMAMU ABTOMATU3HPOBAHHBIX CHCTEM

[IK -2.1. 3HaeT NpUHIMIIEI TOCTPOSHHU KOMIIBIOTEPHBIX CEeTeH, MOPSIO0K peaIn3alii METOIOB U CPEACTB MEKCETEBOTO
OKpaHUPOBaHUA, UICTOYHUKHU YIPO3 HHq)OpMaHPIOHHOﬁ 0€30I1aCHOCTH B KOMIIBIOTEPHBIX CETAX U MEPHI 110 UX
MIPEA0TBPALLIEHHUIO, TIPUHIUITEI PA0OTHI U NPABUIIA SKCILTyaTalluH HKCITYaTHPYEMBIX IPOTrPaMMHO-aIIIapaTHBIX CPEJCTB
3aInThl HHPOPMAIMK, HOPMAaTHBHBIE ITPABOBbIE aKTHI B 00JIACTH 3alIUTHl HHYOPMAIMH, PYKOBOASIINE U METOIMIECKUE
JOKyMEHTHI YIIOJTHOMOUYCHHBIX (he/iepabHBIX OPTraHOB MCIIOJIHUTEILHOM BIACTH MO 3allUTe HHPOPMAIUN

[1K -2.2. YMeer onleHUBaTh YIpo3bl 6€30I1aCHOCTH HHPOPMAIUU B KOMITBIOTEPHBIX CETSX, HACTPauBaTh IPaBHia
q)I/IJ'H)TpaHI/H/I MMaKE€TOB B KOMITBIOTCPHBIX CETAX, OIICHUBATH ONITUMAJIBHOCTD BI)I60pa IporpaMMHO-ammnapaTHbIX CPEACTB
3aIIUTHl HHGOPMALINU B UX PEKUMOB (PYHKIIMOHHPOBAHMS B KOMITBIOTEPHBIX CETAX, 000CHOBBIBATH BEIOOP MCIIOIB3YEMbIX
IIporpaMMHO-ANmIapaTHbIX CPEACTB 3alUThI I/IHq)OpMa[H/II/I B KOMIIBIOTEPHBIX CECTAX

[IK -2.3. Bnageer HaBbIKaMH IPUMEHEHHS IPOTPAMMHO-AINIIAPATHBIX CPEACTB 3aIINUTH HHPOPMAIIUH B KOMITBIOTEPHBIX
CeTsAX W ynpasiieHns! (yHKIMOHUPOBAHHEM ITPOTPAMMHO-AIIIAPATHBIX CPEJICTB 3aIIUTHI HHPOPMAIMU B KOMITBIOTEPHBIX

CCTAX

B pesyabTare 0cBOeHHSI TUCHUIINHBI 00y4AIOIIMIiCS 10/KEeH



3HaTh:

3HAET MPHUHIIMITBI PYHKIIMOHUPOBAHHUS KOMIIBIOTEPHBIX CeTeH, oOecreueHust X 0€30MacHOCTH,
MIPHUIMITBI pa0OTHI MPOTPAMMHO-AMMAPATHBIX CPECTB 3AIUTH HHPOPMAIIHH;

OCHOBHBIC IPUHIIUIIBI 3aIIUTHI HHPOPMAIIUU, 00ECIICUNBAIOIINE KOMILICKCHYIO 3allIUThl HHPOpMAIIUN
U CBEJICHHIA, COCTABIISIONINX TOCYIaPCTBEHHYIO TaliHY;

Ymers:

OIICHUBATH PA3JIMYHBIC YTPO3bI B KOMITBIOTEPHBIX CETSAX M BUPTYaTbHBIX HHPPACTPYKTYPaAX;
peaTr30BBIBATh KOMIUIEKC Mep T10 3aIIuTe HHQOPMAIMK B CETEBBIX HHPPACTPYKTYPAX;
Baanern:

HABBIKAMU Pa0OTHI ¢ MEKCETEBBIMU IKPAHAMH, CUCTEMAaMH OOHAPYKEHUS/TIPEIOTBPALCHUS
BTOPKCHUH, aHTUBUPYCHBIMH ITPOTPAMMAaMHU;

HaBBIKAMU Pa0OTHI C a3 IMYHBIMU CPEIICTBAMH U CHCTEMaMU 00eCTIeUeHHsI OE30MacCHOCTH B

KOMIIBIOTCPHBIX CCTAX.

4. CTPYKTYpa M cojiep:KaHue TUCHUIIHHbI
OO6mmas TpyA0EMKOCTh JUCIMILUIMHBI COCTABIISIET 5 3aueTHBIX enuHull, 180 yacos.

Ceme-

Buapl yueOHOI paboThI (B Hacax)

O11eHOYHEIE
CpencTBa i
IIPOBEICHUS

Ne Pazgen

TEeKylleH U
/I JTUCIUTLTAHBI CTp

MIPOMEXY-
TOYHOH
aTTeCcTallun

IIpakTuueckue
3aHIATHSL

Jlabopa-
TOPHBIE

Jlexmus KCP CPC

1 2 3 4 5 6 7 8 9

[onuruka JlabopatopHas
0e30macHOCTH paborta;
KOMITBIOTEPHBIX Ok3ameH
1. | cuctem. Ayaur 5 6 8 4 6
KOMIUIEKCHOU
CHUCTEMBI
0€301acHOCTH

IToncucremsl
3aIIUTHI

2. | cOBpeMEHHBIX 5 4 8 7 4
OIEePaOHHBIX
CHCTEM

IIporpammHo-
3 | annaparmbie 5 4 8 2 10
METO/IbI 3aIUTHI
nHdopmanuu

Unentudukanms
IOJIb30BaTeIeH

5 6 6 3 4
KOMIIBIOTEPHBIX
CHCTEM

Cpenctea u
METOJIbI
OrpaHuyYeHus
5. | moctymna k 5 10 16 4 4
(atinam n
KOMIIOHCHTaM

OBM

Bupycel u
6. | aHTHBUpYCHBIE 5 6 8 7 8
IPOrpaMMBbl

WUroro mo 5 36 54 27 36
cemMecTpy

9K3aMeH




5. ConeprxxaHue JeKIIMOHHBIX 3aHATHI 110 TEeMaM

No MNupukaTopsl
- /;1 Paznen nucumminHel Yacel Tema JIEKIIMOHHOTO 3aHATUS JOCTHIKEHHUS
KOMIETEHINH
1 2 3 4 5
1. | IonuTHka 6€30MacHOCTH KOMIBIOTEPHBIX 2 OCHOBHBIE TIOHATHS K -2.1
CUCTEM. AyAUT KOMIUIEKCHOW CUCTEMBI [IpOrpaMMHO—aNIMapaTHON
6e3omacHocTH 3alUThl KHPOPMALUU
2. 4 [Monutrka 6e30macHOCTH U K -2.1
MEXaHU3MBI TIOJJICPIKKH €€
peanu3aluu
3. | MoacucTeMbl 3aIIUTH COBPEMEHHBIX 2 [ToacucTemMbl 3a1UTHI OIIK-8.1
OTEPAIMOHHBIX CHCTEM OTIePAIIMOHHON CUCTEMBI
Windows
4. 2 MexaHu3MBbl 3aIUTHI OIIK-8.1
nndopmanuu B OC Linux
5. | IIporpaMMHoO-anmapaTHble METOABI 3aIIUThI 4 CopeprxaHue mporpaMMHO- OIIK-8.3
HHPOpPMATTH ammapaTHBIX METOIOB 3alTHTEI
nHbOpMaIU
6. | UnenTrdukanus noiap3oBaTeneit 6 Unertndukanms nons3opareneit | 11K -2.2
KOMIIBIOTEPHBIX CHCTEM KOMIIBIOTEPHBIX CHCTEM —
CyOBEKTOB JIOCTYTA K JAHHBIM
7. | Cpencrta u METOIIBI OTPAHUYCHUS TOCTYTIA K 2 Mertons! 1 cpencTaa OI1K-8.1
(hatimam u kommoHeHTaM DBM OTpaHUYEHUs AOCTYIA K
KoMIoHeHTaM OBM
8. 4 3amura mporpaMm ot OIIK-8.1
HECaHKIIMOHUPOBAHHOT'O
KOIMPOBAHUS M UCCIICTOBAHMSI
9. 4 Mepbl 3aLIMTHl OT HOTEPH K -2.1
JTAHHBIX B KOMITBIOTEPHBIX
cucTeMax
10. | Bupychl ¥ aHTHBHPYCHBIE TIPOTPAMMBI 2 Bpenonocuoe I10 nK-2.1
11. 4 MeToap!l 3aIH Tl OT IIK -2.1
BpenoHocHoro I10
BCET'O 36
6. Conep:kaHue MPaKTHYECKUX/CEMUHAPCKUX 3aHATHI
HpOBe,[[eHI/IC HpaKTI/I‘leCKI/IX/CCMI/IHapCKI/IX 3aHSTHUN HE npeaycMOTpCHO y‘Ie6HBIM IIJIAaHOM
7. Conep:xaHue 1a00paTOPHBIX 3aHATHI
Munukato
pHI
Ne Pazpen nucuurinHbl Yacsl Tewma 3aHsTHS flOCTIDRER
/I ust
KOMIICTEHIT
uu
1 2 3 4 6
1. | [onuThka 6€30MaCHOCTH KOMITBIOTEPHBIX 4 ITpoexktupoBanue Oe3onacHbIX JoKkabHbIX | OITK-8.3
CUCTEM. AyAUT KOMIUIEKCHOW CUCTEMBI ceteil ¢ mpumeHenueM pazinyHeix OC Ha
6e3omacHocTH 6aze EVE-NG
2. 4 IIpoBenenue ayauTa O€30MaCHOCTH OIIK-8.2
3. | TToacucTeMbl 3aIIUTH COBPEMEHHBIX 4 YcTaHoBKa ¥ HACTPOiKa goMeHHow cpeapl | OTIK-8.2
OTIePAIIMOHHBIX CHCTEM B Windows Server
4. 4 Hacrpotika MaHIaTHOW MOJTUTHKH MK -2.3
pasrpanndenwust nocryna B Astra Linux SE
5. | IIporpaMMHO-anmapaTHbIe METOIBI 3AIIUTHI 4 MexaHu3MBbl TEXHUYECKUX CPECTB OIIK-8.3
nHpOpMaH ayTeHTH(UKAMHA. DIESKTPOHHBIA 3aMOK
«Cob6omp» n [TAK «Secret Net»
6. 4 bromerpuyeckue meToabl pacno3uaBanns | 1K -2.3

4CJIOBCKA




WNnnukarto
jusi
Ne Pa3nen aucuuniauHb Yacol Tewma 3aHsTHS floCTIDREH
n/n ust
KOMIIETEHII
207
1 2 3 4 6
7. | UnenTrduxanus noiap30BaTeneit 6 [Mpumenenne Secret Net Studio B 3agavax | 1K -2.2
KOMIIBIOTEPHBIX CHCTEM UICHTH(UKALIHN TTOTb30BATENS ¥ 3AIHTHI
ot HCJ]
8. | CpencTBa u METOIIBI OTPAHUICHUS TOCTYTIA K 4 Wzyuenne MmexaHN3MOB PabOTHI OIIK-8.3
(haitmam u kommoHeHTaM DBM ME)KCETEBBIX IKPAHOB
9. 4 IDS/IPS. Snort. Suricata MK -2.3
10. 4 Hactpotika SIEM cuctemsr 1 cobopa K -2.2
JIOTOB JIOKAJIbHOM CeTH
11. 4 Tynnenu SSH, ICMP, DNS, VPN u TIK -2.1
0opnba ¢ HUMH
12. | Bupycsl 1 aHTUBHPYCHBIE TIPOTPAMMBI 4 W3y4enue cuenapues ataku Ha BeO-caiir ¢ | OIIK-8.3
UCIIOJIb30BAaHHEM BUPTYalIbHOW MAaIINHBI
Dojo
13. 4 Yrunura Metasploit Framework, OIIK-8.1
M3y4EeHUE MEXaHU3MOB OOPBOBI C
CETEBBIMH aTaKaMH
BCEI'O 54
8. CamocrosiTesibHas paboTa
MNupaukaTopel
Ne Tembl, BBIHOCUMEBIE HA CAMOCTOSTEIILHYIO
i paboty Yacsl ®opma CPC JOCTHIKEHUS
KOMIETCHIIUH
1 2 3 5 6
1. | TonuTtHka 6€30MaCHOCTH KOMIIBIOTEPHBIX 4 MOJITOTOBKA K JIAOOpaTOpHO# padoTe OIIK-8.3
cucTeM. AyIIUT KOMIUIEKCHOH CHCTEMBI
6e3omacHOCTH
2. | IlpoBenenue ayaura 6€30MaCHOCTH 2 MOJITOTOBKA K JIAOOPAaTOPHO# paboTe OIIK-8.2
3. | YcraHoBKa 1 HACTpPOIKa IOMEHHOU CpeJibl 4 HOATOTOBKA K J1abopaTopHoii padoTte MK -2.2
B Windows Server
4. | MexaHH3MbI TEXHHYCCKHX CPEICTB 4 MOJITOTOBKA K JIAOOpaTOpHO# padoTe OIIK-8.3
ayTeHTH(UKaMU. DJIEKTPOHHBIN 3aMOK
«Cobomp» u ITAK «Secret Net»
5. | IIporpaMMHoO-anmmapaTHbIe METOABI 3ALUTHI 6 MOJTOTOBKA K JIAGOpaTopHOit paboTe MK -2.1
HHpOpPMALUH
6. | [Ipumenenune Secret Net Studio B 3amagax 4 MTOJITOTOBKA K JTabopaTtopHOi paboTe K -2.2
UICHTH(UKALMN TTOJ30BATENS U 3AIUThI
ot HCJ{
7. | IDS/IPS. Snort. Suricata 4 MTOJITOTOBKA K JIabopaTopHOi paboTe MK -2.3
8. | N3yuenue cuenapueB aTaku Ha BeO-CalT ¢ 4 TIOJITOTOBKA K J:aDopaTopHOii paboTe OIIK-8.2
UCIIOJIb30BAaHUEM BHPTYaIbHON MaIINHBI
Dojo
9. | Yrunura Metasploit Framework, usy4enue 4 TIO/JITOTOBKA K J:abopaTopHOii paboTe OIIK-8.2
MEXaHU3MOB OOPHOBI C CETEBBIMU aTaKaMH
BCET'O 36
8.1 KonTpoab camocTosiTe1bHON PadoThl
HNupukaTopst
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
i pabory Yacer ®dopma KCP JIOCTUKEHUS
KOMITETEHIIMU
1 2 3 5 6
1. | TlpoBeacuue ayaura 0€30MaCHOCTH 2 pueM JIabopaTOpHOI paboThI OIIK-8.2
2. | IIporpaMMHO-aImapaTHbIe METOIbBI 3AIUTHI 2 pueM JIabopaTOPHOI paboThI OIIK-8.3
nHbOpMaIu
3. | IoauTrka 6€30IaCHOCTH KOMITBIOTEPHBIX 3 pueM JIabopaTOpPHOI paboThI IIK -2.3

cucteM. AyJIUT KOMITJIEKCHOW CHCTEMBbI
0€301aCHOCTH




HNupukatopsl
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
i pabory Yacwl ®opma KCP JOCTHKEHHUS
KOMITCTEHIINU
1 2 3 5 6
4. | YcTaHOBKa M HACTPOIKa JJOMEHHOM CpeJibl 4 IpueM J1abopaTopHOi paboThI IK -2.2
B Windows Server
5. | MexaHU3MbI TEXHUYECKUX CPEICTB 2 mpueM JIabopaTopHOI paboThI OIIK-8.3
ayTeHTH(]UKAIMU. DISKTPOHHBINH 3aMOK
«Cobomp» u ITAK «Secret Net»
6. | I[Ipumenenne Secret Net Studio B 3amagax 3 pueM J1abopaTopHOIT paboThI OIIK-8.2
UIeHTU(UKALIUY TTONb30BATEINS U 3aIIUTHI
ot HCJ]
7. | IDS/IPS. Snort. Suricata 4 IIpUeM J1ab0paTOpHOi paboThI IK -2.3
8. | N3yueHne crieHapueB aTaku Ha BeO-CalT ¢ 3 pueM J1abopaTopHOI paboTh OIIK-8.1
HCIIONIb30BaHUEM BHPTYaIbHON MaIINHBI
Dojo
9. | Yrumura Metasploit Framework, n3ydenue 4 pueM J1abopaTopHOIl paboTh K -2.3
MEXaHU3MOB OOpBOBI C CETEBBIMHU aTaKaMH
BCEI'O 27

9. Ucnosib30BaHMe PEHTUHIOBOI CHCTEMBbI OLIEHKU 3HAHU I

[Tpu olleHKe pe3yabTaTOB AEATEIHLHOCTH OOYyYaromMXcs B paMmkax AucuUIInHbl «I[IporpamMmmuo-
arraparHad 3aiuTa HHq)OpMaIII/II/I» HCIIOJIB3YCTCA peﬁTHHFOBaﬂ cucrema. MakcuMaJibHOE 1 MUHHUMAJIBHOE
KOJMYECTBO OaluioB MO pa3jMYHbIM BUAaM y4deOHON paboThl omucanHo B «llomoxkennun o OamibHO-
PEUTUHIOBOM CUCTEME OLIEHKHU 3HAHUN CTYAEHTOB U 00ecrieueHus KauecTBa yueOHoro npouecca» @I'bOY
BO KHUTY.

PefiTuaroBas onenka ¢popMHupyeTcsi Ha OCHOBAaHUM TEKYIIETO W MPOMEXKYTOYHOTO KOHTPOJ. 3a
KOHTPOJIbHBIC TOYKH CTYACHT MOXKCT IOJYUYNUTh MUHUMAJIBbHOC U MaKCUMAJIbHOC KOJIMYCCTBO 0aJuIoB (CM.
Tabnuny).

OueHoYHBIE CPeACTBA KoJa-Bo MuH.0a/1710B Makc.0a/1710B
5-ii cemecTp
JlabopaTopHas pabora 13 36 60
DK3aMeH 1 24 40
HTtoro 60 100

10. OueHouHble cpeacTBa I TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH, NPOMEKYTOYHOMN
aTTecTally 10 UTOraM OCBOEHHS M CHMIIJIMHbI
OneHouHble cpencTBa [UIsl MPOBEACHMS TEKYLIETO KOHTPOJIA YCIEBAEMOCTH, ITPOMEXKYTOUHOU
aTTEeCTAllUd U UTOTOBOW aTTeCTallMM pa3padaTbIBAlOTCS COIVIACHO MOJIOKEHUI0 0 POHJaX OLIEHOYHBIX
CPEe/ACTB, pacCMaTpPUBAIOTCS KAaK COCTaBHas 4acTh paboueil mporpamMMbl U OQOPMIISIOTCS OTAEIbHBIM
AOKYMCHTOM.

11. UudopmanuoHHO-MeTOANYECKOE 0O0ecTiedeHue TN CIIUTINHbI

11.1. OcHoBHas MTEpPaTypa

[Tpu w3yuenun aucuuiUinHbl «[IporpammHo-anmapatHas 3amura WHGOPMAIMKU» B KadecTBE
OCHOBHBIX UCTOYHMKOB HH(QOPMAIIMH PEKOMEHIYETCSI HCIIOJIb30BATh CIENYIOUIYIO JIUTEPaTypy:

OcHOBHBIE MCTOYHUKH MHPOPMALLUH KosmuecTBo 3K3eMILISIPOB

E.K. bapanoga, A.B. ba6am, Uudopmanronnas http://znanium.com/go.php?id=957144
6e3omacHOCTh | 3amuTa nHbopmanmn [[Ipouee] Pexxum noctyna: mo nognucke KHUTY
VYuebHnoe nocobue: Mocksa : M3garenbckuii
Hentp PUOP; Mocksa : OOO "Hay4no-
m3narenbckuit nentp MHOPA-M", 2018
E. B. CmupHoOBa,, A. B. Ilponerapckuii,, 1. B. http://www.iprbookshop.ru/89464.html
backaxos, [u ap.], [loctpoenne kommytupyembix | Pesxxum gocryna: no nognucke KHUTY
KOMITbIOTEepHBIX ceTel [[Ipouee] yuebHoe
nocodbue: Mocksa, CapatoB : IHTepHeT-
Yuusepcurer Uapopmannonubix TexHOIOTHiI
(UHTYHUT), Aii Ilu Ap Menua, 2020




11.2. lonmonHuTEIBHASI IUTEPATYPA
B kauecTBe JONOJHUTENBHBIX MCTOYHMKOB HMH()OPMALMM PEKOMEHIYETCS HCIHOJIb30BaTh
CJICAYIOLLYIO JINTEPATYpY:

JonmosiHUTEIbHBbIE HCTOYHUKH HHpOpMaMu KoJsm4ecTBO 3K3eMILISIPOB
b. A. ®opoyszan,, Kpunrorpadus u 6e3omacuocts | http://www.iprbookshop.ru/102017.html
cereii [[Ipouee] yuebHOE TOcOOHE: MocKkBa : Pexxum nocryna: mo noamucke KHUTY

Nutepuer-Yuusepcurer MHopMaimoHHbIX
Texnonoruit (MHTYUT), At ITu Ap Menua,
2021

H. B. I'pumnna, KommiekcHas cuctema 3amutel | http://znanium.com/go.php?id=175658

nHopmanuu Ha npeanpusatuu [[Ipodee] Yuebnoe | Pexxum nocryna: mo noanucke KHUTY
nocooue: Mocksa : M3narenscteo "®OPYM",

2009
E. B. [Tapdenora, UndopmannoHHbie http://www.iprbookshop.ru/78565.html
TEXHOJIOTHH [ DNEeKTPOHHBIN pecypc] Pexxum noctyna: no noanucke KHUTY

JlaGopartopHblil npakTukym: Mockaa :
Wznparensckuii Jlom MUCuC, 2018

11.3. D1eKTpOHHBbIC HCTOYHMKH HH(pOpMALNH
[Tpu usyuennn aucuuiuinHbl «[IporpaMMHoO-anmapaTHas 3anura HHPOPMAIIUKY TPEAYCMOTPEHO
UCIIOJIb30BAHUE JICKTPOHHBIX HCTOYHHUKOB WH(MOPMAIINN:
. Onexrponnsnii karamor YHULl KHUTY: Pexxum nocryma: http://ruslan.kstu.ru/
. OBC «Jlanp»:Pexxum gocryma: https://e.lanbook.com
. O6pazoBarenpHas miaTdopma «tOpaiity: Pexxum nocryma: https://urait.ru/
. OBC «Znanium.com»: Pexum nocryna: http://znanium.com/
. OBC YuuBepcurerckas 6ubmuoreka omnaiiH: Pexum mocryna: http://biblioclub.ru/
. OBC IPRbooks: Pexxum gocrtyma: http://www.iprbookshop.ru/
. ObC BOOK .ru : Pexxum mocryma: https://www.book.ru/
. Hayunas snextponHas 6ubanoteka https://elibrary.ru/
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11.4. Ilpodeccnonasibabie 0a3bl JaHHBIX M MHGOPMAIHOHHBIE CIIPABOYHbIC CHCTEMbI

ba3sl jaHHBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/

zbMath : https://zbmath.org/

NudopmaninoHHblie ClipaBOYHbIE CHCTEMBI
CrpaBouno-mipaBoBas cuctema «I’APAHT» [loctyn cBoOoHBINH: www.garant.ru
CrnpaBouno-npaBoBas cucrema «Koncynbrantllmtoc» Jloctyn cBo6oaHbIN: www.consultant.ru

12. MaTepuajbHO-TeXHHYeCKOe o0ecneyeHne JUCIUIINHBI

JIuueH3upoBaHHOE MPOrpaMMHOE 0OecTiedeHre 1 CBOOOIHO paclpoCTpaHsieMoe MPOrpaMMHOe
o0ecrnieueHre, B TOM YHCIie OT€YECTBEHHOIO IPOU3BOICTBA, UCIIOJIb3yeMOe B yUeOHOM Ipoliecce Ipu
OCBOCHMHU AUCHUILTNHBI «[IporpaMMmHo-anmapaTHast 3alUTa HHPOPMALIUN:

Oducueie u nenoseie nporpammbl: ABBY'Y FineReader 9.0 nmpod;
Oducnsie u aenoseie mporpammbl: MS Office 2007 Russian;



Oducnusie u aenoseie mporpammbl: MS Office 2007 Professional Russian;
Oduchbie u nenossie mporpammbl: MS Office 2010-2016 Standard
Apxusarop 7 Zip
brnoknot Notepad
Sunexc bpaysep
B kauyecTBe MaTepHaIbHO-TEXHUUECKOTO 00ECTIeUYeHHsI JUCIUTUTMHBI MOTYT OBITh HCIIOIH30BAHBI
MYJIbTUMEAUIHBIE CpeCTBa; HAOOPHI CAiiIoB WK KUHO(DUIBEMOB; I€MOHCTPALIMOHHBIE PUOOPHL; IPU
HE00XOAUMOCTH — CPEACTBa MOHUTOPHHTA U T.1I.

1. JIekumoHHBIE 3aHATHSL:
a. KOMIUIEKT 3JIEKTPOHHBIX IPe3eHTalUN/Cl1ali/0B.
b. aymuTopus, OCHaIEHHAas! TPE3EHTAMOHHON TEXHUKON (TIPOEKTOP, 3KpaH, KOMITBIOTEP/HOYTOYK).

2. IlpakTyeckue 3aHsTHs:

a. KOMITBIOTEPHBIH KJIacc.

b. mpe3eHTanmoHHas TeXHUKA (TIPOSKTOP, IKPaH, KOMIbIOTEP/HOYTOYK).

c. maketsl [10 obmiero Ha3HaueHUs (TEKCTOBBIE PEIAKTOPBI, Tpadudeckue peaakTopsl).
d. cnermmanusuporannoe I10.

3. [Ipouee

a. pabodee MeCTO MpernoaBarelis, OCHAIIEHHOE KOMITBIOTEPOM C T0cTyrnoM B VIHTEpHET,
b. paGouune MecTa CTyI€HTOB, OCHAILLICHHbIE KOMIILIOTEPAMH C I0CTYIIOM B MIHTEpHET, IpeiHa3HaueHHbIE
1U1s pabOThI B AJIEKTPOHHOM 00pa3oBaTeNbHOM cperie.

13. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

KosimdyecTBO 4acoB 3aHSATHI, MPOBOJMMBIX B MHTEPAKTHBHBIX (OpMax B y4eOHOM Ipoiiecce 1o
muctumunae «[IporpaMMHoO-ammapaTHas 3ammTa HHGOPMaIUN» cocTapiseT 18 .

B mpouecce ocBoenus guctumiinHel «lIporpamMmmHo-anmapatHas 3ammura  MHOOPMALIUN»
UCTIOJNB3YIOTCS CIEAYIOINE 00pa3oBaTeIbHbIE TEXHOIOTHH:
* paboTa B MaJbIX TPYIIaXx;
® CUCTEMBI JUCTAHIIUOHHOT'O O6y‘ICHI/I$I.



