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PabGouass mporpamMma cocrtaBiieHa ¢ y4€ToM TpeOoBaHui DenepaqbHOTO TOCYAAPCTBEHHOTO
obpazoBarensHOro ctagaapta (mpuka3 Ne 1461 ot 22.11.2020) o cnenmansaoctu 10.05.05 Be3omacHOCTh
MHGOPMALIMOHHBIX TEXHOJOTMH B NPaBOOXpAaHMUTEIbHOW cdepe i crnenuanuzanuud «TexHOonoruu
3aluUThl MH()OpPMAIIMKM B TPABOOXPAHHUTEIBHOU cdepe» Ha OCHOBAaHMM YYEOHBIX IUTAHOB Habopa
obyuaronuxcs 2022 rona.

Pa3paboTunk nporpaMmsi:

JoueHt JIL.X. Cadpuymnuna

COIr'J1ACOBAHO

Pabouas mporpamma paccMoTpeHa W ofoOpeHa Ha 3acemanuu kKadenpel «MHpopmannoHHas
0e30macHOCThY, TPOTOKOJ OT 16.05.2022 1. Neo 10.

3aBenyrommii kageapoit  Coznacosano B.A. boromosos

YTBEPXKIAEHO
Hauvaneauk nentpa Y ML Ymeeporcoaro JLLA. KuraeBa



1. Ilesan ocBOEHMSI AN CIUIIJIMHBI

LemsMu OCBOCHHS NHMCIUILIMHBI «YSI3BUMOCTh M 0O€30IACHOCTh BBIYMCIMTCIBHBIX CETCH»
SIBJISIIOTCSI:
(hopMUpOBaHHE y CTYICHTOB 3HAHUIN M YMEHHI 110 3aIIUTE KOMIBIOTEPHBIX CETEH ¢ MPUMEHEHHEM
COBPEMEHHBIX ITPOTrpaMMHO-aNapaTHBIX CPECTB.

2. MecTo TUCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl
JuctumimHa «Y I3BEMOCTh B 0€30TIaCHOCTh BBIYMCIUTENIBHBIX CETEH» OTHOCUTCS K (POPMUPYEMOI
ydacTHUKaMHu oOpa3oBaTenbHbIX oTHomeHudt wactu OOIl u  dopmupyer y oOyuaromuxcs 10
cnerpanu3anuu  «TeXHONIOruy 3amuThl HHQOPMAlMM B TIPABOOXPAHUTEIbHOU chepey Habop 3HAHMIA,
YMEHUM, HABBIKOB U KOMIIETCHIIUH.
st ycnenHoro oCBOCHMS TUCHUILTUHBI «Y SI3BUMOCTh U 0€30MaCHOCTh BBIUMCIUTEIBHBIX CETEI»
oOyvaroruiicss 1o crnenuanbHocTH  10.05.05 «be3onmacHocTh WMH(POPMAIMOHHBIX TEXHOJOTUH B
MIPaBOOXPAHUTEIILHOMN cepe» TOMKEH OCBOUTH MaTEpHall TPEIISCTBYIONIUX TUCIUILIAH:
1. AnnapaTHsie CpeICTBA BEIYUCIUTEIbHOM TEXHUKHU
2. CpencrBa u CHCTEMBI TEXHHUECKOTO oOecrieueHust 00pabOTKH, XpaHEHUS U IepeJadn
uHpopmanuu
JuctummHa «Y s3BUMOCTH ¥ 0€3011aCHOCTD BRIYUCIIUTEIBHBIX CETEH) SBISETCS MPEIIeCTBYIOICH
1 HeoOXouMa JUIsl YCHEIIHOTO OCBOSHUS MOCIEIYIOIINX AUCIUTLINH:
1. be3onacHOCTh KOPIIOPATUBHBIX NH()OPMAIIMOHHBIX CHCTEM
2. KoHTposb 6€30MacHOCTH B KOMITBIOTEPHBIX CETIX

3. Komnerennuu odyuaiomierocsi, popMupyemMbie B pe3yJibTaTe 0CBOCHHS TUCHUILIUHBI

IIK -2 CnocodeH o0ecniednTh 6€30MaCHOCTh KOMIILIOTEPHBIX CeTeil, B TOM YHCJIe ¢ HCNO0JIb30BAHMEM MPOTPAMMHO-
anmapaTHbIX CPEICTB 3aIUTHI HH(POPMAIHNH, 000CHOBATH M MPOKOHTPOJIMPOBATH Pe3yJILTAThI yIPaBJIeHYeCKHX
peuieHuii B 00/1acTH 6e301acHOCTH HHPOPMALMH ABTOMATH3UPOBAHHBIX CHCTEM

[1K -2.1. 3HaeT NpUHIMITE TTOCTPOCHNUS KOMITBIOTEPHBIX CETEH, MOPSIOK PEATN3allMi METOI0B U CPEJICTB MEKCETEBOTO
9KPaHUPOBAaHMS, NCTOUYHUKH Yrpo3 HH(YOPMAIMOHHOW 0€3011aCHOCTH B KOMITBIOTEPHBIX CETAX W MEPHI M0 MX
MIPEAO0TBPALIEHHUIO, TPUHIUITEI PA0OTHI M NPABMIIA SKCILTyaTalluH HKCITYaTHPYEMBIX IPOTPaMMHO-AIIIapaTHBIX CPEICTB
3alUThI I/IH(I)OpMaL[I/II/I, HOpPMAaTHUBHBIC IPABOBLIC AKTHI B oOJactu 3alIUThI I/IH(I)OpMaL[I/II/I, PYKOBOJAAIIUE U METOJUICCKUC
JOKYMCHTBI YIIOJTHOMOYCHHBIX q)ez(epanLme OpraHoB HUCIIOJIHUTEIIFHOM BJIACTH T10 3alIUTC I/IH(bOpMaHI/II/I

I1K -2.2. YMeer olieHUBaTh Yrpo3bl 6€301aCHOCTH HH(POPMAIIMK B KOMITBIOTEPHBIX CETSX, HACTPAUBATh ITPaBUIIA
(bl/IJ'H)TpaHI/II/I MMaKCTOB B KOMITbIOTCPHBIX CETAX, OLICHUBATH ONITUMAJIBHOCTD BI)I60pa MporpaMMHO-amnmnapaTHbIX CPEACTB
3aMUTHl HHPOPMAIIMHU U X PEKUMOB (DYHKIIMOHHPOBAHMS B KOMITBIOTEPHBIX CETSX, 000CHOBBIBATH BEIOOP HCIIOIB3YEMbIX
MIPOTrPaMMHO-aIIapaTHBIX CPEACTB 3aINUTH HHPOPMAIMN B KOMITBIOTEPHBIX CETSIX

1K -2.3. Bnaseet HaBbIKaMu NPUMEHEHHsI IPOIPaMMHO-aIapaTHBIX CPEACTB 3alIUThl HHPOPMAIMH B KOMITBIOTEPHBIX
CeTsAX W ynpasiieHus! QyHKIMOHUPOBAHHEM ITPOTPaMMHO-AIIAPATHBIX CPEJICTB 3aIUTHl HHPOPMAIMHU B KOMITBIOTEPHBIX

CCTAX

B pesyabTare 0cBOCHHSI JUCHHUIINHBI 00Y4AI0IIHIICS T0JIKEH

3HaTh:

MPUHLIMIBI PYHKIIMOHUPOBAHUS U CO3/IaHUS O€30MaCHBIX KOMIIBIOTEPHBIX CETEH.
Ymern:

OLIGHUBAThH YSI3BUMOCTH M YIPO3bl HH(OPMAIIMH B KOMITBIOTEPHBIX CETHX;
IPOEKTHPOBATH CUCTEMBI OE30MTACHOCTH B KOMITBIOTEPHBIX CHCTEMaX U CETSX.

Baagern:



HaBbIKaMU ITPUMCHCHUA CPEACTB 0e30macHOCTH KOMITBIOTCPHBIX CUCTEM U CeTeH.

4. CTPYKTYpa M cofiep:KaHue TUCHUIIHHbI
OO6m1as TpyA0EMKOCTh AUCIUILUIMHBI COCTABIISIET 4 3aueTHbIe eAMHUIBI, 144 yaca.

Buapl yueOHOI paboThI (B yacax) OreHOYHbIE
CpescTBa s
Ne Paznen Ceme- N TaGopa- P oseaeims{
/11 | JAMCUWIUTUHEL CTp Jlexuus paKTHiccKue abopa KCP CPC TelyIIet
3aHATHS TOPHBIE HPOMEXY-
TOYHOHI
aTTecTaln
1 2 3 4 5 6 7 8 9
BbesonacHocTh IIpakTuueckue
1. | KOMITBIOTEpHBIX 5 9 18 11 15 3aHATHS,
ceTer OKk3aMeH
3ammra oT
o | ceTeBbIX aTak. 5 8 8 8 4
Kontpons
Tpaduka
CpencrtBa u
METO/IBI
3, | cauiE 5 8 6 4 6
uHdopmanuu B
KOMITBIOTEPHBIX
ceTsix
3ammra
HHPOPMAITIH B
4. | BUpPTyambHBIX 5 2 4 4 2
YaCTHBIX CETSIX
(VPN)
Hroro mo 5 27 36 27 27 | Irsamen
cemMecTpy
5. Conep:xkanue JIeKIMOHHBIX 3aHATHII IO TeMaM
Ne NupukaTopsl
- /_n Paznen pucuuninunst Yacsl Tema JIEKIIMOHHOTO 3aHATHS JIOCTUKECHUS
KOMITIETEHIIMU
1 2 3 4 5
1. | Be3omacHOCTh KOMIIBIOTEPHBIX CETEH 2 Kommeroreprsie cetn kak 00bexT | [TK -2.1
3amuThl. [Togxomp! k
o0ecrieuyeHII0 HHPOPMATMOHHOM
6€3011acHOCTH KOMIIBIOTEPHBIX
cereit
2. 2 VYs13BUMOCTh HHOpMALNH, MK -2.1
o0OpabaTpIBacMOii B
KOMITBIOTEPHBIX CETSX
3. 2 HopmatuBHo-nipaBoBbie ocHoBbl | [TK -2.1
o0ecTieueHNS 3aIIUThI
nH(popMaLnK B KOMITBIOTEPHBIX
ceTsix
4, 3 Pa3zpaboTtka pernmameHToB K -2.1
nHPOPMAIMOHHON 6€30acHOCTH
KOMIIBIOTEPHBIX ceTel
HpEATIPUSITHS
5. | 3ammra ot cereBbIX arak. Konrpons Tpaduka 2 OcCHOBBI 3axBaTa U aHaJIN3a MK -2.1
cereBoro tpaduka
6. 2 BrrsBnenue cereBbix atak mytem | [IK -2.1
aHanuza Tpaduka
7. 4 CucteMbl 0OHapYKECHUS aTak. MK -2.1
CereBble penieHus
8. | Cpenctea U METOJIBI 3aIIUTHI MHPOPMALIUY B 2 Unentuduxanmys B IIK -2.1
KOMITBIOTEPHBIX CETAX KOMITBIOTEPHBIX CETAX
9. 2 AHTHUBHpYCHAs 3alUTa MK -2.1
KOMIIBIOTEPHBIX CEeTeH




No HupukaTopst
. /_n Paznen qucnuIuimHb Yacsl Tema IeKIMOHHOTO 3aHATHS JIOCTHKEHUS
KOMITCTEHIINU
1 2 3 4 5
10. 2 Kpunrorpaduueckue MeTo bt MK -2.1
3aIIUThl HHPOPMAIIMH B CETAX
11. 1 3amuTa KOMIbIOTEPHOH ceTH C K -2.1
UCIIOJIb30BAaHUEM MEXKCETEBBIX
9KpaHOB
12. 1 [IpoTokonupoBaHue U ayanuT B K -2.1
KOMITBIOTEPHBIX CETAX
13. | 3ammra nHGOPMAINH B BUPTYaTbHBIX YaCTHBIX 1 TexHONOTHA BUPTYaITbHBIX K -2.1
cetsax (VPN) gacTHBIX cereit (VPN)
14. 1 Opraau3anus 3amuTh [IK -2.1
BUPTYQJIbHBIX YAaCTHBIX CETEH
(VPN)
BCEI'O 27
6. CoaepskaHue MPaKTHYECKUX/CEMHUHAPCKUX 3aHATHI
Ne MupuxaTopsl
I /1'_[ Paspen nucuuninnHb Yacsl Tema 3ansaTHA JIOCTHKCHUSA
KOMITCTEHIIHU
1 2 3 4 6
1. | Be3omacHOCTh KOMIBIOTEPHBIX CeTEH 2 Wzyuenne natepdeiica mporpaMMel K -2.3
ananm3aTopa «Ethereal»
2. 2 OuIpTpaIys MaKeTOB U 3aXBaT K -2.3
Tpaduka
3. 4 Amnanu3 npotokojioB Ethernet u ARP K -2.2
4, 4 Amnanu3 npotokojos [P u ICMP K -2.3
5. 4 Amnanu3 npotokoja TCP K -2.2
6. 2 BrIsBIIeHUE CETEBBIX aTaK IMyTEM K -2.3
aHanmm3a Tpaduka
7. | 3ammra oT ceTeBBIX aTak. KoHTponb Tpaduka 4 Br16op cxemBbl ayTeHTUUKAIIH U K -2.3
HacTpoOWKa ImapaMeTpoB
ayTeHTU(UKAIMH KOMIBIOTEPHON CETH
8. 4 Hactpolika IOJIUTHKN MEKCETEBOTO MK -2.3
9KPaHUPOBAHUS C UCIIOJIb30BAaHUEM
npotokoina [PSec. Pa3paboTka u
peanu3alys anropuT™Ma aHaunu3a
JIAaHHBIX POTOKOJIMPOBAHUS B
KOMIIBIOTEPHOU CETH
9. | Cpencrea 1 METO/IbI 3AIUTHI HHOpMALUK B 4 AHTHBHpYCHBIE IPOTPAMMHBIE MK -2.2
KOMITBIOTEPHBIX CETAX KOMIUIEKCHI
10. 2 AHanu3 ceTeBoro Tpaduka myTeMm K -2.2
TCP—ckanupoBaHus
11. | 3aummra HHGOPMAIMU B BUPTYaIbHBIX YaCTHBIX 4 Opranusanus VPN cpeacrsamu IK -2.2
cersix (VPN) npotokosia PPTP
BCEI'O 36
7. Conep:xaHue J1a00paTOPHBIX 3aHATHIA
[TpoBenenmne 1abOpaTOpHBIX 3aHATHI HE TPETYCMOTPEHO YIEOHBIM IJIAHOM
8. CamocrosiTesibHasi paboTa
HNupukaTopst
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
W pabory Yacel ®opma CPC JOCTHKEHUS
KOMITCTEHIINU
1 2 3 5 6
1. | Uzyuenue unrepdeiica nporpaMmsl 3 MIOJIrOTOBKA K NMpaKkTuieckomy 3austuto | 11K -2.3
ananuzatopa «Ethereal»
2. | ®unbTpanus akeToB U 3axBat Tpaduka 3 MIOJI'OTOBKA K MpakTuieckomy 3austuio | TIK -2.3
3. | Anamus nporokosoB Ethernet u ARP 3 MI0JITOTOBKA K MpaKkTuieckomy 3austuio | TIK -2.2
4. | Ananus nporokonos IP u ICMP 2 MIOJITOTOBKA K MpakTuieckomy 3austuio | TIK -2.3
5. | Ananmus nporokona TCP 3 MIOJITOTOBKA K MpakTuieckomy 3austuio | TIK -2.2




HNupukatopsl

Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
’ Y Yacel ®opma CPC JIOCTHKEHUS
n/n paborty
KOMITCTEHIINU
1 2 3 5 6
6. | BoBneHne ceTeBBIX aTak MyTeM aHalIn3a 1 MIOJrOTOBKA K MpaKkTuieckomy 3austuto | 11K -2.3
Tpaduka
7. | Boibop cxembl ayTeHTH(UKAINT 1 2 MIOJIrOTOBKA K MpaKkTuieckomy 3austuto | 11K -2.3

HACTPOMKa MapaMeTpPOB ayTCHTU(UKAIIH
KOMITBIOTEPHOU CeTH

8. | Hacrpoiika moNUTHKN MEXCETEBOTO 2 MMOJITOTOBKA K MpakTHdeckomy 3ausaruto | [1K -2.3
9KPaHUPOBAHUS C HCTIOIb30BAHHEM
npotokoina [PSec. PaspaboTka n
peai3aiys aaropuTMa aHauu3a JaHHBIX
IPOTOKOJIMPOBAHUS B KOMITBIOTEPHOH CeTH

9. | AHTHBHPYCHBIE MPOTrPAMMHBIE KOMIUIEKCHI 3 MOATOTOBKA K MpakThieckomy 3aHsatuto | I1K -2.2
10. | Ananu3 cereBoro Tpaduka mytem TCP— 3 MMOJITOTOBKA K MpaKkTHdeckomy 3ausaruto | [IK -2.2
CKaHUPOBAHUSI
11. | Opranuzanus VPN cpencrsamu nporokosa 2 MIOJIrOTOBKA K MpaKkTuieckomy 3austuto | 11K -2.2
PPTP
BCEI'O 27

8.1 KonTpoJb camocTosiTe1bHON padoThl

MNupukaTopsl
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITENILHYIO
i pabory Yacsl ®opma KCP JOCTHIKEHHUS
KOMITETEHIIMU
1 2 3 5 6
1. | Uzyuenue unrepdeiica nporpaMmsl 2 HOATOTOBKA K IpakTHueckomy 3ausitio, | 1K -2.3
ananuzatopa «Ethereal» NpOBEpKa 3HAHUIT HA MPAKTHYECKOM
3aHSITHU
2. | OunbTpanus MakeToB U 3axBat Tpaduka 1 HOATOTOBKA K IpakTHueckomy 3ansitio, | 1K -2.3
MIPOBEpKa 3HAaHWH HA MPAKTUIECKOM
3aHSITHH
3. | Ananmus nporokonoB Ethernet u ARP 2 MMOJITOTOBKA K MpaKTUIecKoMy 3aHsruto, | [1K -2.2
MIPOBEpKa 3HAaHWH HA MMPAKTUIECKOM
3aHSITHH
4. | Anamu3 nporokonos IP u ICMP 2 MMOJITOTOBKA K MpaKTHIecKoMy 3aHsruto, | [1K -2.3
MIPOBEpKa 3HAHWH HA MMPAKTUIECKOM
3aHSITHH
5. | Ananus nporokona TCP 2 MMOJITOTOBKA K MpaKTUIecKoMy 3aHsruto, | [1K -2.2
NpOBEpKa 3HAHUI HA MPAKTHYECKOM
3aHSTHU
6. | BousiBiieHHe ceTeBBIX aTak MyTeM aHaIn3a 2 HOATOTOBKA K IpakThuueckomy 3ansitio, | 1K -2.3
Tpaduka NpOBEpKa 3HAHUI HA MPAKTHYECKOM
3aHSITHH
7. | Boibop cxembl ayTeHTH(UKALNT 1 4 HOATOTOBKA K IpakThHueckomy 3ansitio, | 1K -2.3
HACTpOIKa apaMeTpoB ayTeHTU(UKALIUH NpOBEpKa 3HAHWI HA MPAKTHYECKOM
KOMITBIOTEPHOM CeTH 3aHITHH
8. | Hactpoiika noJuTHKH MEKCETEBOTO 4 MOJIrOTOBKA K MpaKkTHieckomMy 3austuto, | 1K -2.3
9KPaHUPOBAHMS C UCIIOIH30BAHUEM MIpOBEpKa 3HAHUH HA MPAKTUIECKOM
nporokoua [PSec. Pa3paborka n 3aHATHH
peanuzaiys alropuTMa aHaju3a JaHHbIX
MPOTOKOJIMPOBAHMSI B KOMIBIOTEPHOH CETH
9. | AHTHBHUpYCHBIE TPOTPAMMHBIE KOMILIEKCHI 2 MIpOBEpKa 3HAHUH HA MPAKTUIECKOM MK -2.2
3aHSITHI
10. | Ananus cereBoro Tpaduka myrem TCP— 2 MIPOBEPKA 3HAHUH Ha MPAKTHYECKOM MK -2.2
CKaHUPOBAHHUsI 3aHITHH
11. | Opramamsanus VPN cpeacrBaMu mpoTokosa 4 MOJITOTOBKA K MpaKkTHiecKkoMy 3aHstuto, | 1K -2.2
PPTP NIPOBEPKA 3HAHUN Ha MPAKTHYECKOM
3aHITHH
BCETI'O 27

9. Ucnonb30BaHue peHTHHIOBOM CHCTeMbl OLICHKH 3HAHMI
ITpu oueHKe pe3yiabTaTOB AEATENLHOCTH O0YYAIOIUXCA B paMKaX JUCLUIUIMHBL «YA3BUMOCTb U
0€30IIaCHOCThL BBIYUCIHUTENLHBIX CETEH» HCIIOJIB3YCTCH peﬁTHHFOBaﬂ cuctemMa. MakcumaapbHOE U



MHHAMAJIbHOE KOJMYECTBO OAJUIOB MO Pa3iM4YHBIM BHIaM yueOHOW paboThl omucaHo B «IlonokeHHn o
0a/UIbHO-PEUTHHTOBOW CUCTEME OIICHKH 3HAHHI CTYICHTOB M 00CCIICUCHHUS KaueCcTBa YUeOHOTO IMPOIecca
®I'6OY BO KHUTY.

PeliTuHroBas orneHka GopMHPYETCsl Ha OCHOBAaHUHM TEKYIIETO U MPOMEKYTOYHOIO KOHTPOJIS. 3a
KOHTPOJIbHBIE TOYKU CTYACHT MOXET MOJYYNTh MUHUMAJIBHOE U MaKCUMAIIbHOE KOJIMYECTBO OAILIOB (CM.
TaOIHUILY).

O1eHOYHBIE CPEACTBA KoJa-Bo Mun.oaios Makc.6a/1;10B
5-ii cemecTp
IIpakTHdecKue 3aHATHS 11 36 60
DK3aMeH 1 24 40
Hroro 60 100

10. OuneHouyHble CcpeacTBAa ISl TEKYUIEr0 KOHTPOJISL YCHEeBAeMOCTH, NPOMEKYTOYHOI
aTTecTAlMHU M0 UTOTaM OCBOEHMS UCHUIIIHHBI
OueHouHbIe CpencTBa ISl MPOBEACHUSI TEKYIIEro KOHTPOJIS YCIEBAaEMOCTH, IPOMEKYTOUYHOM
aTTecTallid U UTOTOBOWM aTTeCTallMM pa3padaThIBAIOTCS COTJIACHO IMOJIOKEHHIO 0 DOHAAX OLIEHOYHBIX
CPEICTB, pacCMaTPUBAIOTCA KaK COCTaBHAas 4acTh paboueil mporpaMMbl U O(QOPMIISIFOTCS OTAEIbHBIM
AOKYMCHTOM.

11. UudopmannonHo-MeToAUYeCKOE 00ecTiedeHue JUCIUIIMHBI

11.1. OcHoBHas JiuTEpaTypa

HpI/I HU3YUCHUU OUCHUIIJIMHBI «YSA3BUMOCTD U 6€3OHaCHOCTI> BBIYHCIIMTEILHBIX CETEH» B KaUeCTBE
OCHOBHBIX UCTOYHHKOB HH(OPMAIMH PEKOMEHAYETCS HCIIOJIb30BATh CIESIYIOUIYIO JIUTEPATypy:

OcHOBHbIE MCTOYHUKH MH(POPMAILIUHT KosnuecTBo 3K3eMILISIPOB
B.®. lllansrun, MadopmarronHas 6e3omacHocts | http://znanium.com/go.php?id=1093657
KOMITBIOTEPHBIX cucTeM u cetelt [[Ipouee] Pexxum noctyna: mo nognucke KHUTY
VYuebHoe mocobue: Mocksa : M3narenbckuii JJom
"®OPYM", 2020
I'. M. CyBopoBa, UapopmarronHas https://urait.ru/bcode/467370
6e3omacHocTh [[Ipouee] YueOHoe mocobue s Pexxum noctyna: no noanucke KHUTY

BY30B: Mockaa : IOpaiit, 2021
T. JI. Iapteika, U.U. TTonos, MudopmarmonHas http://new.znanium.com/go.php?id=1081318
6e3onacHocTh [[Ipouee] Cpennee Pexxum noctymna: nmo noanucke KHUTY
npodeccuoHanbHOe 00pazoBaHue: Mocksa :
Wsparenscto "®OPYM", 2020

11.2. lonoiHuTeAbHAS JIUTEPATypa
B kayecTBe [OMONHUTENHHBIX MCTOYHUKOB HWHGOPMAIUU PEKOMEHAYETCS HCIOJIb30BaTh

CIIEYIOIYIO JIUTEPATYpPy:

JlonoJIHUTe/IbHbIE HCTOYHUKH KosnnuyecTBo 3x3eMILIsipoB
uHdopmannu
JI.X. Caduymnnuna, A.P. Kacumosa, f1.C. 5 3k3. YHUL ®I'BOY BO «KHUTVY »

Ps6oB [u ap.], Uudpopmannonnas
6e3omacHoCTb. [IpakTHyeckne acreKThl
[[Tpouee] yueO. mocobue aJis CTyA. BYy30B
creu. "Mudopm. 6e3omnacHocts": CII6. : UL
"Nutepmenus”, 2021

N. A. Manamkesuy, E. C. Ky6amesa, E. H. http://biblioclub.ru/index.php?page=book&id=562246
UYekymaeBa, Madopmarnka u Beraucautenbaas | Pexxum noctyma: mo nognucke KHUTY

texauka. MHpopmammonHas 6e30macHoCThb
aBTOMAaTHU3HPOBaHHBIX cucTeM [[Ipouee]
yueGHO-MeTomuecKoe nocobue: Momxap-Ona
:MI'TY, 2019

A. A. Ilerpos, Komnprotepras 6e3omacHocTb. | http://www.iprbookshop.ru/87998.html
Kpunrorpadudeckne MeTopl 3aUThI Pexxum noctyna: no nognucke KHUTY




[OnextponHublid pecypc] : Caparos :
[TpodobpazoBanue, 2019

C. I1. IManacenko, K. 5. Meithuk, CmapT- https://e.lanbook.com/book/116128
KapThl 1 HHGOpPMAIIMOHHAs 0€30MMacHOCTh Pexxum noctyna: o nognucke KHUTY
[DnexTponHsblit pecypc] : Mocksa : JIMK
IIpecc, 2018

11.3. DyeKTpOHHBbIE HCTOYHUKHN HHGOPMALUH
[Mlpy wu3ydeHUH JUCHMIUIMHBI «YS3BUMOCTh M O€30IACHOCTh BBIYMCIUTEIBHBIX —CETEH»
MPEYCMOTPEHO HCITOJIb30BAHHE DIICKTPOHHBIX UCTOYHUKOB HH(OPMAITUH:
. Dnexrponnslii karanor YHUL] KHUTY: Pexxum nocrtyma: http://ruslan.kstu.ru/
. OBC «Jlanb»:Pexxum gocryna: https://e.lanbook.com
. O6pazoBarenpHas maTdopma «HOpaiity: Pexxum nocryma: https://urait.ru/
. OBC «Znanium.comy: Pexxum gocryna: http://znanium.com/
. OBC YuuBepcurerckas 6ubnuoreka omnaiia: Pexxum nocryna: http://biblioclub.ru/
. OBC IPRbooks: Pexxum gocrymna: http://www.iprbookshop.ru/
. OBC BOOK.ru : Pexxum mocryna: https://www.book.ru/
. Hayunas snexktponnas 6ubnuoreka https://elibrary.ru/
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11.4. IlpodecconaibHbIe 6a3bl JAHHBIX U HHPOPMAIHOHHBbIE CTIPABOYHbIE CHCTEMBI

ba3b1 maHHBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/

zbMath : https://zbmath.org/

NHupopmaninoHHble CLIPaBOYHBIE CHCTEMBI
CrpaBouno-nipaBoBas cucrema «[’APAHT» [loctyn cBoOoHBINA: www.garant.ru
CrnpaBouHno-npaBoBas cucreMa «Koncynbrantlnroc» Jloctyn cBoOogHBIN: Www.consultant.ru

12. MaTepl/IaJII)HO-TeXHI/[‘-IeCKOE odecrneuyeHue AUCHHUIIIIMHBI

JInneH3npoBaHHOE IPOrpaMMHOE oOecrieueHne U CBOOOIHO PacIpoCTpaHsIeMoe MPOrpaMMHOE
oOecrieueHne, B TOM YUCIIE OTEYeCTBEHHOTO IIPOM3BOJICTBA, HCIOIb3yeMOe B y4eOHOM IpoIiecce MpH
OCBOCHUMU AUCIIHUIIIINHBI «YSI3BUMOCTB U 0€30I1aCHOCTb BEIUUCIUTEIBLHBIX CETEH:

OducHsie u genossie nporpammel: ABBYY FineReader 9.0 npod;
Oducueie u nenoseie mporpammbl: MS Office 2007 Russian;
Odwucusie u aenoseie mporpammbl: MS Office 2007 Professional Russian;
Oduchslie u nenossie mporpammbl: MS Office 2010-2016 Standard
Apxusarop 7 Zip
brnoknot Notepad
Sunekc bpaysep
1. JIekunOHHBIE 3aHATHS:
a. KOMILJIEKT 3JIEKTPOHHBIX MTpe3eHTAallHi/CclaiiioB,
b. aynuTopus, ocHaIlleHHAas! TPE3eHTAMOHHON TEXHUKON (TIPOEKTOp, 3KpaH, KOMIBbIOTEP/HOYTOYK, ...)

2. JJabopatopHbie pabOThI
a. madoparopus kadeapsr «b»,

b. m1aG1I0HBI OTYETOB 10 TAOOPATOPHBIM pabOTaM.

3. IIpouee



a. pabouee MECTO IpenogaBaresi, OCHAIIEHHOEe KOMITBIOTEPOM C TocTyroM B HTepHeT,
b. paboune Mecra aJisi CTYZCHTOB B KOJIMYECTBE HE MeHee 15-Tu.

[TomernieHus A1 CaMOCTOSITEILHON pabOTHI OCHAIIEHBI KOMITBIOTEPHOM TEXHUKOM
C BO3MOKHOCTBIO OJKIFOUEHUS K ceTH «/IHTepHeT» u 0OeciedeHbl JOCTYIIOM B 3JIEKTPOHHYIO
uHpopmannonnyio cpeny KHUTY.

13. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

KosmdecTBO 4acoB 3aHSATHI, MPOBOJMMBIX B MHTEPAKTHBHBIX (OpMax B y4eOHOM Ipoliecce 1o
TUCIUILTHHE «Y I3BUMOCTh ¥ 0€30MaCHOCTh BBIYUCIUTEIBHBIX CETeH» cocTaBsieT 18 .

B mporecce ocBOEHUS IUCIHUILTUHBI «YS3BUMOCTh M O€30MACHOCTh BBIYUCIUTEIBHBIX CETEH»
UCTIOJB3YIOTCS CIEAYIOINEe 00pa3oBaTeIbHbIC TEXHOIOTHUH:
* CUCTEMBI JJUCTaHIIHOHHOTO OOYYCHHUSI.



