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1. Ilesan ocBOEHMSI AN CIUIIJIMHBI

[enstmu 0CBOCHUSI TUCTUTUTUHBI «CUCTEMBI U CETH Tepeaadu HHPOPMAITUN SIBISIOTCS:
a) TeOpETHUYECKasi U MHKEHEPHAs TOATOTOBKA CTYICHTOB B 00JIACTH KOMITBIOTEPHBIX CETEeH U CUCTEM
nepenayn uHGopMaImu.
0) popmupoBaHue y ciymaresneii 3HaHW, YMEHUN U HABBIKOB, HEOOXOAMMBIX JJIS
OIICHKHM TEXHUYECKHX BO3MOKHOCTEH MH()OPMAIIMOHHBIX CETEH U CHCTEM Tiepeadun nH(opManuu
00II1ero U CIeNUalbHOr0 Ha3HAUYEeHUS.

2. MecTo TUCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpamMMbl

Jucuummna «CHUCTeMBbl ¥ CeTH nepeaayn HHpopMaum oTHOCUTCS K o0s3arenbHoi yactu OOIT
u Qopmupyer y oOydarommuxcsi M0 crHeudanu3auud  «TexXHOIoruu 3amuTbl HHpOpMALUU B
MIPaBOOXPAHUTEILHOM cepey» HaOop 3HAHUH, YMEHUI, HABBIKOB M KOMITCTCHITUH.

Jiis  ycrnemHoro ocBoeHus AMcUUIUIMHBL  «CuCTeMbl M CeTH Iepenadyd  HHGOpMaIum»
oOyuaromuiics mo cnenuaigbHocTH 10.05.05 «be3omacHOCT, WH(POPMALMOHHBIX TEXHOJOTHH B
IIPAaBOOXPAHUTEIBHOM chepe» N0JIKEH OCBOUTh MaTepuall IPEALECTBYIOMIMX JTUCIUITINH:

1. UndpopmaTuka
2. SI3pIKu IporpaMMUpPOBaHUS

Hucunmmua «CucTeMbl W CeTH Tepenadn HH(POpPMalum» SBISIETCS TMPEANISCTBYIOMEH |

Heo0X0AuMa JUIsl YCIIEUTHOT'O OCBOECHUS OCIEYIOIUX AUCHUIUINH:
1. Be3omacHOCTh KOPIOPATUBHBIX HH(OPMAITHOHHBIX CUCTEM
2. 3amuTta UH(GOPMAIIMOHHBIX ITPOLECCOB B KOMIIBIOTEPHBIX CUCTEMAX
3. KommnekcHast cucteMa 3amuThl HHPOPMALUU HA TIPEANPUSTHH

3. KoMnerenuuu oﬁyqammerocﬂ, (bopanyeMble B pe3yJibTarTe 0OCBOCHUSA TUCHUITINHBI

OIIK-11 Cnoco0eH UCIO0JIB30BATH ABTOMATH3UPOBAHHbIe HHPOPMALMOHHbIE CUCTEMBbI B PO(ecCHOHAIbHOMI
IeATeTbHOCTH

OIIK-11.1. 3HaeT MPUHIIUIIBI MPOSKTUPOBAHUS COBPEMEHHBIX JIOKANTBHBIX U TJI00aJIBHBIX CETeH, MPOTOKOIBI M TEXHOJIOTUH
CHCTEM CBSI3U

OIIK-11.2. YMmeer HacTpauBaTh JOKAJbHbIC U TI00AJIBHBIE CETH, CETEBOE KOMMYTAIIHOHHOE 000pyI0BaHHE

OIIK-11.3. Brnageet HaBbIKaMU 3KCIUTyaTallMH U TIOJJCPKKHA B PAOOTOCTIOCOOHOM COCTOSTHUH JIOKAIBHBIX U TJI00aTbHBIX

ceTell 1 KOMMYTAallMOHHOTO 000PYI0BaHUS

B pe3yJjbTaTe 0CBOCHUA TUCIHUIIJIHHDBI oﬁyqamnmﬁcﬂ JOJIKECH

3Harn:

ATAJIOHHYIO MOJIEJIb B3aUMOJIEHCTBUS OTKPBITBIX CUCTEM, METOJIbI KOMMYTAIlUU U MaplIpyTU3aLUH,
CETEBbIE IPOTOKOJIBI

YMmerTh:

MPOBOJUTH aHAJIN3 MTOKa3aTeield KaYeCTBa CETEN U CUCTEM CBSI3U

Baanern:

METOJMKOI aHan3a CETEBOro Tpa(bI/IKa

4. CTPYKTYpa M cojiep:KaHue TUCIHUIIHHbI
OO6mas TpyA0€MKOCTh TUCIIUIUIMHBI COCTABISIET 4 3a4eTHBIE eIMHUITEI, 144 Jaca.
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5. Collepmalme JeKIMOHHBIX 3aHATHI 10 TeMaM

Pa3zlen JUCTIUITIIMHBI

Yacer

Tema JICKIIMOHHOT'O 3aHATHA

MNupaukaTopel

KOMIICTCHIINH

JOCTHUKCHUA

4

5

OCHOBEI ceTel

[Tpsimast MmapipyTu3anms

OIlK-11.1
OIIK-11.2
OIIK-11.3

KommyTtanus

OIlK-11.1
OIIK-11.2
OIlK-11.3

VLAN

OIIK-11.1
OIlK-11.2
OIlK-11.3

Macka noacetu

OIIK-11.1
OIlK-11.2
OIlK-11.3

KocBennas mapmpyTrusanus

OIIK-11.1
OIIK-11.2
OIIK-11.3

Cetu TCP/IP. IIpuxiagHoit ypoBeHb

WI-FI

OIlK-11.1
OIIK-11.2
OIIK-11.3

[Iporokon FTP

OIlK-11.1
OIlK-11.2
OIIK-11.3

[Iporoxon HTTP

OIlK-11.1

OIlK-11.2
OIIK-11.3

2 DNS

OIIK-11.1
OIlK-11.2
OIIK-11.3

BCETO

18

6. Conep:kaHue MPaKTHYECKUX/CEMUHAPCKUX 3aHATHI
[TpoBeneHMe MPAKTUYECKUX/CEMUHAPCKUX 3aHATHI HE TPETyCMOTPEHO YYEOHBIM TIIaHOM

7. Conep:xaHue 1a00paATOPHBIX 3aHATHIA



WNnnukarto
pHI
Ne Pa3nen aucuuniauHb Yacsl Tewma 3aHsTHS floCTIDREH
n/n ust
KOMIIETEHII
20y
1 2 3 4 6
1. | OcHoBEI ceTeit 4 [psimast MapmpyTH3aIHs OIlK-11.1
OIIK-11.2
OIIK-11.3
2. 4 KommyTanus OIlK-11.1
OIIK-11.2
OIIK-11.3
3. 4 VLAN OIIK-11.1
OIIK-11.2
OIIK-11.3
4, 4 Macka nojacetu OIIK-11.1
OIIK-11.2
OIIK-11.3
5. 4 KocBenHas Mapmpyrusanus OIIK-11.1
OIIK-11.2
OIIK-11.3
6. | Cetu TCP/IP. IlpukiaaHoit ypoBeHb 4 WI-FI OIIK-11.1
OIIK-11.2
OIIK-11.3
7. 4 [Ipotokon FTP OIlK-11.1
OIIK-11.2
OIIK-11.3
8. 4 IIpotoxkon HTTP OIlK-11.1
OIIK-11.2
OIIK-11.3
9. 4 DNS OIIK-11.1
OIlIK-11.2
OIIK-11.3
BCEI'O 36
8. CamocrosiTesibHast padoTa
HuaukaTopsl
Ne TeMbl, BRIHOCHMBIE Ha CAMOCTOSITEIILHYIO
i paboty Yacol ®opma CPC JOCTHXKEHUS
KOMITCTEHIINU
1 2 3 5 6
1. | IIpssmas MapmpyTH3anus 4 odopmIieHre 0TIETOB, TOATOTOBKA K OIlK-11.1
nabopaTopHOi paboTe, MpopadoTKa OIIK-11.2
TEOPETUIECKOTO MaTepraia OIIK-11.3
2. | KommyTranus 4 odopmIieHrEe 0TIETOB, TOATOTOBKA K OIlK-11.1
nabopatopHoit pabote, mpopaboTka OIIK-11.2
TEOPETUIECKOT0 MaTepuaia OIIK-11.3
3. | VLAN 4 odopmIieHre 0TIETOB, IOATOTOBKA K OIIK-11.1
naboparopHoit pabote, mpopaboTka OIIK-11.2
TEOPETUIECKOT0 MaTepuaia OIIK-11.3
4. | Macka mosceTn 4 odopmIieHre 0TIETOB, TIOATOTOBKA K OIIK-11.1
nabopatopHoit pabote, mpopaboTka OIIK-11.2
TEOPETUYECKOT0 MaTepuaa OIIK-11.3
5. | Kocennas mapupyruzanms 4 oopmileHnEe OTYETOB, MOJITOTOBKA K OIlK-11.1
nabopaTopHOii paboTe, MpopadoTKa OIlK-11.2
TEOPETUYECKOr0 MaTepuaa OIIK-11.3
6. | WI-FI 2 oopmileHnEe OTYETOB, MOJIrOTOBKA K OIlK-11.1
nabopaTopHO# paboTe, MpopadoTKa OIIK-11.2
TEOPETUYECKOr0 MaTepuaa OIIK-11.3
7. | IIpotokoxn FTP 2 odopmileHne 0TYETOB, MOJTOTOBKA K OIlK-11.1
nabopaTopHOii paboTe, mpopadoTKa OIIK-11.2
TEOPETUIECKOT0 MaTepHaia OIIK-11.3
8. | IIporokom HTTP 2 odopmicHHE OTIETOB, IOATOTOBKA K OIIK-11.1
nabopatopHoit paboTe, mpopadoTKa OIIK-11.2
TEOPETUIECKOT0 MaTepHaia OIIK-11.3




Tembl, BBIHOCHMBIE HA CAMOCTOSITEITbHYIO
paborty

Yacwl

®opma CPC

HNupukatopsl
TIOCTHIKEHHUS
KOMIICTCHIIMH

2

5

6

DNS

oopmiteHHE OTYETOB, MOTOTOBKA K
nabopaTopHoii pabote, mpopaboTka
TEOPETHYECKOr0 MaTepuaa

OIlK-11.1
OIlK-11.2
OIIK-11.3

BCETO

27

8.1 KonTpoJb camocTosiTe1bHOM pad

OTbI

Ne
n/n

TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
paboty

Yacwr

®opma KCP

MunukaTopsl
TOCTHKCHHUS
KOMIICTCHIINH

2

5

6

IIpsimas mapuIpyTu3anus

pueM J1abopaTopHOI paboThI

OIIK-11.1
OIIK-11.2
OIIK-11.3

KommyTtanuus

pueM J1abopaTopHOIT paboTh

OIlK-11.1
OIIK-11.2
OIIK-11.3

VLAN

mpueM J1abopaTopHOIT paboTh

OIlK-11.1
OIlK-11.2
OIlK-11.3

Macka noaceTu

npueM J1abopaTopHOi paboThI

OIIK-11.1
OIlK-11.2
OIlK-11.3

KocBennas MapmpyTusanus

npueM JabopaTopHOi paboThI

OIIK-11.1
OIlK-11.2
OIlK-11.3

WI-FI

npueM J1abopaTopHOi paboThI

OIIK-11.1
OIIK-11.2
OIIK-11.3

IIporokon FTP

mpueM J1abopaTopHOI paboThI

OIlK-11.1
OIlK-11.2
OIIK-11.3

IIporoxon HTTP

mpueM J1abopaTopHOI paboThI

OIlK-11.1
OIlK-11.2
OIlK-11.3

DNS

npueM J1abopaTopHOU paboThI

OIIK-11.1
OIlK-11.2
OIlK-11.3

BCETO

27

9. Ucnosib30BaHMe PEHTHHIOBOM CHCTEMbI OLIEHKH 3HAHM I
[Tpu onieHKe pe3yabTaTOB JIEATEIBHOCTH O0yUaIOUIMXCs B paMKax AUCHUIUIMHBI «CHCTEMBI U CETU
nepegayn HMHGOpMAIMM» HCHOJB3YeTCs pelTHHroBas cucremMa. MakcUMaabHOE M MHHHMaJbHOE
KOJIMYECTBO OaJIOB IO pa3IMYHBIM BHAaM y4deOHOW paboThl ommcaHo B «llomoxxeHnu o OamibHO-
PEUTHHTOBOM cHcTeMe OLIEHKH 3HAaHUM CTYJIEHTOB M o0ecreueHns KauecTBa yueOoHoro mpoueccay @I'bOY

BO KHHUTY.

Peiitunronas OIICHKa (bOpMI/IpyeTCH Ha OCHOBAHUH TCKYHICTO U NPOMCKYTOUYHOTO KOHTPOJIA. 3a
KOHTPOJIbHBIC TOYKH CTYACHT MOXET MOJYUYUTh MUHUMAJIBHOC U MaKCUMAJIBHOE KOJIMYECTBO OamioB (CM.

TaONIUILY).
OueHOYHBIE CPeICTBA KoJ-Bo MuH.0a/1710B Makc.0a/1710B
4-ii cemecTp
JlabopaTopHas pabora 9 36 60
OK3aMeH 1 24 40
Hroro 60 100
10. OuneHouyHble cpeacTBa ISl TEKYUIEr0 KOHTPOJISL YCHEeBAeMOCTH, NPOMEKYTOYHOMI

aTTeCTAllMH IO UTOIraM OCBOCHHUSA JHCHUIIINHBI




OueHoYHBIE CpEACTBA Il MPOBEACHUS TEKYLIEro KOHTPOJS YCIIEBAEMOCTH, IPOMEKYTOYHOMN
aTTecTalldd U UTOTOBOW aTTECTAIlMH Pa3padaThIBAIOTCS COTJACHO MOJIOKEHHIO 0 DOHAAX OIEHOYHBIX
CPEICTB, pacCMaTpPUBAIOTCA KaK COCTaBHasg 4acTh paboueil mporpaMMbl U O(QOPMIISIOTCS OTIEIbHBIM
JIOKYMEHTOM.

11. UadopmanmnonHo-MeTOAUYECKOE 00ecTIedeHre JUCIUIIMHBI

11.1. OcHoBHas JuTEpaTypa

[Tpu n3yuennn nuctuiinHbl «CHCTEMBI M CETH Tepefadn MH(OopMaIum» B Ka4ecTBE OCHOBHBIX
HMCTOYHUKOB MHGOpMAIIUU PEKOMEHAYETCs HCIOIb30BaTh CASAYIOUIYIO JIUTEPATYPY:

OcHOBHbIE HCTOYHMKH HHPOPMAIINH KoJyinuecTBo IK3eMILISIPOB
A. B. Ky3un, [I.A. Ky3un, KomnetorepHbie http://znanium.com/go.php?id=1088380
cetu [[Ipouee] YueOHoe mocobue: Mockaa : Pexxum nocryna: mo noamucke KHUTY

WUzparenscto "®OPYM", 2020
H. M. Kosran, Komnerotepusie cetu [[Ipouee] | http://biblioclub.ru/index.php?page=book&id=599948

yuebnoe nmocodbue: Munck : PUIIO, 2019 Pexum goctyna: no noanucke KHUTY
H. B. Makcumos, 1. U. ITonos, http://znanium.com/go.php?id=983166
Kommnsrorepusie cetu [[Ipouee] YueOnoe Pexxum noctyna: mo nognucke KHUTY

nocobue: Mockaa : U3marensctso "OOPYM";
Mocksa : OOO "HayuyHo-HU3/1aTenbCKUI LIEHTP
NH®PA-M", 2019

11.2. lonoiHuTEIbHAS JIUTEPATypa
B kadectBe JOIIOJIHUTCIIbHBIX HMCTOYHHUKOB I/IH(i)OpMaIII/II/I PEKOMCHAYCTCA HUCIIOJb30BaTh

CIIEAYIOIYIO JINTEPATYpPY:
JlonoJIHUTeIbHbIE HCTOYHUKH HH(OPMALIMHU KosmuecTBo 3K3eMILISIPOB
A. B. Hukynus,, B. B. ApTiomienko,, http://www.iprbookshop.ru/99345.html
KoMmnbrorepHsle ceTr U TENEKOMMYyHUKALUH Pexxum nocryna: no noanucke KHUTY

[[Ipouee] yueOHO-METOANYECKOE TOCOOHE TIO
PYCCKOMY SI3bIKY KaK HHOCTPAHHOMY:
Hosocubupck : HoBocubupckuii
roCyJapCTBEHHBIM TEXHUYECKUM YHUBEPCUTET,

2020
J1. B. ®omun, KoMmnbioTepHbIe ceTH: yueOHO- http://doi.org/10.23681/575232
METOAUYECKOE IMOCOOUE 110 BBIIOJIHEHUIO Pexxum noctyna: no noanucke KHUTY

pacueTHo-Tpaduueckoit padotsl [[Ipouee]
yuebHO-MeToqnueckoe nocodue: Mocksa|bepnun
: upext-Menua, 2019

N6e Onuep, KoMmbrOTepHBIE CETH U CITYKOBI http://www.iprbookshop.ru/87999.html
YAQJIEHHOTO JIOCTYIA [ DJIeKTPOHHBIN pecypc] : Pexxum noctymna: nmo noanucke KHUTY
Caparos : IIpodo6pa3zoBanue, 2019

M. B. [IubpoB, KommbroTepHbie ceTH u https://urait.ru/bcode/453065

TelleKoMMYHUKanuu. Mapupyrtuzanus B [P-cesax | Pexxum nocryna: no noanucke KHUTY
B 2 4. Yacts 2 [IIpouee] YueOHUK U IPaAKTUKYM
Jnst CI1O: Mockaa : FOpaiit, 2020

B. I'. Kapramesckuii, H. B. Kupeesa, b. S1. http://lwww.iprbookshop.ru/71846.html
Jluxtouaaep [u ap.], KomnsrorepHbie cetn Pexxum noctyna: mo nognucke KHUTY
[DnexTpoHHEI pecypc] YueOnuk: Camapa :
[ToBomKCKMI TOCYAAPCTBEHHBI YHUBEPCUTET
TeJIEKOMMYHHKAIMH 1 nHopmaTku, 2016

11.3. DyIeKTpOHHBIC HCTOYHUKH HH(pOPMaLH
[lpn wm3yyeHnn mucrumuiMHbl «CHCTEMBI W CETH TepeAadn HHGOpMALuM» MpPeayCMOTPEHO
HCIIOJIb30BAHUC 3JICKTPOHHBIX NCTOYHUKOB I/IH(bOpMaI_II/II/IZ

1. Dnextponnsiii katanor YHUL KHUTY: Pexxum nocryma: http://ruslan.kstu.ru/
2. OBC «Jlanb»:Pexxum noctyma: https://e.lanbook.com



3. O6pazoBarensHas maathopma «HOpaiit»: Pexxum noctyna: https://urait.ru/

4. OBC «Znanium.comy»: Pexxum noctyna: http://znanium.com/

5. OBC YHuBepcurterckas oubnmoreka onnaiH: Pexxum nocryma: http://biblioclub.ru/
6. OBC IPRbooks: Pexxum nocryma: http://www.iprbookshop.ru/

7. 9bC BOOK.ru : Pexxum nocryna: https://www.book.ru/

8. Hayunas snextponnas 6ubnmoreka https://elibrary.ru/

YHUL
Coznacoeéano

11.4. IIpodeccuonaibHbIe 6a3bl JAHHBIX U HHPOPMAIHOHHBbIE CTIPABOYHbIE CHCTEMBI

ba3sl naHHbBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/

zbMath : https://zbmath.org/

WudopmanroHHbIe CIPaBOYHBIE CHCTEMBI
CnpaBouno-npaBoBas cucreMa «I’APAHT» Jloctyn cBoGOIHBINM: WwWW.garant.ru
CrpaBouno-mipaBoBas cucrema «Koncynsrantllnrocy Jloctym cBoOoaHbI: www.consultant.ru

12. MarepuajJbHO-TeXHHYECKOEe OOecnedeHue 1 CIUTIIUHbI

.HI/II_IGHSI/IpOBaHHOG IIpOrpaMMHOC obecneyeHue u CBO60,I[HO pacipocCcTpaHiaACMOC IIPOTrPaMMHOC
O6€CH€‘I€HI/I€, B TOM YHCJIC OTCUCCTBCHHOI'O IIPOMU3BOJACTBA, UCIIOJIB3YyEMOC B y‘~IC6HOM mpouecce npu
OCBOCHHUHU NHUCIHUIIIINHBI «CucTeMbl U ceTH nepeaauun I/IH(I)OpMaI_II/II/I»Z

Oducusle u nenoseie nporpamMbl: ABBY'Y FineReader 9.0 npod;
Oducubie u nenosbie mporpammbl: MS Office 2007 Russian;
Oducusie u nenoseie nporpammbl: MS Office 2007 Professional Russian;
Oducueie u aenossie mporpammbr: MS Office 2010-2016 Standard
Apxusatop 7 Zip
brnoknot Notepad
SAunnexc bpaysep
1. Buptyansnsie mamunsl VirtualBOX (GNU GENERAL PUBLIC LICENSE)
. Cumynsarop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)
. Onepaunonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)
. Sendmail - SMTP cepsep (Sendmail License)
. POP3 cepsep (BSD License)
. IMAP4 cepsep (BSD License)
. NTP cepsep (BSD License)
9. MexcereBoii akpan iptables (GNU GENERAL PUBLIC LICENSE)
10. MexcereBoii akpan Firewalld (GNU GENERAL PUBLIC LICENSE)
11. Ckanep cereBoit 6e3omacnoctu nmap (GNU GENERAL PUBLIC LICENSE)
12. Cucrema obnapysxenus atak snort (GNU GENERAL PUBLIC LICENSE)
13. Cucrema CHHXpPOHU3AIUH JAHHBIX ISyNc

0 ~NONO1 A~ W

VY4eOHble ayIUTOPUH [T IPOBEICHUS YUEOHBIX 3aHATHI OCHAIIICHBI 000PYI0OBaHUEM:
1. Aynuropus I1-7;

TCXHUUCCKHUMU CPCACTBAMU 06yquH51:



1. TunoBoii KOMIIIEKT yueOHOTro 000pyaoBanus «I 100anbHbIe KOMIIBIOTEPHBIE CETH ,
2. TumoBo# KOMIUTEKT y4eOHOT0 000pynoBanus «KopropaTruBHbIE KOMIIBIOTEPHBIE CETH .

[TomereHus A1 CaMOCTOSTEIILHOM padOThl OCHAIIEHBI KOMITBIOTEPHOM TEXHUKOM:
aynuropus 1M1-107,

C BO3MOXKHOCTBIO TTOJIKIIFOUCHHS K ceTH «/HTepHeT» U 00eCTIedeHbl JOCTYIIOM B JIEKTPOHHYIO
uHpopmannonnyio cpeny KHUTY.

13. O6pa3oBarTe/ibHbIE TEXHOJIOTUH
KonnyecTBo 4acoB 3aHATHI, MPOBOAMMBIX B MHTEPAKTHBHBIX (pOpMax B y4eOHOM Ipoliecce Mo
muctuminHe «CHCTeMbl U CeTH nepeaadn nHhopMaum» coctapuseT 18 .
B mponecce OCBOCHUA AUCHUIIIIMHBI «CucreMsl U CeTH nepcaauun I/IH(i)OpMaLII/II/I» HCIIOJIB3YIOTCA
cleayromre o0pa3oBaTelbHble TEXHOJIOTHH:
* TBOPYECKHUE 3a/IaHHUS;
* paboTa B MaJbIX TPYIIaX;
* AUCKYCCHUA,
* 00yyJaromue urpsl (poJeBble UTPhI, UMUTAINH, JIEIOBbIE UTPHI K 00pa3oBaTeIbHbIC UTPHI);
¢® CUCTEMBbI JUCTAHIITMOHHOI'O O6yT-IeHI/I$I.



