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PabGouass mporpamMma cocrtaBiieHa ¢ y4€ToM TpeOoBaHui DenepaqbHOTO TOCYAAPCTBEHHOTO
obpazoBarensHOro ctagaapta (mpuka3 Ne 1461 ot 22.11.2020) o cnenmansaoctu 10.05.05 Be3omacHOCTh
MHGOPMALIMOHHBIX TEXHOJOTMH B NPaBOOXpAaHMUTEIbHOW cdepe i crnenuanuzanuud «TexHOonoruu
3aluUThl MH()OpPMAIIMKM B TPABOOXPAHHUTEIBHOU cdepe» Ha OCHOBAaHMM YYEOHBIX IUTAHOB Habopa
obyuaronuxcs 2022 rona.

Pa3paboTunk nporpaMmsi:

3aBenyrommii kKageapoit B.A. boromormnos

COIr'J1ACOBAHO

Pabouas mporpamma paccMoTpeHa W ofoOpeHa Ha 3acemanuu kKadenpel «MHpopmannoHHas
0e30macHOCThY, TPOTOKOJ OT 16.05.2022 1. Neo 10.

3aBenyrommii kageapoit  Coznacosano B.A. boromosos

YTBEPXKIAEHO
Hauvaneauk nentpa Y ML Ymeeporcoaro JLLA. KuraeBa



1. Ilesan ocBOEHMSI AN CIUIIJIMHBI
[ensiMu OCBOCHHSI NTUCHUIUIHHBI «be30MacHOCTh KOPIMOPATUBHBIX WH(MOPMAIMOHHBIX CHCTEM)
SIBJISIIOTCSI:
a) 3HAKOMCTBO C OCHOBHBIMHU MOHSITHUSIMHA B KOPTIIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEMAX;
0) Mmoy4eHne TEOPETUUECKUX 3HAHUH 10 0€3011aCHOCTH KOPIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEM;
B) TIOJTyY€HUE HABBIKOB 3aIIUTHI KOPIIOPATHBHBIX HH(POPMAIIMOHHBIX CHCTEM.

2. MecTo AUCHMILVINHBI B CTPYKTYpe 00pa30BaTeIbHOM NPOrpaMMbl

JucuumnHa «be3onacHOCT  KOPIOPAaTHBHBIX HMH(OPMAIMOHHBIX CHCTEM» OTHOCHTCA K
bopmupyeMoii yyacTHuKaMu oOpa3oBarenbHbIX oTHOIIEeHUH yactu OOIl u Gpopmupyet y obydaroniuxcs
no crenuanu3anuy «TexHoaoruu 3amuTsl HHGOPMAIUU B IPAaBOOXPAHUTENbHON cdepe» Habop 3HAHUM,
YMEHUH, HABBIKOB U KOMIIETCHIIUH.

JUis ycnemHoro OCBOEHMs AMCLUUILUIMHBI «be30macHOCTh KOPIOpPAaTHBHBIX HH()OPMALMOHHBIX
cucrem» obydaronmiics nmo cnenuanbHocTd 10.05.05 «be3omacHOCTh MHPOPMALMOHHBIX TEXHOJOTHHA B
IIPAaBOOXPAHUTEIBHOM chepe» N0IKEH OCBOUTh MaTepuall IPEALECTBYIOIIMNX JIUCIHUILINH:

1. UndpopmaTuka
2. CpencTBa U cUCTEMbl TEXHHUUECKOro o0ecrieueHust 00pabOTKH, XpaHEHUs U IepeJadn
uH(popMauu

Hucuuminba  «be3onacHOCTh  KOPIIOPAaTUBHBIX ~ MH(MOPMALMOHHBIX  CHUCTEM»  SIBJISETCS
IIpeLIECTBYIOLIEH U HE0OX0AUMA JJIs1 YCIIETHOTO OCBOCHHUS ITOCIIEYIOIUX IUCHUIUIINH:

1. 3amuTa OT pa3pylarIMX NIPOrPaMMHBIX BO3JEHCTBUI

3. Komnerennuu odyuaromierocsi, popMupyemMbie B pe3yibTaTe 0CBOCHHUS THCHUILIHHBI

IIK -2 CnocodeH o0ecnieduTh 6€30MaCHOCTh KOMIILIOTEPHBIX CeTeil, B TOM YHCJIe ¢ UCIO0JIb30BaHHEM NPOrPaMMHO-
anmapaTHbIX CPEICTB 3aIUTHI HH(POPMAIHNH, 000CHOBATH M MPOKOHTPOJIMPOBATH Pe3yJILTAThI yIPaBJIeHYeCKHX
peuieHuii B 00s1acTu 6e3onacHoCcTH HHGOPMALMH ABTOMATU3UPOBAHHBIX CHCTEM

[1K -2.1. 3HaeT NpUHIMITBI IIOCTPOESHUS KOMITBIOTEPHBIX CETEH, MOPSIOK PealN3alii METO/I0B U CPEICTB MEKCETEBOTO
9KPaHUPOBAaHMS, NCTOUYHUKH Yrpo3 HH(YOPMAIMOHHOW 0€3011aCHOCTH B KOMITBIOTEPHBIX CETAX W MEPHI M0 MX
MIPEAO0TBPALIEHHUIO, TIPUHIUITEI PA0OTHI M NIPABMIIA SKCILTyaTalluy SKCIUTyaTHPYEMBIX ITPOTPaMMHO-AIIIapaTHBIX CPEICTB
3alUThI HH(bOpMaL[HI/I, HOpPMAaTHUBHBIC IPABOBLIC AKTHI B oOJactu 3alIUThI I/IH(I)OpMaL[I/II/I, PYKOBOJAAIIUE U METOJUICCKUC
JOKYMCHTBI YIIOJTHOMOYCHHBIX q)ez(epanLme OpraHoB HUCIIOJIHUTEIIFHOM BJIACTH T10 3alIUTC I/IH(bOpMaHI/II/I

IIK -2.2. YMeeT orieHHBaTh yrpo3bl 0€30MacHOCTH HH(POPMAIUN B KOMIIBIOTEPHBIX CETSIX, HACTPAUBaTh IIPaBUiIa
(bl/IJ'II)TpaHI/II/I MMaKCTOB B KOMITbIOTCPHBIX CETAX, OLICHUBATH ONITUMAJIBHOCTD BI)I60pa MporpaMMHO-amnmnapaTHbIX CPEACTB
32U THl HHPOPMAIIMHU U X PEKUMOB (DYHKIIHOHHPOBAHMS B KOMITBIOTEPHBIX CETSIX, 000CHOBBIBATH BEIOOP MCIIONIB3YEMbIX
MIPOTrPaMMHO-aIIapaTHBIX CPEACTB 3aINUTH HHPOPMAIMN B KOMITBIOTEPHBIX CETSIX

1K -2.3. Bnaseet HaBbIKaMu NPUMEHEHHsI IPOIPaMMHO-aIapaTHBIX CPEACTB 3alIUThl HHPOPMAIMH B KOMITBIOTEPHBIX
CeTsAX W ynpasiieHns! pyHKIMOHUPOBAHHEM ITPOTPAMMHO-AIIAPATHBIX CPEJICTB 3aIIUTHl HHPOPMAIMU B KOMITBIOTEPHBIX

CCTAX

B pesyabTare 0cBOCHHSI JUCHHUIINHBI 00Y4AI0IIHIICS T0JIKEH

3HaThb:

Kak 00ecreunTh 0€30MacHOCTh KOMITBIOTEPHBIX CETEH, B TOM YHCIIE C UCITOJIb30BAaHUEM ITPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3alIUTHl HHPOPMAIUU, 000CHOBATH U TPOKOHTPOIUPOBATH PE3YIIbTATHI
yIpaBJIEHYECKUX pelIeHH B 001acTu 6e30macHoCcTH HH(POPMAIIUN aBTOMAaTH3UPOBAHHBIX CUCTEM

YMmerh:



00ecneynTho0eCIeunTh 0€30I1aCHOCTD KOMIIBIOTCPHBIX CGTCI\/'I, B TOM 4YHCJIE€ C HCITIOJIb30BAHUEM

POTpaMMHO-aNNapaTHBIX CPECTB 3aLIUThl HH(OpMAIIMH, 000CHOBATH M MMPOKOHTPOIUPOBATH

pe3yJbTaThl YIIPABICHUYESCKUX PEIICHUH B 00J1acTH 6e30MmacHOCTH HHPOpMAITUU

ABTOMAaTHU3HWPOBAHHBIX CUCTEM

Baanern:

oOecneyuTh 0€30IMacHOCTh KOMITBIOTCPHBIX ceTeﬁ, B TOM YHUCJIC C UCITIO0JIB30BAHUECM ITPOTrpaMMHO-

anmapaTHbIX CPEACTB 3alIUThl HH(POpPMALUK, 0OOCHOBATh U IPOKOHTPOIUPOBATH PE3YIbTAaThI

YIIPaBJICHUYCCKHUX peH_ICHI/Iﬁ B 00J1acTH 0€30I1aCHOCTH I/IH(i)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

4. CTpyKTYypa M cojepKaHue TUCIHHIINHBI
OO6mas TpyA0EMKOCTh AUCIUIUIMHBI COCTABISIET 12 3aueTHBIX eauHull, 432 yaca.

Buzbl yueOHo#t paboThl (B yacax) OreHOUHBIE CpECTBA
Ne Paznen Ceme- JUTA IPOBEICHUS
/11 JUCLATUTAHBI cTp Jlexuus lpaxmieckne | Jlabopa- KCP CPC TEKYLIEH U IPOMEXKY-
3aHATHSA TOpHBIE .
TOYHOH aTTecTalluu
1 2 3 4 5 6 7 8 9
3ammra JlabopaTopnas paboTa
1. | KOpHIOPaTUBHBIX 5 18 36 99 99
CeTeH.
Hroro no 5 18 36 99 99 Aud depenunpoBaHHblii
ceMecTpy 3ayer
3ammra JlabopaTopHnas paboTa;
1 | KOPmOpaTHBHBIX 6 18 72 27 27 OK3aMeH
nH(pOpMaMOHHBIX
CHUCTEM.
Wroro mo 6 18 72 27 27 IK3aMeH
ceMecTpy
5. ConeprxaHue JeKIIMOHHBIX 3aHATHI 110 TeMaM
e MupukaTopsl
. /_n Paznen qucnuuimHbL Yacsl TeMa JIeKIIMOHHOTO 3aHATHS JIOCTHKEHUS
KOMITCTEHIINT
1 2 3 4 5
1. | 3amuTa KOPIIOPATHBHEIX CETEH. 4 MboskcereBbie skpaHsl. NAT. K -2.1
MK -2.2
MK -2.3
2. 4 MbskceTeBbie SKpaHbl. Proxy. MK -2.1
MK -2.2
MK -2.3
3. 4 MpaxcereBble 3KpaHbl. DUIIBTPHL. MK -2.1
MK -2.2
MK -2.3
4, 6 MbmkcereBble dkpanbl. VPN. K -2.1
MK -2.2
MK -2.3
5. | 3ammra KOpHOPATUBHBIX HHPOPMAIIMOHHBIX 8 VYnpaBneHue 10CTymnoM. MK -2.1
CHCTEM. IK -2.2
MK -2.3
6. 2 PesepBupoBanue. MK -2.1
IK -2.2
MK -2.3
7. 8 Pacnpenenenusie K -2.1
HH(POPMALHOHHBIE CHCTEMBI. IIK -2.2
IK -2.3
BCEI'O 36

6. ConeprxaHue NPaAKTHYECKUX/CeMUHAPCKUX 3aHSITHI
[TpoBeneHue MPakKTHUECKUX/CEMUHAPCKUX 3aHATHIA HE MPETyCMOTPEHO YIEOHBIM TIAHOM




7. CoapepxaHue JJa0OPATOPHBIX 3aHATHI

Mungukaro
pHI
IOCTIOKEH
ust
KOMIIETEHI]
5044

Pa3nen quCHUILIHHBI Yacer Tema 3anarTus

2 3 4 6

3amura KOpIOPATUBHBIX CETEH. 12 NAT K -2.1
MK -2.2
K -2.3

8 Proxy K -2.1
K -2.2
K -2.3

4 OUIBTPHEI K -2.1
IK-2.2
K -2.3

12 VPN K -2.1
[K -2.2
MK -2.3

3ammTa KOPIOPaTUBHBIX HH(POPMAITHOHHBIX 36 YmpaBieHne 10CTyIIoM K -2.1
CHCTEM. [K -2.2
K -2.3

12 YmpaBieHne 10CTyIIoM K -2.1
IK -2.2
K -2.3

24 PacnpenesneHHbIe cHCTEMBI TIK -2.1
IIK -2.2
TIK -2.3

BCET'O 108

8. CamocTosiTe/ibHAsI padoTa

MNupukaTopsl
Yacol ®opma CPC JOCTHKEHUS
KOMITIETEHIIUN

TeMmbl, BBIHOCUMBIE HA CAMOCTOSTEIILHYIO
paboty

2 3 5 6

MbaskceteBbie SkpaHbl. NAT. 42 MTOJITOTOBKA K JTabopaTtopHOi paboTe K -2.1
IK -2.2
MK -2.3

MpskceTeBble SKpaHbl. Proxy. 12 HOATOTOBKA K J1abopaTopHoii padoTte MK -2.1
MK -2.2
MK -2.3

MbsxcereBble 3kpaHbl. OUIBTPEI. 12 MOJITOTOBKA K JTabopaTopHOH paboTe MK -2.1
MK -2.2
MK -2.3

MaxkcereBble akpaHbl. VPN. 33 MOJITOTOBKA K JIaOOpaTopHoii paboTe MK -2.1
K -2.2
MK -2.3

VYnpaBneHue 10CTyIoM. 12 TIOJITOTOBKA K J:aDopaTopHOii paboTe MK -2.1
IK -2.2
IK -2.3

PesepBupoBanue. 3 TIOJITOTOBKA K J:aDopaTopHOii paboTe MK -2.1
IK -2.2
MK -2.3

PacnpenenenHbie CUCTEMBL. 12 MOJITOTOBKA K JTabopaTopHOH paboTe MK -2.1
MK -2.2
MK -2.3

BCEI'O 126

8.1 KoHTpoJb camocTosATeIbHOM padoThI




HNupukatopsl
Yacel ®opma KCP JIOCTUKEHUS
KOMITETEHIINH

Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
n/n paborty

1 2 3 5 6

1. | MaxcereBble skpanbl. NAT. 32 IpueM J1abopaTopHOi paboThI MK -2.1
IK -2.2
MK -2.3

2. | MaxcereBble 3kpaHbl. Proxy. 18 pueM J1abopaTopHOi paboThI IK-2.1
IK -2.2
IK -2.3

3. | MaxcereBbie 3kpaHbl. OUIBTPEL. 17 pueM J1abopaTopHOIl paboTh K -2.1
IK -2.2
IK -2.3

4. | MbaxcereBbie SkpaHbl. VPN. 32 mpueM J1abopaTopHOIT paboTh K -2.1
IK -2.2
MK -2.3

5. | Ynpasnenue 1ocTynom. 12 IpueM J1abopaTopHOi paboThI MK -2.1
IK -2.2
MK -2.3

6. | PesepBupoBanue. 4 npueM JabopaTopHOM paboThI MK -2.1
MK -2.2
MK -2.3

7. | Pacupenenennsie MHGOpPMaMOHHBIE 11 npueM J1abopaTopHOH paboThI MnK-2.1

CUCTEMEL. IIK -2.2
IIK -2.3

BCETO 126

9. Ucnosib30BaHUE PEHTHUHIOBOI CHCTEMBbI OIIEHKH 3HAHW I

[Tpu olleHKe pe3yabTaTOB AEATEIBHOCTU OOYyYarolMXCs B paMKax JAUCHUUIUIMHBI «be3omacHocTh
KOPIIOPAaTHUBHBIX MH()OPMAIIMOHHBIX CHCTEM» HCIIOJIB3YeTCS PEHTHHrOBas cHcTeMa. MaKcHMalbHOE U
MUHHUMAaJIbHOE KOJIMYECTBO OAJIOB MO PAa3IMYHBIM BHJAaM y4yeOHOM paboTsl onucaHo B «llomoxenun o
0aJIbHO-PEUTUHTOBOM CHCTEME OLICHKHU 3HAHUMN CTY/IEHTOB U O0eCIeueHus KauecTBa yueOHOro mporecca
OI'bOY BO KHUTY.

PelitTunroBas oueHka GpopMHpyeTCsl HA OCHOBAaHUU TEKYILErO0 U MPOMEXKYTOYHOTO KOHTpOJIA. 3a
KOHTPOJIbHBIE TOYKH CTYAEHT MOXKET MOJYyYHTh MUHUMAJILHOE U MaKCUMaJIbHOE KOJIMYECTBO OAILIOB (CM.
Ta0IuUILy).

OueHoYHBIE CPeICTBA Koua-Bo Mun.0a,1710B Makc.0a/1710B

5-ii cemecTp

JlabopaTopHas paboTa 4 60 100
Hroro 60 100
6-ii cemecTp

JlabopaTopHas paboTa 3 36 60
Ok3aMeH 24 40
HTroro 60 100

10. OueHouyHbIe cpeacTBa ISl TEKYLIEro KOHTPOJISI YCIHEBAEMOCTH, IPOMEKYTOYHOM
aTTecTalliy 10 UTOraM OCBOEHMS JMCUHUIIUHbI
OneHouHble cpencTBa sl MPOBEACHMS TEKYIIETO KOHTPOJIA YCIEBAEMOCTH, IPOMEXKYTOUHOM
aTTECTAllUd U UTOTOBOW aTTECTallMM pa3padaThIBarOTCA COIVIACHO MOJIOKEHUI0 0 POHJaxX OLEHOYHBIX
CpEe/ACTB, pacCMaTpPUBAIOTCS KaK COCTaBHas 4acTh paboueil mporpamMmbl U OGOPMIISIOTCS OTIENbHBIM
JOKYMEHTOM.

11. UudopmanuoHHO-MeTOANYECKOE 0O0ecTiedeHue TN CIIUTINHbI
11.1. OcHoBHasi MTEpPaTypa
[Ipu wm3ydeHun AuCUMILIMHBI «be30macHOCTh KOPHOPATHUBHBIX HMH(DOPMALIMOHHBIX CHCTEM» B
KaueCTBE OCHOBHBIX MCTOYHMKOB HH(OpMAIIHK PEKOMEHIYEeTCS MCIIOJIb30BaTh CIEAYIONIYIO JIUTEPATYPY:
OcHOBHbIE HCTOYHUKH HHpOPMaIIUK KoanuecTBo 3K3eMILISIPOB
C. B. Poaun, I'. B. [Tepmunos, A. B. http://www.iprbookshop.ru/50628.html
CxkpbInHUKOB [1 11p.], bezonacHocTh cuctem Pexxum noctyna: no noanucke KHUTY




0a3 maHHBIX [DIEKTPOHHBIN pecypc] YueOHoe
nocobue: Boponex : Boponexckuit
TOCYJapCTBEHHBIN YHHBEPCUTET HHKEHEPHBIX
TexHoJjiorui, 2015

B. A. Acramuyk, I1. B. Tepemenko, https://urait.ru/bcode/453261
Kopnioparuabie nHpOopMannonHbie cucTemsbl: | Pexxum moctymna: mo noamucke KHUTY
TpeGoBaHus npH npoektupoBanuu [IIpouee]
VYyebHoe nmocobue 11 By30B: MoOCKBa :

Opaiit, 2020
A. B. Kyp6ecos, KoprioparusHsie http://biblioclub.ru/index.php?page=book&id=567042
nHpopmannonnsie cuctemsl [[Ipouee] Pexxum nocryna: no noanmucke KHUTY

yaebHoe nmocodue: Pocros-Ha-JloHy :

N3 narenbcko-monurpadguueckuii KOMIUIEKC
PI'DY (PUHX), 2018

A. 10. HukuraeBa, KopnoparusHbie http://znanium.com/go.php?id=996036
nHpopManroHHbie cuctemsl [[Ipouee] Pexxum noctyna: no noanucke KHUTY
VYyebnoe nocodbue: Taranpor : 3narenscTBO
TTU IODY, 2017

11.2. lonoiHuTEIbHAS JIUTEPATypa
B kadectBe JOIIOJIHUTCIIBHBIX HMCTOYHHUKOB I/IH(i)OpMaIII/II/I PEKOMCHAYCTCA  HCIIOJb30BaTh

CIICAYIOIILYIO JINTEpaTypy:

JlonoTHUTE/IbHBbIE HCTOYHUKH KosmyecTBo 3K3eMILISIPOB
uHpopManun
B. Kuses, O. I'pannunn, bezomacHocth http://biblioclub.ru/index.php?page=book&id=429032
unpopmannoHHsix cucreM [[Ipouee] kypc: Pexxum noctyna: no noanucke KHUTY

Mocksa : HanrionanbHbiii OTKpBITHIN
Yuusepcurer «<MHTYUT», 2016

A. B. Hukynun,, B. B. ApTtiomienko,, http://www.iprbookshop.ru/99345.html
KoMIbroTepHBbIE CETH U TEIIEKOMMYHHUKALIUU Pexum nocryna: no noanucke KHUTY
[[Ipouee] yuebHO-MeTOIMUECKOE ITOCOOHE 110
PYCCKOMY SI3bIKY KaK HHOCTPAHHOMY:
HoBocubupck : HoBocubupckuii
roCylapCTBEHHBIN TEXHUYECKUI YHUBEPCUTET,

2020

A. B. Ky3un, [I.A. Ky3un, KomnbetotepHbie http://znanium.com/go.php?id=1088380
cetu [IIpouee] YuebHoe mocobue: Mockaa : Pexxum noctymna: nmo noanucke KHUTY
Wznmarensctro "OOPYM", 2020

M. B. /1u6poB, KommnetoTepHble ceTh 1 https://urait.ru/bcode/452574
TeJIeKOMMYHUKauu. Mapupyrtusanus B [P- Pexxum noctyna: mo nognucke KHUTY

cetsix B 2 4. Yacte 1 [[Ipouee] YueOHuk u
npakTukyMm [l CIIO: Mockaa : FOpaiit, 2020
M. B. [IubpoB, KomnbroTepHbie ceTH u https://urait.ru/bcode/453065
TeJIeKOMMYHUKauu. Mapuipyrtusanus B [P- Pexxum noctyna: mo nognucke KHUTY
cetsix B 2 4. Yacts 2 [[Ipouee] YueOHuUk u
npakTukyMm [l CIIO: Mockaa : FOpaiit, 2020
N6e Onusep, KomnbroTepHbie cetu u cinyx0bl | http://www.iprbookshop.ru/87999.html
YAQJIEHHOTO JIOCTYTa [ DJIeKTpOHHBIN pecypc] : | Pexxum noctyma: mo nognucke KHUTY
Caparos : IIpodo6pa3zoBanue, 2019

11.3. DyIeKTpOHHBIC HCTOYHUKH HH(pOPMaUH
[lpn wm3ydeHum paucHUIUIMHBI «be30macHOCTh KOPHOPATHUBHBIX HH(GOPMAIIMOHHBIX CHCTEM»
npeaAyCMOTPCHO UCTIOJIBb30BAHUC 3JICKTPOHHBIX KCTOYHUKOB I/IH(I)OpMaI_II/II/IZ

1. Dnextponnsiii katamor YHUIL] KHUTY: Pexxum gocrtyma: http://ruslan.kstu.ru/
2. OBC «Jlanb»:Pexxum noctyma: https://e.lanbook.com



3. O6pazoBarensHas maathopma «HOpaiit»: Pexxum noctyna: https://urait.ru/

4. OBC «Znanium.comy»: Pexxum noctyna: http://znanium.com/

5. OBC YHuBepcurterckas 6ubimoreka onnaitn: Pexxum gocryna: http://biblioclub.ru/
6. OBC IPRbooks: Pexxum nocryma: http://www.iprbookshop.ru/

7. 9bC BOOK.ru : Pexxum nocryna: https://www.book.ru/

8. Hayunas snextponnas 6ubnmoreka https://elibrary.ru/

YHUL
Coznacoeéano

11.4. IIpodeccuonanibHbie 0a3bl JAHHBIX U MH(POPMAIMOHHBIE CTIPABOYHbIE CUCTEMbI

ba3sl naHHbBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/

zbMath : https://zbmath.org/

WudopmanroHHbIe CIPaBOYHBIE CHCTEMBI
CnpaBouno-npaBoBas cucreMa «I'APAHT» Jloctyn cBoGOIHBINM: WwWw.garant.ru
CrpaBouno-mipaBoBas cucrema «Koncynsrantllnrocy Jloctym cBoOoaHbI: www.consultant.ru

12. MarepuajJbHO-TeXHHUYECKOEe OOecredeHue TN CIUTIITUHbI

.HI/II_IGHSI/IpOBaHHOG IIpOrpaMMHOC obecneyeHue u CBO60,I[HO pacapocTpaniaCMoC IIpOrpaMMHOC
O6€CH€‘I€HI/I€, B TOM YHCJIC OTCUCCTBCHHOI'O IIPOMU3BOJACTBA, UCIIOJIB3YyEMOC B yLIe6HOM mpouecce npu
OCBOCHHUHU AUCIHUILINHBI «be30nacHOCTh KOpPIIOpaTUBHBIX I/IH(I)OpMaI_[I/IOHHHX CHUCTCM»:

Oducusle u nenoseie nporpamMbl: ABBY'Y FineReader 9.0 npod;
OducHeie u genossie nporpammel: MS Office 2007 Russian;
Oducusie u nenoseie nporpammbl: MS Office 2007 Professional Russian;
OducHbie u aenossie mporpammbl: MS Office 2010-2016 Standard
Apxusatop 7 Zip
brnoknot Notepad
SAunnexc bpaysep
1. Buptyansnsie mamunsl VirtualBOX (GNU GENERAL PUBLIC LICENSE)
. Cumynsarop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)
. Onepaunonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)
. Sendmail - SMTP cepgep (Sendmail License)
. POP3 cepBep (BSD License)
. IMAP4 cepsep (BSD License)
. NTP cepsep (BSD License)
9. MexcereBoii akpaH iptables (GNU GENERAL PUBLIC LICENSE)
10. MexcereBoit 3kpan Firewalld (GNU GENERAL PUBLIC LICENSE)
11. Ckanep cereBoit 6e3omacnoctu nmap (GNU GENERAL PUBLIC LICENSE)
12. Cucrema obnapysxenus atak snort (GNU GENERAL PUBLIC LICENSE)
13. Cucrema CHHXpPOHU3AIUH JAHHBIX ISyNc

03N Ok W

Y4eOHble ayAUTOPUHN IS TPOBECHUS Y4EOHBIX 3aHATHI OCHAIIEHBI 000PYI0BaHUEM:

1. Aynutopus I1-7,

TEXHUUYECKUMU CPECTBAMH O0YUCHHS:

1. TumoBo# KOMILIEKT yaeOHOT0 000pynoBanus «I 100aTbHBIE KOMITBIOTEPHBIC CETH) ,

2. TunoBo# KOMIUIEKT yaeOHOT0 00opynoBanus «KoprmoparuBHbIe KOMIIBIOTEPHBIE CETH .



[TomemeHust AT CAMOCTOSTENLHOM padOThI OCHAIIEHBI KOMITBIOTEPHOW TEXHHKOM:

1. Aymutopus 1U1-107,

C BO3MOXKHOCTBIO MOJKITIOUYCHUS K ceTh «IHTepHET» 1 00eCIeYeHbI JOCTYIIOM B JIEKTPOHHYIO
nHpopmanuonnyro cpeny KHUTY.

13. O6pa3oBarTesibHbIE TEXHOJIOTUH
KonnyecTBo 4acoB 3aHATHH, MPOBOJMMBIX B MHTEPAKTHUBHBIX (popMax B y4yeOHOM Mpoliecce Io
muctuminHe «be3omnacHocTh KOPIOPaTUBHBIX MHPOPMAIIMOHHBIX CUCTEM» COCTaBIseT 63 u.
B nporecce ocBoeHust AUCUUIUIMHBI «be30MacHOCTh KOPIIOPATHBHBIX HH(OPMAIIMOHHBIX CUCTEM»
HCIOJIL3YIOTCS CIENYIOIINe 00pa30BaTEIbHbIC TEXHOJIOTHU:
* TBOPYECKHUE 3a/IaHUS;
* paboTa B MaJbIX TPYIIaXx;
* IUCKYCCHS;
* 00yyaromiue urpbl (poJjeBble UTPhI, UMUTAIUH, JIEJIOBbIE UTPHI K 00pa3oBaTeIbHbIC UTPHI);
¢® CUCTEMBbI JUCTAHIITMOHHOI'O 06y11eH1/191;



