MHWHOBPHAYKHU POCCUN
denepanbHOE TOCYJAPCTBEHHOE OI0IKETHOE
00pazoBaTenbHOE YUPEKACHUE BBICIIETO0 00pa30BaHuUs
«Kazanckuil HanMoHAaIbHBII UCCIIEA0BATEILCKUN

TEXHOJIOTUYECKHUI YHUBEPCUTET
(®I'BOY BO «kKHUTVY »)

YTBEPXKJIAIO
[TpopekTop no yuebHoli pabore

ley ;L/ J.10. CynranoBa
"'7é( «30» masg 2022 r.

Pa6oyas nporpaMma AUCUUNNVHBI B BUAE 3MEKTPOHHOTO JOKYMEHTA BbIrpyXeHa 13
MHOPMALMOHHO CUCTEMbI YNPaBIIEHNSI YHUBEPCUTETOM U COOTBETCTBYET
opuruHany

MpocTas anekTpoHHas noanuce, ID nognucu: 1060

Moanwvcan MpopekTop no y4e6Hon pa6oTe [.LU. CyntaHoBa

Hara 30.05.2022

PABOYASA MPOI'PAMMA
no qucuuiuinie « KOHTPOJIb BESOITACHOCTHU B KOMIIBIOTEPHBIX CETAX»

CriennanbHOCTB: 10.05.05 be3zonacHoCTh MHPOPMALMOHHBIX TEXHOJIOTUH B

IIPaBOOXPAHUTEIBHOM chepe
Crenpanu3anms: TexHoNOrHM 3aUTHI HHGOPMAIIMY B TIPABOOXPAHUTEIBHOM

chepe
Kpamudukarms BeimyckHuka: CrenuanucT 1o 3amuTe nHpopMauu
®opma o0yuyeHus: OuHas
HNHucturyrt: M HKEeHEepHBIM XUMHUKO-TEXHOJIOIMYECKUN HHCTUTYT
Kadenpa-pazpaboruuk: Kadenpa «uadbopmarmonnas 6€30macHOCTHY
Kypc; cemectp 59

Bun Harpysku Yacel 3a4éTHBIE €MUHHULIEI
Jlexuus 18 0,5
JlaGoparopHas paboTa 27 0,75
[IpakTHueckoe 3aHsiTUE 9 0,25
KoHTpoJIh caMOoCTOATENBHOM paboThI 63 1,75
CamocrosiTenbHas pabora 63 1,75
®opwma arrecranuu: JuddepennrpoBannpiii 3aueT
(9 cem)
Bcero 180 5

Kazanp, 2022



PabGouass mporpamMma cocrtaBiieHa ¢ y4€ToM TpeOoBaHui DenepaqbHOTO TOCYAAPCTBEHHOTO
obpazoBarensHOro ctagaapta (mpuka3 Ne 1461 ot 22.11.2020) o cnenmansaoctu 10.05.05 Be3omacHOCTh
MHGOPMALIMOHHBIX TEXHOJOTMH B NPaBOOXpAaHMUTEIbHOW cdepe i crnenuanuzanuud «TexHOonoruu
3aluUThl MH()OpPMAIIMKM B TPABOOXPAHHUTEIBHOU cdepe» Ha OCHOBAaHMM YYEOHBIX IUTAHOB Habopa
obyuaronuxcs 2022 rona.

Pa3paboTunk nporpaMmsi:

3aBenyrommii kKageapoit B.A. boromormnos
Crapuuii npenogaBareib B.1. Hypynun
COI'IACOBAHO

Pabouass mporpamma paccMoTpeHa W ojoOpeHa Ha 3acemanuu kKadenpsl «MHPpopManmnoHHas
0e30MmacHOCThY, MPOTOKOI OT 16.05.2022 r. Ne 10.
3aBenyromuii kapenpoit  Cozcnacosano B.A. boromonos

YTBEPXKXIAEHO
Hauvansauk nentpa Y ML Ymeeporcoaro JLLA. Kuraepa



1. Ilesn ocBOEHMSI AU CIMIIJIMHbBI

[enssmu ocBoeHUs AUCHUTUTUHBL «KOHTPOJIH 0€30MacCHOCTH B KOMITBIOTEPHBIX CETSAX» SBISIOTCS:
a) 3HAKOMCTBO C OCHOBHBIMH IOHATUAMHU B KOPIIOPATUBHBIX MH(YOPMAIIIOHHBIX CUCTEMAX;
0) HoTy4YeHue TEOPETUUECKUX 3HAHHUM 10 O€30MaCHOCTH KOPIOPATUBHBIX HH(POPMALIMOHHBIX CHCTEM;
B) MOJIy4€HHUE HABBIKOB 3alUThl KOPIIOPATUBHBIX HH(POPMALIMOHHBIX CHCTEM.

2. MecTo TUCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Juctummaa «KoHTpoiab 0€30MacHOCTH B KOMITBIOTEPHBIX CETSIX» OTHOCHTCS K (OPMHUPYEMOi
ydyacTHUKaMHu oOpa3oBaTenbHbIX oTHomeHuit wactu OOIl u  Qopmupyer y oOydaromuxcs 1o
cnerpanu3anuu  «TeXHONIOruy 3amuThl HHQOPMAlMM B TIPABOOXPAHUTEIbHOU chepey Habop 3HAHMIA,
YMEHUI, HABBIKOB U KOMIIETECHIIUH.

Jlist ycrienrHoro OCBOCHHSI TUCHUIUIMHBI «KOHTpOIh 0€30MacHOCTH B KOMITBIOTEPHBIX CETSIX)
oOyuvaroruiicss mno cnenuainbHocTH  10.05.05 «be3onmacHocTh HMH(POPMAIMOHHBIX TEXHOJOTUH B
MIPaBOOXPAHUTEIHHOM ceper NOIKEH OCBOUTh MaTepHall PEAMECTBYIOMINX TUCIUILIINH:

1. UudopmaTtuka
2. CpencrBa u CHCTEMBI TEXHHUECKOTO oOecrieueHust 00pabOTKH, XpaHEHUS U IepeJadn
uHpopmanuu

Hucnurnnuna «KoHTposib 6€30MacHOCTH B KOMITBIOTEPHBIX CETSAX» SBISETCA MPEAIISCTBYIOMIEH U
HeoOxouMa 7Sl YCIEIIHOTO OCBOGHUS MOCIEAYIOUX TUCIUILINH:

1. IMocnenyrouux TUCIMUIUIUH HET

3. KoMnerenuuu oﬁyqammerocﬂ, (bopanyeMble B pe3yJjbTaTe OCBOCHUA NUCHUIIJIUHBI

IIK -2 Cnoco0en o0ecnieunTh 6€3011aCHOCTh KOMIILIOTEPHBIX CeTeil, B TOM YHCJIe ¢ UCI0JIb30BAHMEM NPOTPAMMHO-
annapaTHbIX CPeCTB 3aIUTHI HH(POPMaNKH, 000CHOBATh M MPOKOHTPOJIMPOBATH Pe3yJIbTAThl yIPaBJIeHYeCKHX
peuieHuii B 00/1acTH 6e301acCHOCTH HHPOPMALMH ABTOMATH3UPOBAHHBIX CHCTEM

[IK -2.1. 3HaeT NpUHIMIEI TOCTPOEHH KOMIBIOTEPHBIX CeTeH, MOPSAA0K pealnu3aliil METOJ0B U CPEJICTB MEXKCETEBOTO
OKpaHUPOBaHUA, UCTOYHUKHU YIPO3 HHq)OpMaL[HOHHOﬁ 0€30I1aCHOCTH B KOMIIBIOTEPHBIX CETAX U MEPHI 110 UX
MIPEJOTBPALICHUIO, TPUHIMITEI PA0OTHI U MPaBHiIa SKCIUTyaTallli SKCIUTyaTHPYEMBIX TPOTpaMMHO-aNapaTHBIX CPECTB
32U THl HHPOPMAIMK, HOPMATHBHBIE ITPABOBBIE aKThI B 00JIACTH 3aLIUTHl HHPOPMAINH, PYKOBOJASIINE U METOIMIECKUE
JOKYMEHTHI YIIOTHOMOUYCHHBIX (he/iepabHBIX OPTaHOB MCIIOJIHUTEIFHOM BIACTH MO 3aIIUTe HH(POPMAIN

[1K -2.2. YMeer onieHnuBaTh Yrpo3bl 6€301acHOCTH HH(POPMAIIH B KOMITBIOTEPHBIX CETSIX, HACTPAauBaTh IPaBHIIa
(UIbTPaLK TAKETOB B KOMIIBIOTEPHBIX CETSX, OLIEHUBATH ONTUMAIBHOCTH BEIOOPA POrpaMMHO-AINIApaTHBIX CPEACTB
3alUThl HHPOPMAIMU U UX PEKUMOB (DyHKIIMOHHUPOBAHHUS B KOMITBIOTEPHBIX CETSIX, 000CHOBBIBATH BBIOOP HCIIOJIb3yEMbIX
IIporpaMMHO-aNmMapaTHbIX CPEACTB 3alIUThI I/IH(I)OpMaHI/II/I B KOMIIBIOTEPHBIX CETAX

[1K -2.3. BnasieeT HaBbIKaMU IPUMEHEHHsI IPOIPAaMMHO-AIAPATHBIX CPEACTB 3alIUThl HHPOPMAIMU B KOMITBIOTEPHBIX
CCTAX 1 YIIPABJICHUA q)yHKHI/IOHI/IpOBaHI/IeM IIporpaMMHO-aImapaTHbIX CPEACTB 3alIUThI I/IHq)OpMaLII/II/I B KOMIIBIOTEPHBIX

CCTAX

B pe3yabTare 0CBOCHUS IMCUMIINHBI 00y4aIOIMIHCH 10JI2KeH

3HaTh:

Croco0ObI 00eceunTh OE30MACHOCTh KOMITBIOTEPHBIX CETEH, B TOM YHCIIE C UCIIOIb30BAaHUEM
MPOrPaMMHO-AIAPATHRIX CPEICTB 3aIUThI HH(POPMAIUU, 000CHOBAThH M MMPOKOHTPOIUPOBATH
PE3yNbTaThl YIPABICHUECKUX PEIICHUH B 00J1aCTH 0€301aCHOCTH MH(POPMAITUH
ABTOMATHU3UPOBAHHBIX CHCTEM

Ymern:

oOecrieynBaTh O€30MACHOCTh KOMITBIOTEPHBIX CETEH



Baanern:

MCTOAHUKaAMU obecneueHus 0€30IaCHOCTH KOMIIBIOTCPHBIX CGTCI\/'I, B TOM YHMCJIC C UCITIOJIb30BaAHHNECM

POTPaMMHO-aNNapaTHBIX CPECTB 3aLIUThI HH(OpMAIIMK, 000CHOBATH M MMPOKOHTPOIHPOBATH

pe3yNbTaThl YIIPABICHUYECKUX PelIeHUI B 00sacTi O0e3omnacHoCcTH HHGOpMaIuu

ABTOMAaTHU3HUPOBAHHBIX CUCTEM

4. CTPyKTYpa M cojiep:KaHue TUCHUIIHHbI
OO6mas TpyA0EMKOCTh JUCIMUILUIMHBI COCTABIISIET 5 3aueTHBIX enuHull, 180 yacos.

Bunbl yueOHo# paboThl (B yacax) O1eHOYHBIE CpeNCTBa
Ne Paznen Ceme- JUIS IPOBEIEHUS
[MpakTnueckue | Jlabopa- o
/1 JUCLUTUTAHBI cTp Jlexuus KCP CPC TEKyILEH U IPOMEXKY-
3aHATHS TOPHBIE .
TOYHOH aTTecTalvu
1 2 3 4 5 6 7 8 9
Samura JlabopaTopHnas pabora;
1. | xopHOpaTUBHBIX 9 8 5 19 57 57 [IpaxkTuyeckue 3aHATHA
ceTell.
3amura
o | KOPTOPaTHBHBIX 9 10 4 8 6 6
nH(pOpMaMOHHBIX
CHCTEM.
Hroro no 9 18 9 27 63 63 Aud depenunpoBaHHblii
ceMecTpy 3ayer
5. Conep:kaHne JIeKIMOHHBIX 3aHATHH M0 TeMaM
Ne MupuxaTopsl
. /_n Pa3nen nucuuruinHbl Yacsl Tema JIEKIIMOHHOTO 3aHATHS JOCTUKCHUSA
KOMITETEHIIMU
1 2 3 4 5
1. | 3amuTa KOPIMOPATUBHBIX CETEH. 2 MbaxkcereBble okpanbl. NAT. K -2.1
IK -2.2
MK -2.3
2. 2 MbskceTeBbie SKpaHbL. Proxy. K -2.1
MK -2.2
MK -2.3
3. 2 MboskcereBbie 3KkpaHbl. OmmbTper. | [TK -2.1
MK -2.2
MK -2.3
4. 2 MbskceteBbie 9KpaHbl. VPN. MK -2.1
MK -2.2
MK -2.3
5. | 3ammra KOPHOPATUBHBIX HH(OPMAITMOHHBIX 2 Ypasnenue JOCTyIOM. MK -2.1
CHCTEM. MK -2.2
MK -2.3
6. 2 Pe3sepBupoBanue. MK -2.1
MK -2.2
MK -2.3
7. 6 Pacnipenenenusie IIK -2.1
nH(pOpMaLMOHHBIE CUCTEMBI. MK -2.2
MK -2.3
BCEI'O 18
6. Conep:kaHue NPAKTHYECKNX/CEMMHAPCKUX 3aHATHH
MHpukaTopsl
Ne
- Pasnen aucouniaHb Yacel Tema 3aHATHA JIOCTH KEHUS
KOMITCTEHIINU
1 2 3 4 6
1. | 3amuTa KOPIOPATUBHBIX CETEH. 5 NAT K -2.1
IK -2.2
MK -2.3




Pa3aen JUCHUIIINHBI

Yacel

Tema 3anarus

HNupukaTopsl
TIOCTHIKEHHUS
KOMIICTCHIIMH

2

w

4

6

BamnTa KOPIIOpaTUBHBIX I/IH(l)OpMaIII/IOHHLIX
CUCTEM.

praBJ’IeHI/Ie A0CTYyIIOM

MK -2.1
IK -2.2
MK -2.3

BCETO

7. Coagepxanue JJa0OPATOPHBIX 3aHATHI

Ne
n/n

Pa3nen qucHuIminHbI

Yackl

Tema 3ansaTus

Munukaro
pBl
OCTHIKEH
ust
KOMIIETEHI]
5044

2

6

3amura KOpIOPATUBHBIX CETEH.

NAT

K -2.1
K -2.2
MK -2.3

Proxy

K -2.1
[K -2.2
MK -2.3

OunbTpHI

K -2.1
[K -2.2
MK -2.3

VPN

K -2.1
[K -2.2
K -2.3

3ammuTa KOPIOpaTHBHBIX HH()OPMALIMOHHBIX
CHCTEM.

YnpasiieHue 10CTYIIOM

K -2.1
K -2.2
K -2.3

Pacnpenenennbie cuctemMbl

K -2.1
K -2.2
K -2.3

BCETO

27

8. CamocTosiTe/ibHAsI padoTa

TeMbl, BRIHOCUMbIE Ha CAMOCTOSITENILHYIO
paboty

Yacwr

®opma CPC

MNupukaTopsl
JIOCTHOKEHHS
KOMIIETEHIINH

2

5

6

MpmsxceteBbie 3kpaHbl. NAT.

MO/ITOTOBKA K JTabopaTopHO# pabore,
TOATOTOBKA K MPAKTUYECKOMY 3aHATHUIO

MK -2.1
MK -2.2
MK -2.3

MbsxcereBble 3kpaHbl. Proxy.

10

MO/ITOTOBKA K TabopaTopHoi padote,
TOATOTOBKA K MPAKTUYCCKOMY 3aHATUIO

MK -2.1
MK -2.2
MK -2.3

MbsxcereBble 3kpaHbl. OUIBTPEI.

12

MO/ITOTOBKA K TabopaTopHoi padote,
MTOJITOTOBKA K MPAKTUICCKOMY 3aHSATHIO

MK -2.1
IK -2.2
MK -2.3

MpmxceteBble skpanbl. VPN.

33

TIOJITOTOBKA K JlabopaTopHOii padoTe,
MOJrOTOBKA K MPAaKTUYECKOMY 3aHSITHIO

MK -2.1
MK -2.2
MK -2.3

anaBJIeHHe JAOCTYIIOM.

MTOJITOTOBKA K JTabopaTtopHO paboTe,
MOATOTOBKA K MPAKTUYECKOMY 3aHSITUIO

MK -2.1
IK -2.2
MK -2.3

PesepBupoBanue.

MOJITOTOBKA K JTabopaTtopHOii paboTe,
MTOJITOTOBKA K MPAKTHIECKOMY 3aHATHIO

MK -2.1
IK -2.2
IK -2.3

PacnipenenenHbie CUCTEMBI.

MOITOTOBKA K JTabopaTopHoii padore,
MOJIrOTOBKA K MPAKTUYECKOMY 3aHSTHIO

IK-2.1
IK -2.2
IK -2.3




HNupukatopsl
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
Yacel ®opma CPC JIOCTHKEHUS
n/n paborty
KOMITCTEHIINU
1 2 3 5 6
BCEI'O 63
8.1 KonTpoJb camocTosiTe1bHON PadoThl
MunuxaTopsl
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
Yacel ®opma KCP JIOCTHKEHUS
n/m paboty
KOMITETEHIIMU
1 2 3 5 6
1. | MaxcereBble akpanbl. NAT. 4 MIPAKTUYECKUE 3aHATHA, TIPUEM MK -2.1
nabopaTopHO PabOTHI K -2.2
IK -2.3
2. | MaxcereBbIe 3KpaHBL. Proxy. 4 MIPAKTHIECKHUE 3aHATHA, TIPHEM K -2.1
nabopaTopHO PabOTHI K -2.2
IK -2.3
3. | MaxcereBbie 3kpaHbl. OUIBTPEL. 17 MIPAKTHIECKUE 3aHATHA, TIPHEM K -2.1
nabopaTopHOii PabOTHI K -2.2
MK -2.3
4. | MaxcereBbie SKpaHbl. VPN. 32 MIPAKTHICCKHE 3aHATHS, IPUEM K -2.1
n1abopaToOpHOIA PabOTHI IIK -2.2
MK -2.3
5. | YnpasneHHe JOCTYIIOM. 2 npueM JaboparopHoii paboTsl, nposepka | 1K -2.1
3HaHUIl Ha IPaKTHYECKOM 3aHATHU MK -2.2
MK -2.3
6. | PesepBupoBanue. 2 npueM JlaboparopHoii paboTsl, nposepka | 1K -2.1
3HaHUIl Ha IPaKTHYECKOM 3aHATHH MK -2.2
MK -2.3
7. | Pacupenenennslie nHGOPMaMOHHBIE 2 npueM JaboparopHoii paboTsl, nposepka | 1K -2.1
CUCTEMBI. 3HAHUW HA MPAKTUYECKOM 3aHSATHH K -2.2
K -2.3
BCEI'O 63

9. Ucnonb3oBaHue peTHHIOBOI CHCTeMbl OLIEHKH 3HAHMI

[Tpu oueHke pe3yabTaTOB JEATEIBHOCTH OOYyYaroIIMXCs B paMKax AUCHUIUIUHBI «KOHTpOIb
0€e30MacHOCTH B KOMIIBIOTCPHBLIX CETAX» MCIIOJIB3YCTCA peflTI/IHFOBaSI cucreMa. MakcuMallbHOE U
MUHHMAaJIbHOE KOJIMYECTBO OAJIOB MO PAa3JIMYHBIM BHJAaM y4yeOHOM paboTsl onucaHo B «llomoxenun o
OaJIbHO-PEUTUHTOBOM CUCTEME OLICHKHU 3HAHUMN CTY/IEHTOB U O0eCcreueHus KauecTBa yueOHOro mporecca
OI'bOY BO KHUTY.

PelitTunroBas oueHka GpopMHUpyeTCsl HA OCHOBAaHMU TEKYILErOo U MPOMEXKYTOYHOTO KOHTpOJIA. 3a
KOHTPOJIbHBIE TOYKH CTYAEHT MOXKET MOJyYUTh MUHUMAJIbHOE U MaKCUMaJIbHOE KOJIMYECTBO 0aJUIOB (CM.
Ta0IuUILY).

OueHoYHBIE CPeICTBA KoJa-Bo MuH.0a/1510B Makc.0a/1510B
9-ii cemecTp
JlabopaTopHast paboTa 7 50 80
[IpakTHyeckue 3aHATHS 2 10 20
Hroro 60 100

10. OueHouHble cpeacTBa /IS TEKYILIEr0o KOHTPOJS YCIEeBAEMOCTH, INPOMEKYTOYHOMN
aTTecTalliy 10 UTOraM OCBOEHHS M CHMIJIMHbI
OneHouHble cpencTBa JUIsl MPOBEACHMS TEKYHIETO KOHTPOJII YCHEBAEMOCTH, IPOMEXKYTOUHOM
aTTecTallid U WUTOTOBOW aTTeCTallMM pa3padaThIBAIOTCS COTJIACHO MOJIOKEHHI0O 0 POHIAaX OLIEHOUYHBIX
CpEe/CTB, pacCMaTpUBAIOTCS KaK COCTaBHas 4acTh paboueil mporpamMMmbl U OQOPMIISIOTCS OTAEIbHBIM
JIOKYMEHTOM.

11. UudopmaniuoHHO-MeTOANYECKOE 0O0ecTiedeHue TN CIIUTINHbI

11.1. OcHoBHasi IMTEpPaTYypa

[Tpu uzydenun nucuuiuiiHbl «KOHTpOJIh 0€30MaCHOCTH B KOMIBIOTEPHBIX CETSX» B KauecTBe
OCHOBHbIX HCTOYHUKOB I/IH(l)OpMaI_II/II/I PCKOMCHAYCTCA UCIIOJIb30BATh CICAYIOMIYIO JIMTCPATYPY:



OCHOBHbIE€ MCTOYHUKH MH(pOpMAIUU KoJsm4ecTBO 3K3eMILISIPOB
C. B. Poaun, I'. B. [lepmunos, A. B. http://www.iprbookshop.ru/50628.html
CxkpsinHuKOB [1 11p.], bezonacHocTh cuctem Pexxum noctyna: no noanucke KHUTY
0a3 JaHHBIX [DIeKTPOHHBIN pecypc] YueOHoe
nocobue: Boponex : Boponexckuit
rOCy/1apCTBEHHBI YHUBEPCUTET HHKEHEPHBIX
TexHoJiorui, 2015
B. A. Acramuyk, I1. B. Tepemenxko, https://urait.ru/bcode/453261
KoprniopatuBHbie nHopMaioHHbie cucteMsl: | Pexxum poctyna: nmo noanucke KHUTY
TpeboBaHus NIpH npoekTupoBanuu [[Ipouee]
VYyebnoe nocobue 11 By30B: Mocksa :

Opaiit, 2020
A. B. Kyp6ecos, KoprnioparusHbie http://biblioclub.ru/index.php?page=book&id=567042
nHpopManroHHbie cuctemsl [[Ipouee] Pexxum noctyna: o nognucke KHUTY

yuebHoe nocodue: Pocros-na-J{oHy :

N3 narenbcko-nonurpaduyeckuii KOMILIEKC
PI'DY (PUHX), 2018

A. 0. HukuraeBa, KopnoparusHsie http://znanium.com/go.php?id=996036
nHpopmanroHHbie cuctemsl [[Ipouee] Pexxum nocryna: no noanucke KHUTY
VYyebHoe nmocodbue: Taranpor : M3nareascTBo
TTU IODY, 2017

11.2. lonoiHuTeIbHAS JIUTEPATypa
B kayecTBe [JOMONHHUTENIBHBIX MCTOYHUKOB HMHGPOPMAIUM PEKOMEHAYETCS HCIOJIb30BaTh

CJIEYIOIYIO JIUTEPATYpPY:
Jlono/THUTeIbHbIe HCTOYHHKHU Kosmm4ecTBo 3K3eMIIsIpoB
HHopmannu
B. Kuses, O. I'pannunH, bezomacHocTh http://biblioclub.ru/index.php?page=book&id=429032
nHpopmanroHHsix cucreM [[Ipouee] kypc: Pexxnm nocryna: no noanucke KHUTY

Mocksa : Hantmonanbsbsiii OTKpBITHIN
Yuusepcurer «MHTYUTy», 2016

A. B. Hukynun,, B. B. ApTromienko,, http://www.iprbookshop.ru/99345.html
KomMmnbrorepHsle ceTH 1 TEIEKOMMYyHUKALUH Pexxnm nocrtyna: no noanucke KHUTY
[[Ipouee] yuebHO-MeTOIMUECKOE TTOCOOHE TTIO
PYCCKOMY SI3bIKY KaK HHOCTPAHHOMY:
HoBocubupck : HoBocubupckuii
roCyJapCTBEHHBIM TEXHUYECKUM YHUBEPCUTET,

2020

A. B. Ky3un, [I.A. Ky3un, KomnbrotepHbie http://znanium.com/go.php?id=1088380
cetu [IIpouee] YuebHOE mocobue: Mockaa : Pexxum noctyma: mo moamucke KHUTY
Uznarenscto "®OPYM", 2020

M. B. 1u6poB, KommbioTepHbie ceTH U https://urait.ru/bcode/452574
TeJeKOMMYHUKau. Mapmpyrusanus B [P- Pexum nocryna: no noanucke KHUTY

ceTsix B 2 4. Yacts 1 [[Ipouee] YueObnuk u
npaktukyMm st CI1O: Mocksa : FOpaiit, 2020
M. B. 1u6poB, KommbroTepHbIe CETH U https://urait.ru/bcode/453065
TeJeKOMMYHUKau. Mapmpyrusanus B [P- Pexum nocryna: no noanucke KHUTY
ceTsix B 2 4. Yacts 2 [[Ipouee] YueOnuk u
npaktukyMm Jlst CITO: Mocksa : FOpaiit, 2020
Noe Onuep, KommbroTeprbie cetu u ciryx0b | http://www.iprbookshop.ru/87999.html
yIaJI€HHOI0 JOCTyma [ DNeKTpOoHHBIN pecypc] : | Pexum nocryna: mo noanucke KHUTY
Caparos : [IpodobpazoBanue, 2019

11.3. DyeKTpOHHBbIE HCTOYHUKHN UHGOPMALUH
[Tpu n3yuernu aucuuIuinHbl «KOHTpoIb 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSAX) NMPETyCMOTPEHO
HCIOJIb30BAaHUE 3JIEKTPOHHBIX HCTOYHUKOB MH(POPMAIIIH:



. Onexrponnsii karanor Y HULL KHUTY: Pexum nocryna: http://ruslan.kstu.ru/

. OBC «Jlanb»:Pexum gocryna: https://e.lanbook.com

. O6pazoBarenpHas miatdopma «HOpaiity: Pexxum nocryma: https://urait.ru/

. OBC «Znanium.comy: Pexxum goctyna: http://znanium.com/

. ObC YuuBepcuterckas oubnuoreka onnaita: Pexxum goctyna: http://biblioclub.ru/
. OBC IPRbooks: Pexxum nocryma: http://www.iprbookshop.ru/

. OBC BOOK.ru : Pexxum nocryna: https:// www.book.ru/

. Hayunas snektponnas 6ubnumoreka https://elibrary.ru/
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11.4. IlpodeccuonasibHbIe Ha3bl JaHHBIX U MHGOPMAIHOHHBIE CIIPABOYHbIE CHCTEMbI

ba3sl janHbBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/

zbMath : https://zbmath.org/

WHudopmanroHHbIe CIPaBOYHBIE CUCTEMBI
CrnpaBouHno-npaBoBas cucreMa «I'APAHT» Jloctyn cBoOGOIHBIN: Www.garant.ru
Crpasouno-nipaBoBas cucrema «Koncynprantllinroc» Jloctyn cBoOoaHBINH: www.consultant.ru

12. MarepuajJbHO-TeXHHUYECKOEe OOecnedeHue TN CIUTIIUHbI

HI/IHGH3I/IpOBaHHOC IMporpaMMHOC oOecrieueHne 1 CBO6OI[HO pacipocTpaHdIeMOoC IIPOrpaMMHOC
O6€CH€‘I€HI/I€, B TOM YHCJIC OTCUCCTBCHHOI'O IIPOU3BOJCTBA, UCIIOJIB3YyEMOC B yLIe6HOM mpounecce npu
OCBOCHHHU JHUCIHHUIIIINHBI ((KOHTpOJ'IB 0C30IMaCHOCTH B KOMITBIOTCPHBIX CETAX»:

Oducusle u aenoseie nporpammbl: ABBY'Y FineReader 9.0 npod;
OducHeie u aenossie nporpammel: MS Office 2007 Russian;
Odmucusie u nenoseie nporpammbl: MS Office 2007 Professional Russian;
OducHbie u aenossie mporpammbl: MS Office 2010-2016 Standard
Apxusatop 7 Zip
brnoknot Notepad
SAnnexc bpaysep
1. Bupryansnbie mamunbl VirtualBOX (GNU GENERAL PUBLIC LICENSE)
. Cumynsitop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)
. Onepaunonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)
. Sendmail - SMTP cepsep (Sendmail License)
. POP3 cepgep (BSD License)
. IMAP4 cepsep (BSD License)
. NTP cepsep (BSD License)
9. MexcereBoii skpan iptables (GNU GENERAL PUBLIC LICENSE)
10. MexcereBoii axpan Firewalld (GNU GENERAL PUBLIC LICENSE)
11. Ckanep ceresoii 6e3omacHoctr nmap (GNU GENERAL PUBLIC LICENSE)
12. Cucrema obnapysxenus atak snort (GNU GENERAL PUBLIC LICENSE)
13. Cucrema CHHXpOHU3AIUH JAHHBIX ISyNc
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Y4eOHble ayAUTOPUHN IS TPOBEICHUS Y4EOHBIX 3aHATHI OCHAIIEHBI 000PYI0BaHUEM:
1. Aynurtopus I1-7,

TEXHUUYECKUMU CPECTBAMH OO0YUCHHS:

1. TunoBo# KOMIIIEKT yaeOHOTO 000pynoBaHust «I T00aTbHBIE KOMITBIOTEPHBIC CETH) ,



2. TumoBo# KOMIUTEKT y4eOHOT0 000pynoBanus «KopropaTtuBHbIE KOMIIBIOTEPHBIE CETH .

[Tomernenust 111 CaMOCTOSATEIBLHON pabOThI OCHAIIEHBI KOMITBIOTEPHOU TEXHUKOM:

1. Aynuropus N1-107,

C BO3MOXHOCTBIO MTOAKIIOYCHUS K ceTH «HTepHET» 1 00eCcIeueHbl JOCTYIIOM B JICKTPOHHYIO
uHpopmannonnyio cpeny KHUTY.

13. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

B mpouecce ocBoenuss aucuuruinHbl «KoHTposib 0€30MaCHOCTH B KOMIBIOTEPHBIX CETIX»
HCIOJIL3YIOTCS CIENYIOIINe 00pa30BaTEIbHbIC TEXHOJIOTHU:
* TBOPYECKHUE 3a/IaHHUS;
* paboTa B MaJIbIX TPYIIIax;
* IUCKYCCHS;
* 00yyaromiue urpbl (poJjeBble UTPhI, UMUTAIUH, JIEJIOBbIE UTPHI K 00pa3oBaTeIbHbIC UTPHI);
* CCTEMBI JUCTAHIIMOHHOTO OOYYCHHS.



