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PabGouass mporpamMma cocrtaBiieHa ¢ y4€ToM TpeOoBaHui DenepaqbHOTO TOCYAAPCTBEHHOTO
obpazoBarensHOro ctagaapta (mpuka3 Ne 1461 ot 22.11.2020) o cnenmansaoctu 10.05.05 Be3omacHOCTh
MHGOPMALIMOHHBIX TEXHOJOTMH B NPaBOOXpAaHMUTEIbHOW cdepe i crnenuanuzanuud «TexHOonoruu
3aluUThl MH()OpPMAIIMKM B TPABOOXPAHHUTEIBHOU cdepe» Ha OCHOBAaHMM YYEOHBIX IUTAHOB Habopa
obyuaronuxcs 2022 rona.

Pa3paboTunk nporpaMmsi:

Crapuuii npenogaBateib B.1. Hypynun

COIr'J1ACOBAHO

Pabouas mporpamma paccMoTpeHa W ofoOpeHa Ha 3acemanuu kKadenpel «MHpopmannoHHas
0e30macHOCThY, TPOTOKOJ OT 16.05.2022 1. Neo 10.

3aBenyrommii kageapoit  Coznacosano B.A. boromosos

YTBEPXKIAEHO
Hauvaneauk nentpa Y ML Ymeeporcoaro JLLA. KuraeBa



1. Ilesan ocBOEHMSI AN CIUIIJIMHBI
[emsimu  ocBoeHuss aucuuiuinabl  «KoHurypupoBanue u obOecreueHHE O€30MacHOCTH
KOMITHIOTEPHBIX CUCTEM U ITPOTrPAMMHOTO 00ECIICUEHUSD SIBIISIOTCS
a) 3HAKOMCTBO C OCHOBHBIMHU MOHSITHUSIMHA B KOPTIIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEMAX;
0) Mmoy4eHue TEOPETUUECKUX 3HAHHUH 1O 0€30MaCHOCTH KOPIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEM;
B) TIOJTyYEHUE HABBIKOB 3aIIUTHI KOPIIOPATUBHBIX NH(DOPMAIIMOHHBIX CHCTEM.

2. MecTO AUCUMIIJIMHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Hucuumnba «KonurypupoBanue u obecredeHHe O€30MacHOCTH KOMIBIOTEPHBIX CHUCTEM U
MIPOrPaMMHOTO 00eCTIeueHHs» OTHOCUTCA K (POPMHUPYEMON yJaCTHUKaMHU 0Opa30BaTENbHBIX OTHOIICHUH
gactu OOII u gpopmupyer y oOyuaromuxcs 1o crenuanu3anuu «TeXHOJOruu 3auTbl HHpopManum B
MIPaBOOXPAHUTEILHOM cepey» HaOop 3HAHUH, YMEHUI, HABBIKOB M KOMITCTCHITUH.

Jis ycnemHoro ocBoeHust aucuMiinHbl «KoHdurypupoBanue u obecrieueHue 0€30MacHOCTH
KOMIIBIOTEPHBIX CHCTEM M IPOTPaMMHOr0 oOecredeHus» oOydaromuiics no cnenuanbHocTa 10.05.05
«be3onacHOCTh MH(OPMALMOHHBIX TEXHOJOIMH B IPAaBOOXPAaHUTEIbHON cdepe» IOMKEH OCBOUTH
MaTepuai NpeAecTBYOINX AUCIUILINH:

1. UudopmaTuka
2. CpencrBa u CHCTEMBI TEXHHUECKOTO oOecrieueHust 00pabOTKH, XpaHEHUS U IIepeJadn
uHpopmanuu

Hucnnmumna «KonpurypupoBanue u oOecriedeHrne Oe30MacHOCTH KOMITBIOTEPHBIX CHCTEM |
IIPOrPpaMMHOI0 O0€CIIeUEeHUs» SBIAETCS MPEALIeCTBYIOIENH U HeoOXoauma JUlsl YCHEIIHOTO OCBOEHUS
MOCJIEAYIOIIUX TUCHUIUINH:

1. KonTposib 6€301aCHOCTH B KOMITBIOTEPHBIX CETAX

3. Komnerennuu odyuyaiouierocsi, popMupyemMbie B pe3yJibTaTe 0CBOCHHS TUCHUILIUHBI

IIK -2 CnocodeH o0ecniednTh 6€30MaCHOCTh KOMIILIOTEPHBIX CeTeil, B TOM YHCJIe ¢ UCIO0JIb30BaHHEM NPOrPaMMHO-
anmnapaTHbIX CPEACTB 3alMTHI HH(POPMaHH, 000CHOBATH M MPOKOHTPOJIMPOBATH Pe3yJIbTAThI YIIPaBJIeHYECKHX
peuieHuii B 00/1acTu 6e30nacHOCTH HHGOPMALMH ABTOMATH3UPOBAHHBIX CHCTEM

[1K -2.1. 3HaeT NpUHIMITBI IIOCTPOESHUS KOMITBIOTEPHBIX CETEH, MOPSIIOK PeallM3allii METO/I0B U CPEICTB MEKCETEBOTO
9KPaHUPOBAaHMS, ICTOUYHUKH Yrpo3 HH(YOPMAIMOHHON 0€3011acCHOCTH B KOMITBIOTEPHBIX CETAX U MEPHI M0 MX
MIPEAO0TBPALIECHHUIO, TIPUHIUITEI PA0OTHI 1 NPABMIIA SKCILTyaTalluH HKCITYaTHPYEMBIX IPOTPAaMMHO-AIIIapaTHBIX CPEJCTB
3alIUThI I/IH(I)OpMaL[I/II/I, HOpMAaTHUBHBIC IPABOBLIC AKTHI B oOJactu 3alIUThI I/IH(I)OpMaHI/II/I, PYKOBOIAAIINE U METOJUYECKUC
JOKYMCHTBI YIIOJTHOMOYCHHBIX q)ez(epanLme OpraHoB HUCIIOJIHUTEIIFHOM BJIACTH T10 3alIUTC I/IH(bOpMaHI/II/I

I1K -2.2. YMeer olieHUBaTh Yrpo3bl 6€3011aCHOCTH HH(POPMAIIMK B KOMITBIOTEPHBIX CETSX, HACTPAUBATh ITPaBUIIA
(bl/IJ'H)TpaHI/II/I TMMaKCTOB B KOMITbIOTCPHBIX CETAX, OLICHUBATH ONITUMAJIBHOCTDH BI)I60pa porpaMMHO-amnmnapaTHbIX CPEACTB
3aMUTHl HHPOPMAIIMU U X PEKUMOB (DYHKIIMOHMPOBAHHS B KOMITBIOTEPHBIX CETSIX, 000CHOBBIBATH BBIOOD MCIIOIB3YEMbIX
IIPOrpaMMHO-aIIapaTHBIX CPEACTB 3aIUTH HH(OPMAIMN B KOMITBIOTEPHBIX CETSIX

[1K -2.3. Brnasieet HaBbIKaMU IPUMEHEHHsI IPOIPaMMHO-aIapaTHBIX CPEACTB 3alIMThl HHPOPMAIMH B KOMITBIOTEPHBIX
CeTsAX W ynpasiieHns! pyHKIMOHUPOBAHHEM ITPOTPAMMHO-AIIIAPATHBIX CPEJICTB 3aIIUTHl HHPOPMAIMU B KOMITBIOTEPHBIX

CCTAX

B pesyabTare 0ocBOCHUSsSI AUCHHUILINHBI 00y4aIOIIHICH 10IKEH

3HaTh:

- KaK 00ecTeunTh 0€30IMaCHOCTh KOMITBIOTEPHBIX CETEH, B TOM YHCIIE C HCITOJIb30BAaHHEM
MIPOrpaMMHO-aIIApPaTHBIX CPEICTB 3aIUThI HH(OpMaIMU, 000CHOBATh U MMPOKOHTPOIUPOBATH
PE3ybTaThl YIPABICHUYCCKUX PEIICHUH B 00J1aCTH 0€3011aCHOCTH HH(POPMAITUH

ABTOMATHU3UPOBAHHBIX CUCTCM;



- IPUHIUIIBI TOCTPOEHUS KOMITBIOTEPHBIX CETEH, MOPSIIOK peaanu3alii METOJI0B U CPEJICTB
MEXCETEBOTO IKPAHUPOBAHUS, HICTOYHUKH YTPO3 HHPOPMAITMOHHON 0€30IaCHOCTH B KOMITBIOTEPHBIX
CCTAX U MepBI 110 UX HpCI[OTBpaH_IeHI/IIO, HpI/IHLII/IHBI pa6OTBI 148 HpaBI/IJIa 3KCHHyaTaLII/II/I
AKCIUTYaTUPYEMBIX IPOrPaMMHO-AIapaTHBIX CPEACTB 3alTUThl HHPOPMAIIMK, HOPMATHUBHBIE
MIPaBOBBIC AKTHI B 00IACTH 3alTUTHI HHPOPMALIUH, PYKOBOIAIINE U METOAMYECKUE TOKYMEHTHI
YIIOJTHOMOYEHHBIX (he/iepaTbHBIX OPTaHOB UCTIOTHUTEIHLHOM BIACTH T10 3alIUTE WH(OPMAIINN;

- KaK OILICHUBAThH yrposbl 6630HaCHOCTI/I I/IH(i)OpMaI_[I/II/I B KOMHBIOTeprIX CCTAX, HaCTpaI/IBaTb HpaBI/IJIa
(bUIBTpaIK TAKETOB B KOMITBIOTEPHBIX CETAX, OLIEHUBATh ONITUMAJILHOCTh BEIOOpA ITPOrPaMMHO-
arnmapaTHBIX CPEJICTB 3alUThI HHPOPMAIIUK U UX PEKUMOB (DYHKITMOHHUPOBAHUS B KOMITBIOTEPHBIX
CeTsAX, 000CHOBBIBATH BHIOOP MCIIOJIb3YEMBIX TPOTPAMMHO-AIIAPATHBIX CPEJCTB 3aIUTHI
MH(pOpMallUU B KOMIIBIOTEPHBIX CETSX;

- HaBBIKM TPUMEHEHUS ITPOrPAaMMHO-ANMaPaTHBIX CPEJCTB 3aIUTH HH()OPMAIIMH B KOMITBIOTEPHBIX
CEeTSIX U ynpaBieHUus (PyHKIMOHUPOBAHUEM MPOTPAMMHO-ANAPATHBIX CPEJICTB 3aLIUTHl HHPOPMAITUU
B KOMHBIOTCpHBIX CCTAX

YMmerThb:

- 00eceunThO0ECIIEYUTh OE30MaCHOCTh KOMITBIOTEPHBIX CETEH, B TOM YHCIIC C UCITOJIH30BaHUEM
MIPOrpaMMHO-aNMapaTHBIX CPEJCTB 3aIIUTHl HH(OPMAITMH, 000CHOBATh M MPOKOHTPOJIUPOBATh
pe3yNIbTaThl YIPABICHYCCKUX PEIICHUH B 001acTH 0€30MacHOCTH HH(pOpMAIHH
aBTOMaTI/ISI/IpOBaHHI)IX CHUCTEM,

- CTPOUTH KOMITBIOTEPHBIE CETH, MOPSAIOK PeaU3aI[ii METO/IOB U CPEICTB MEXCETEBOTO
SKpaHUPOBAHUS, HICTOUHUKH YTPO3 HHPOPMAIIMOHHOM 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX U MEPHI
M0 UX MPEOTBPAIICHUIO, TPUHIIUIIBI paOOTHI U MTPaBHIIA IKCIUTYaTallMH SKCILTyaTHPYEMbIX
IIPOrpaMMHO-aINapaTHBIX CPEICTB 3aIUThI HH(OPMAIMK, HOPMAaTUBHbIE MIPABOBbIE aKThI B 00J1aCTH
3allIUThI I/IH(i)OpMaHI/II/I, pYKOBO)IﬂHII/Ie U MECTOAUYCCKUC HOKYMGHTI)I YHOJIHOMOIICHHI)IX (1)€I[CpaJ'IBHBIX
OpTraHOB UCMOJHUTENBHOMN BIACTH MO 3aluTe MHPOPMAIIHH;

- OIICHUBATh YTPO3bl O€30MACHOCTH HH(POPMAIINH B KOMITBIOTEPHBIX CETSIX, HACTpanBaTh MpaBuia
(1)I/IJ'IBTpaHI/II/I ITIaKCTOB B KOMHBIOTepHI)IX CCTAX, OICHUBATH OIITUMAJIBHOCTDH BI)I60pa HpOFpaMMHO-
anmnapaTHbIX CPECTB 3alIUTHl HHPOPMAIMHU U UX PEKUMOB (QYHKIIMOHUPOBAHUS B KOMITbIOTEPHBIX
ceTsiX, 000CHOBBIBATh BHIOOP UCIIOIB3YEMBIX MPOTPAMMHO-ANIAPATHBIX CPEJCTB 3aIUTHI
uH(pOpMaIIUK B KOMIIBIOTEPHBIX CETSX;

- IPUMEHSTH IPOrpaMMHO-aNapaTHbIe CPECTBA 3aLIUTHl HHPOPMAIIUN B KOMITBIOTEPHBIX CETIX U
yrpaBiaeHUs GYHKIIMOHUPOBAHWEM IIPOrPaMMHO-AIIAPATHBIX CPEICTB 3alUThl HH()OPMALIUY B
KOMITBIOTEPHBIX CETAX

Baangern:

- obecnieunTh 6€30MacCHOCTh KOMITBIOTEPHBIX CETEH, B TOM YHCIIE C UCIIOJIb30BaHUEM ITPOTrPaMMHO-
arnmapaTHBIX CPEACTB 3alUThl HHPOPMAIMKA, 000CHOBATH U MMPOKOHTPOIUPOBATH PE3YIHTAThI

yIpaBJIEHYECKUX pelIeHuH B 001acTu 6e30macHoCTH HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM;



- HaBBIKM IIOCTPOCHHUS KOMIIBIOTEPHBIX CETEH, MOPSIOK PEATU3ALUN METOJOB U CPEIICTB MEKCETEBOIO
HKPaHUPOBAHUS, UCTOYHUKH YIP03 HHPOPMALIMOHHOM O€30MTaCHOCTH B KOMITBIOTEPHBIX CETSIX M MEPhI
10 UX MPEJOTBPALICHHIO, IPUHIIUITBI paOOTHI M MTPaBHUJIa SKCIUTYaTalluu SKCILTYyaTHPYEMbIX
IpOrpaMMHO-aNapaTHBIX CPEACTB 3aLIUThl HH(OpPMALUK, HOPMAaTUBHbBIE IPABOBbIE aKThl B 001aCTH
3alUThl HH(GOPMALIUU, PYKOBOJSAILIME U METOIMYECKHUE JOKYMEHTHI YITOJTHOMOUEHHBIX (hesiepabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH O 3alIMTe HH(POpMAIH;

- HaBBIKH OIICHWBATh YTPO3bl 0€30MacHOCTH HH(POPMAIIMHN B KOMIIBIOTEPHBIX CETSIX, HACTPAUBATh
npaBuia GUIbTPALMU AKETOB B KOMIIBIOTEPHBIX CETAX, OLIEHUBATh ONTUMAJILHOCTh BbIOOpa
IpOrpaMMHO-aNapaTHBIX CPEJCTB 3aLUTHI MHOOPMAIMK U UX PEKUMOB (PYHKIIMOHUPOBAHUS B
KOMITBIOTEPHBIX CETSIX, 000CHOBBIBATH BHIOOP MCIIOJIB3YEMBIX TPOTPAMMHO-AIIAPATHBIX CPEJICTB
3anUThl HHQOPMAIMH B KOMITBIOTEPHBIX CETSIX;

- HaBbIKAMU IPUMEHEHHUS POTrPaMMHO-ANNapaTHBIX CPEACTB 3allUThl HH(POPMALIUU B
KOMITbIOTEPHBIX CETSIX M yNpaBIeHUs PYHKIMOHUPOBAHHEM IIPOTPaMMHO-AIIAPATHBIX CPEJICTB

3allIUThI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX

4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI
O61mas TpyA0EMKOCTh AUCHHUILIMHBI COCTABISIET 5 3a4eTHBIX equHmil, 180 yacos.

Bunbl yaeOHOM paboThI (B Yacax) O1eHOYHBIC CpEACTBA
Ne Paznen Ceme- JUIsl IPOBENCHUS
[paktnaeckue | Jlabopa- o
n/m JUCLUUTUTAHBI CTp Jlexkus KCP CPC TEKYILIEH U MPOMEKY-
3aHATHUSL TOpHbBIE .
TOYHOU aTTECTAUU
1 2 3 4 5 6 7 8 9
Kondurypuponanne JlabopaTopnas pabora
KOMIIBIOTEPHBIX
1. | cuctem u 9 8 19 57 66
MIPOrPaMMHOTO
obecrieueHus
OobecrnieueHne
0e30macHOCTH
o | KOMIIbIOTEPHBIX 9 10 8 6 6
CUCTEM U
MIPOTPaMMHOTO
obecrnieucHus
Hroro no 9 18 27 63 72 Aud depenunpoBaHHblii
ceMecTpy 3a4yer

5. Coaep:kaHue JIEeKIHMOHHBIX 3AHATHIA M0 TeMaM

Ne MHpukaTopsl
. /_n Paznen qucnuruimHb Yacsl Tema JIeKIIMOHHOTO 3aHATHS JIOCTHKEHUS
KOMITCTEHIINU
1 2 3 4 5
1. | KonpurypupoBaHue KOMIBIOTEPHBIX CHCTEM H 2 Texunosorus ayrentudukammn u | [IK-2.1
MPOTPAMMHOTO 00ECTICUCHHUS oOecrieucHme K -2.2
6e30macHOCTHOIEpalMOHHBIX K -2.3
cucreM. TexHonornu
MEKCETEBBIX SKPAHOB
2. 2 [MpuHnun kpuntorpaduieckon MK -2.1
3aIIUTH HHOOMAITUH IIK -2.2
IK -2.3
3. 2 ITocTpoeHre U OpraHU3aIns K -2.1
KOMIUIEKCHOH cuctemsl 3amutel | [TK -2.2
nHpOPMALIHH IK -2.3




No HupukaTopst
. /_n Paznen qucnuIuimHb Yacsl Tema IeKIMOHHOTO 3aHATHS JIOCTHKEHUS
KOMITCTEHIINU
1 2 3 4 5
4. 2 MbskcereBble 9kpaHbl. VPN. MK -2.1
IK -2.2
MK -2.3
5. | O6ecneyenne 6€30MaCHOCTH KOMIBIOTEPHBIX 2 TexHoyOrMN TPUMEHEHUS MK -2.1
CHCTEM H IIPOTPaMMHOTO 00eCTICUCHHS KOMIUICKCHOH CHCTEMBI 3aIIUTHI K -2.2
HHPOPMAIIIH B K -2.3
TENEKOMMYHHKAILIHOHHBIX
CHCTEMax
6. 2 BpenonocHsIe IporpamMMel: K -2.1
KJIaccu(UKaIus, METOIbI [IK -2.2
0OHapYKEHUsI K -2.3
7. 6 Pacnipenenenusie K -2.1
nH(OpPMALMOHHBIE CUCTEMEL. IK -2.2
MK -2.3
BCEI'O 18
6. Conep:xkaHue NMPaKTHYECKUX/CEMHUHAPCKUX 3aHATHI
HpOBeI[eHI/Ie HpaKTI/ILIeCKI/IX/CCMI/IHapCKI/IX 3aHATUN HE npeaAyCcCMOTpPCHO y‘IC6HBIM IIJITaHOM
7. Coaepsxkanue J1a00paATOPHBIX 3aHATHI
MNupukato
pBI
Ne Pa3nen nucuminHbl Yacel Tema 3anarTus AOCTHOKCH
n/m ust
KOMIICTEHI]
207
1 2 3 4 6
1. | KoHpurypupoBaHue KOMITBIOTEPHBIX CHCTEM U 12 3aKoHOaTEeTIHHEIN YPOBCHD K -2.1
MPOTPAMMHOTO 00eCTICUCHHUS HHPOPMAIMOHHOW 0€30MacHOCTH K -2.2
K -2.3
2. 3 3amura napopMaruu B pactpeneneHapx | [1K -2.1
KOMIIBIOTEHBIX CETSIX K -2.2
K -2.3
3. 2 TexHUUECKHE CPECTBA KOMILIEKCHON TIK -2.1
CHCTEMBI 3alIUTHl HHPOPMALIUU IK -2.2
K -2.3
4. 2 VPN K -2.1
MK -2.2
K -2.3
5. | Obecnedenne 6€30MaCHOCTH KOMITBIOTEPHBIX 4 OcHoBHBIC METOIbI OOecieueHus kayecta | 1K -2.1
CHCTEM H IIPOTPaMMHOTO 0OecTIeueHHs (yHKINOHUPOBAHUSA MK -2.2
MK -2.3
6. 2 AHanu3 1 yIpaBieHHE TOTUTHKON K -2.1
n(pOpPMAIIMOHHON O€30MaCHOCTH Ha K -2.2
00BEKTE C UCIOIB30BAHUEM CHCTEMBI K -2.3
"Konnop"
7. 2 BpenonocHsle nporpamMmsl: K -2.1
KiaccuuKamms, MeToabl 0OHAPY)KEHHS K -2.2
K -2.3
BCEI'O 27
8. CamocrosiTesibHasi paboTa
MHaukaTopsl
Ne TeMbl, BHIHOCMMBIE HA CAMOCTOSITENBHYIO
i pabory Yacsr ®opma CPC JTOCTHKEHUS
KOMITCTEHIINU
1 2 3 5 6
1. | OcHOBHBIE METO/IBI BHEAPECHUS U aHAIIN3a 11 MIOJIrOTOBKA K JTabopaTopHoii padboTe MK -2.1
(yHKIIMOHMPOBaHMUS IPOTPAMMHOTO MK -2.2
obecrieueHust MK -2.3




HNupukatopsl
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITEIILHYIO
Yacol ®opma CPC JIOCTUKEHUS
n/n paborty
KOMITCTEHIINU
1 2 3 5 6
2. | 3arpy3ka 1 yCTaHOBKA IIPOrPaMMHOTO 10 MOJITOTOBKA K JTabopaTopHOU paboTe K -2.1
obecreueHus IK -2.2
MK -2.3
3. | cxembl ceTeBoii 3amuThHl Ha 6aze MO, ee 12 MIOJIrOTOBKA K JTaDOpaTopHoii padboTe IK-2.1
OCHOBHBIEC BaPHAHTHI apXETUKTYPHI K -2.2
IK -2.3
4. | MbaxcereBbie sKpaHbl. VPN. 33 MTOJITOTOBKA K JTabopaTtopHOi paboTe K -2.1
IK -2.2
IK -2.3
5. | AyIOuT KOMIIICKCHOH 3amiThI 2 MTOJITOTOBKA K JTabopaTtopHOi paboTe K -2.1
IK -2.2
MK -2.3
6. | Metons! 1 cpeACTBa 3aIIUTHI 2 MIOJIrOTOBKA K JTaDOpaTopHoii padoTe MK -2.1
KOMIBIOTEPHBIX CHCTEM IK -2.2
MK -2.3
7. | BpenoHOCHBIE IPOTPAMMBI: 2 HOATOTOBKA K J1abopaTopHoii padoTte MK -2.1
KiaccuUKaIHsi, METOIbI OOHAPYKESHUS IIK -2.2
MK -2.3
BCEI'O 72
8.1 KonTpoJb camocTosiTe1bHOI padoThl
MupuxaTopsl
Ne TeMbl, BHIHOCHMBIE Ha CAMOCTOSITENILHYIO
Yacel ®opma KCP JIOCTUKEHUS
n/m paboty
KOMITETEHIIHU
1 2 3 5 6
1. | Anroput™msl mndpoBanus, HHHPOBOI 4 npueM JabopaTopHOH paboThI MnK-2.1
MO IIIACH [IK -2.2
IK -2.3
2. | buomerpudeckas ayTeHTH(OUKAIHS, 4 mpueM J1abopaTopHOI paboThI K -2.1
ayreHTH(UKaUsA Ha ocHOBe MUH-KOJIA K -2.2
IK -2.3
3. | xIaccupuKays yrpo3 0€30MacHOCTH, Ty TH 17 mpueM J1abopaTopHOI paboThI K -2.1
peanu3anyu yrpo3 K -2.2
MK -2.3
4. | MbaxcereBble 9kpaHbl. VPN. 32 npueM J1abopaTopHOil paboTHI MK -2.1
MK -2.2
MK -2.3
5. | OcHOBHBIE METOBI OOECTIEUEHNS KauecTBa 2 npueM J1abopaTopHOil paboTHI MK -2.1
(hyHKIIMOHUPOBAHUS MK -2.2
MK -2.3
6. | MeToxbl 1 Cpe/ICTBa 3aIUTHI 2 npueM 1abopaTopHOil paboTHI MK -2.1
KOMIIBIOTEPHBIX CHCTEM MK -2.2
IK -2.3
7. | BpenoHocHble porpamMmel: 2 IpreM J1abopaTopHOi paboThI MK -2.1
Kiaccu(uKamus, METo1bl OOHAPY KEHHS K -2.2
IK -2.3
BCEI'O 63
9. Ucnosib30BaHHMe PEHTHHIOBOM CHCTEMBbI OLICHKHU 3HAHU I
HpI/I OLICHKC PE3yJIbTAaTOB ACATCIIbHOCTH o6yqa101uﬂx051 B paMKax JAUCHUITIIMHBI

«KondurypupoBanue u obecreueHne O€30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM U MPOTPaAaMMHOTO
o0ecrnieueHus» UCII0NIb3yeTCsl pEUTHHTOBas cucTeMa. MakcuMalbHOe U MUHUMATbHOE KOJIMYECTBO OAIIOB
10 pa3IUYHBIM BUAaM yueOHO# paboThl onricaHo B «llomokeHnn o 6aIbHO-PEUTUHTOBOM CUCTEME OIIEHKH

3HaHUI CTYJEeHTOB 1 oOecnieueHus kauecTBa yueoHoro npoueccay ®I'bOY BO KHUTY.

PelituHrOBast orieHKa GOpMUPYETCS Ha OCHOBAHMH TEKYIIETO W MPOMEKYTOYHOTO KOHTPOIS. 3a
KOHTPOJbHBIE TOUYKH CTYACHT MOXKET MOJTYYUTh MUHUMAIbHOE U MAKCUMAIILHOE KOJIMYECTBO OAIIIOB (CM.
Ta0IHUILY).

OueHo4HBbIE CPEACTBa

Koa-Bo | MuH.0a110B |

Makc.0a/1J10B |




9-ii cemecTp
JlabopaTopHnas paboTa 7 60 100
HTroro 60 100

10. OueHouHble cpeacTBa IS TeKYLIEr0o KOHTPOJS YCIIEeBAEMOCTH, INPOMeEKYTOYHOM
aTTecTal{u 110 HTOraM OCBOEHUS! M CHUIIMHBI
OneHouHblE CpencTBa ISl MPOBEACHMSI TEKYIIETO KOHTPOJIS YCIEBAEMOCTH, IPOMEKYTOUYHOU
aTTeCTallUd UM UTOTOBOM aTTecTalMM pa3pabdaThIBAIOTCS COTJIACHO MOJIOKEHUI0 0 DOHJaX OLIEHOYHBIX
CpEeACTB, pacCMaTpPUBAIOTCS KaK COCTaBHas 4acTh paboueill mporpamMmbl U OGOPMIISIOTCS OTIEIbHBIM
JOKYMEHTOM.

11. UudopmaniuoHHO-MeTOANYECKOE 0O0ecTiedeHue TN CIUIINHbI

11.1. OcHoBHasi 1MTEpaTypa

ITpu uzydennu nucuumuinHabl «KoHpurypupoBanue u ooecrieueHre 6€30MacHOCTH KOMITBIOTEPHBIX
CUCTEM U MPOTPaMMHOT0 00ECTICUCHUS» B KAUeCTBE OCHOBHBIX HCTOYHHKOB WH()OPMALIUUA PEKOMEHIYETCS
MCI0JIb30BATh CIEAYIOIIYIO JIUTEPATYPY:

OcHOBHBbIC MCTOYHUKH MH(pOpMALIUU KosmuyecTBO 3K3eMILISAPOB
C. B. Poaun, I'. B. [lepmunos, A. B. http://www.iprbookshop.ru/50628.html
CxppinHUKOB [u ap.], bezonacHocTs cuctem Pexxum noctyna: no noanucke KHUTY

0a3 maHHBIX [DIEKTPOHHBIN pecype]| YaeOHoe
nocobue: Boponex : Boponexckuii
rOCYJIapCTBEHHbIN YHUBEPCUTET MHKECHEPHBIX
TexHoyuorui, 2015

B. A. Acramuyk, I1. B. Tepemienko, https://urait.ru/bcode/453261
Kopnoparusnsie unpopmaimonssie cucteMsl: | Pexum nocryna: mo noanucke KHUTY
TpeOoBaHus npu npoektupoBanui [[Ipouee]
YyeOHoe nmocobue 17 By30B: Mocksa :

Opaiir, 2020
A. B. Kyp6ecoB, KopnioparusHsie http://biblioclub.ru/index.php?page=book&id=567042
nH(opMannonHeie cuctemsl [[Ipouee] Pexxum noctyna: mo nognucke KHUTY

yuebHoe nocoobue: Pocros-Ha-J{oHy :

N3 narenbcko-nonurpaduyeckuil KOMILIEKC
PI'DY (PUHX), 2018

A. 0. HukuraeBa, KopriopatuBHbie http://znanium.com/go.php?id=996036
nHpopmanroHHble cucteMsl [[Ipouee] Pexum nocryna: no noanucke KHUTY
VYuebnoe nocobue: Taranpor : 3narenscTBO
TTHU IODY, 2017

11.2. lonotHuTE/ILHAS JIUTEPATYPA
B xauectBe JOITOJIHUTEIIBHBIX HWCTOYHUKOB I/IH(i)OpMaHI/II/I PEKOMECHAYCTCA HCIIOJIB30BATh

CJIEYIOLLYIO JIMTEPATYPY:
JlonoJIHUTe/IbHbIE HCTOYHUKH KosmuecTBo 3Kk3eMILIsipoB
HHpopmannu
B. Kuses, O. I'pannunn, bezomacHocth http://biblioclub.ru/index.php?page=book&id=429032
nHpopMmannoHHbIX cucteM [[Ipouee] kypc: Pexum nocryna: no noanucke KHUTY

Mocksa : HanmonanbHbiid OTKPBITHIN
Yuusepcurer «<MHTYUT», 2016

A. B. Hukynus,, B. B. ApTiomienko,, http://www.iprbookshop.ru/99345.html
KoMImbroTepHbI€ CETH U TEIIEKOMMYHHUKALIUU Pexum nocryna: no noanucke KHUTY
[[Ipouee] yueGHO-MeTOIMYECKOE TTOCOOHE 110
PYCCKOMY SI3bIKY KaK HHOCTPAHHOMY:
HoBocubupck : HoBocubupckuit
rOCyZapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET,
2020

B. B. Aptromrenko,, A. B. Hukynum,, http://www.iprbookshop.ru/99345.html
KoMIIBIOTEpHBIE CETH U TEIIEKOMM YHUKAIIUU Pexum nocryna: no noanucke KHUTY




[[TIpouee] yueOHO-MeTOIMUECKOE TTOCOOUE IO
PYCCKOMY SI3bIKY KaK MHOCTPaHHOMY:
HoBocubupck : HoBocubupckuit
roCyJapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET,

2020

A. B. Ky3un, [I.A. Ky3un, KomnerorepHbie http://znanium.com/go.php?id=1088380
cetu [[Ipouee] YueOHoe mocobue: Mockaa : Pexxum nocryna: mo noamucke KHUTY
WUzparensctBo "®OPYM", 2020

M. B. 1u6poB, KommbioTepHble ceTh 1 https://urait.ru/bcode/452574
TeJIeKOMMYHUKauu. Mapipyrtuzanus B [P- Pexxum noctyna: o nognucke KHUTY

cetsix B 2 4. Yacte 1 [[Ipouee] YueOHuUK 1
npaktukym g CI1O: Mocksa : FOpaiit, 2020
M. B. 1u6poB, KommbloTepHble ceTh 1 https://urait.ru/bcode/453065
TeJIeKOMMYHUKauu. Mapipyrtuzanus B [P- Pexxum noctyna: o nognucke KHUTY
cetsix B 2 4. Yacts 2 [[Ipouee] YueOHUK 1
npaktukyMm s CIIO: Mockaa : FOpaiit, 2020
Noe Onusep, KommbroTephbie cetu u ciryx0bt | http://www.iprbookshop.ru/87999.html
YIAJIEHHOTO JoCcTyna [ DneKTpoHHbI pecypce] : | Pexxum noctyna: no noanucke KHUTY
Caparos : [IpodobpazoBanue, 2019

11.3. DyileKTpOHHBIE HCTOYHUKHU HH(pOPMaLUH

[1pu n3yuennn nucuumuimHbl «KoHpuUrypupoBanue u odecrieueHne 6€30macHOCTH KOMITBIOTEPHBIX
CHCTEM M TIPOTPAMMHOTO OOECHeUeHHs» MPEAYCMOTPEHO HCIIOJIB30BAHUE AJIEKTPOHHBIX HCTOYHHKOB
nH(popMauu:

. Onextponnslii karanor YHUL] KHUTY: Pexxum goctymna: http://ruslan.kstu.ru/

. OBC «Jlaub»:Pexum noctyna: https://e.lanbook.com

. ObpazoBarenbHas miatpopma «tOpaiity: Pexxum noctyna: https://urait.ru/

. OBC «Znanium.comy: Pexxum goctyna: http://znanium.com/

. OBC YuuBepcurerckas 6ubnuoreka onnaiin: Pexum nocryna: http://biblioclub.ru/
. OBC IPRbooks: Pexum goctyma: http://www.iprbookshop.ru/

. OBC BOOK .ru : Pexwum nocryna: https:// www.book.ru/

. Hayunas snextponnas 6ubnuoreka https://elibrary.ru/
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11.4. IlpodeccuonasbHbie 0a3bl JaHHBIX M MHGOPMAIHOHHBIE CIIPABOYHbIC CHCTEMbI

ba3sl jaHHBIX

Wiley Online Library: https://onlinelibrary.wiley.com/
Springer Nature: https://link.springer.com/

zbMath : https://zbmath.org/

WHudopmanoHHbIe CIPaBOYHBIE CHCTEMBI
CrnpaBouno-npaBoBas cucreMa «I'APAHT» Jloctyn cBoOOIHBIN: WwWw.garant.ru
CrpaBouno-nipaBoBas cucrema «Koncynerantllorocy Jloctyn cBoboaHbIi: www.consultant.ru

12. MaTepuajbHO-TeXHHYeCKOe o0ecneyeHne JUCIUIINHBI

JInneH3upoBaHHOE MPOTPAMMHOE 00ECTICUeHUE i CBOOOTHO PACIPOCTPAHSAEMOE ITPOTrPAMMHOE
o0ecrniedyeHre, B TOM YHCIie OT€YECTBEHHOTO IPOU3BOICTBA, UCIIOJIb3yeMOe B y4eOHOM IMpoliecce mpu
ocBoeHuu auctuiunabl «KoHdurypupoBanue u odecrneueHre 6€30MacHOCTH KOMIBIOTEPHBIX CUCTEM H
IIPOrPaMMHOT0 O0ECTIEUEHUS»:



Oducueie u nenoseie nporpammbl: ABBY'Y FineReader 9.0 npod;
Oducnsie u aenoseie mporpammbl: MS Office 2007 Russian;
Oducusie u genossie mporpammer: MS Office 2007 Professional Russian;
Oducueie u aenoseie mporpammbr: MS Office 2010-2016 Standard
Apxusarop 7 Zip
broknot Notepad
Sunekc bpaysep
1. Bupryansasie mamunbl VirtualBOX (GNU GENERAL PUBLIC LICENSE)
. Cumynsitop cereit GNS3 (GNU GENERAL PUBLIC LICENSE)
. Oneparnmonnas cucrema Linux (Fedora, Ubuntu). (GNU GENERAL PUBLIC LICENSE)
. RADIUS cepsep (GNU GENERAL PUBLIC LICENSE)
. Sendmail - SMTP cepsep (Sendmail License)
. POP3 cepsep (BSD License)
. IMAP4 cepep (BSD License)
. NTP cepsep (BSD License)
9. MexcereBoii akpaH iptables (GNU GENERAL PUBLIC LICENSE)
10. MexcereBoii axpan Firewalld (GNU GENERAL PUBLIC LICENSE)
11. Cxanep cereBoii 6ezonacHoct nmap (GNU GENERAL PUBLIC LICENSE)
12. Cucrema obnapyxenus arak snort (GNU GENERAL PUBLIC LICENSE)
13. Cucrema CUHXpOHU3ALUMU JAHHBIX TSync
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VY4yeOHble ayIUTOPUH JUI IPOBEICHUS YUEOHbBIX 3aHATUI OCHAILLIEHBI 000PY10BaHUEM:!

1. Aynuropus I1-7;

TEXHUYECKUMHU CPEACTBAMH 00yUEHUS:

1. TunoBoii KOMIUIEKT yueOHOro 06opynoBanust «I ' 100anbHbIe KOMIIBIOTEPHBIE CETH ,

2. TunoBoi KOMILIEKT yueOHOoro ooopyaoBanus «KoprnopaTuBHble KOMIIBIOTEPHBIE CETH .

ITomernieHus 151 caMOCTOSITELHOM pabOTHl OCHAILIEHB KOMITBIOTEPHOM TEXHUKOM:

1. Aymuropus N1-107,

C BO3MOKHOCTBIO OJKIIIOUEHU K ceTH «/HTepHeT» u 00ecedeHbl JOCTYIIOM B AJIEKTPOHHYIO
uHpopmannonnyto cpeny KHUTY.

13. O0pa3oBaTebHbIE TEXHOJIOTHH

KonnyecTBo 4acoB 3aHATHI, MPOBOAMMBIX B MHTEPAKTHBHBIX (pOpMax B ydeOHOM Mpoliecce Mo
muciuminHe  «KoHpurypupoBanue u  oOecriedeHHe O€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM H
IIPOrpaMMHOT0 00ecreueHus» cocTaBisieT 9 u.

B mpouecce ocBoenuss naucuuiuiHbl «KoHurypupoBanue u oOecredeHHe O€30MaCHOCTH
KOMIIBIOTEPHBIX CUCTEM U MPOrpaMMHOI0 OOECTIEUEeHUs» UCIOJIBb3YIOTCS Cielyolue o0pa3oBaTeabHble
TEXHOJIOTHH:

* TBOPUYECKUE 3a]JaHUS;

* paboTa B MaJIbIX TPYIIax;

* TUCKYCCHSI,

* 00yyaromue urpbl (poJjeBble UTPhI, UMUTAIUH, JIETIOBbIE UTPHI U 00pa30BaTeIbHbIE UTPHI);
* CUCTE€MBI JUCTAHI[MOHHOT'O O0YYEeHHS.



