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1. Bonpocwet npozpammel ecmynumenbHo20 3K3AMEHA 6 MAZUCMpamypy HO HANPAGIEHUIO

10.04.01 «MadpopmanmonHas 6€30nacHOCTHY, MporpaMma noAroToBku « KoMmnexkcHoe

obecrnieyeHue 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM).

1. Onpenenenue uapopmanuu. OTInyne JaHHBIX OT HHpOpMaIHH.

2. Mepe! konmmyecTBa HHQopManuu. CpaBHEHHE KOJIMYEeCTBA HH(OpMaIUHU 1o GopmysiaM XapTid U
[IlerHOHA.

3. AHaJIOrOBBIA, JUCKPETHBINA, M POBOH curHaisl. [Ipeobpa3zoBanue aHAIOrOBBIX CUTHAJIOB B

upoBbie. MoayIsmus U JEMOIYJISIIMS CUTHAJIOB.

[lepenava undopmanuu. Kanan u muaus cBsa3u. Buael Gu3nyeckux JTUHUI CBS3H.

CxuMaroniee ¥ NoMexoyCToMYnBOe KOJUpOBaHHEe HHPOpMaIIHH.

KopriopatuBHas ceTh nepenadyn JaHHBIX: XapaKTEPUCTUKH, YPOBHH, TOIIOJIOTHS.

MapupyTusanust “HQOpMalUOHHBIX TOTOKOB, TA0IHIIBI MAPIIPYTH3AIHH.

o Kl - o

CraTuyeckue U JUHAMUYECKHE MEXaHU3Mbl MapIIPyTH3AIHH.

9. IlporpamMmHo-anmaparHbie cpecTBa obecrnedeHnss HHPOpMaALMOHHOMH 0€30I1aCHOCTH B CETHX.

10. Knaccudukauus nHOpMaIiy 10 BUAY JOCTYIY K HEH.

11. OcHoBHEIE QOpPMEI TPOSIBIIEHUS HH(OPMAIIUH, €€ CBOMCTBA KaKk 00beKTa 0€30IacHOCTH.

12. ITonsTue Oe3onacHoCTU U MHPOpMAITMOHHOM Oe30macHOCTH. JlokTprHa HHGOPMAMOHHOIA
oe3zonacHocT Poccuiickoit @enepanmm.

13. I'ocynapcTBeHHOE peryimpoBaHue paboThl ¢ MEPCOHAIBHBIMU JaHHBEIMH. OCHOBHEBIE MOJIOKEHHUS
3aK0Ha PO «O nepCoHAIBHBIX JaHHBIX).

14. OcHoBHBIE 110J10KEHUS 3aKOHA PD «O06 nHpopmanuu, HHOOPMAITMOHHBIX TEXHOJIOTHSIX U O 3aIUTE
MH(pOpMALIUN.

15. OcHoBHBIE TON0XEHUS DenepanbHbiX 3aKk0HOB PO «O rocymapcTBeHHOM TaiiHey,
«O KOMMEpPUYECKOM TaiiHe.

16. Llenu 1 3ama4u ponycCKHOro pexxuma npeanpustius Oprasu3aius MponycKHOro pexxuma
IpeaIIPUSITHS.

17. Opranuzauusi BHyTpUOOBEKTOBOIO peXXUMa IIPEANPUSATHS.

18. OyHKIIMH KOMIUIEKCHOM cucTeMsl 3amuThl nHGopManuu (KC3H).

19. Ilpuanuner nocrpoenus u opranu3anuu KC3U. Crpareruu KC3H.

20. Onpenenenue cocrasa 3amuiaeMorl HHGoOpMaIud U 0OBEKTOB 3aIUTHI.

21. OcHOBHBIE BBl YTPO3 HH(POpMAITUOHHON 0€30IIaCHOCTH.

22. OnpeneneHue Lejier yrpaBjaeHus HHPOpMaIMOHHOH 0€30MacHOCTHIO.

23. Opranusanus CUCTEMbI O€30I1aCHOCTH.

24. OCHOBHBIE IIPUHIIUIIBI VIIPABJICHUS PUCKaMU HH(POPMAIIMOHHOM 0€30MMacHOCTH.

25. CTpyKTypa OJUTUKH UH)OPMALMOHHOM 0€30MacHOCTH U IpoIecc ee pa3paboTKH.
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Buenpenne pa3paboTaHHBIX IOJHUTHK 0€30IaCHOCTH.

CoBepIIEHCTBOBAHUE BHEAPECHHOM MOJUTUKH O0€30IIaCHOCTH U €€ JaJIbHEHUIIEE COBEPIICHCTBOBAHHUE.
Pacnpenenenue o0s3aHHOCTEM, CBA3aHHBIX ¢ HHPOPMALMOHHON 0€3011aCHOCTBIO.

[{e 1 OCHOBHBIE 3TAITbI ayAUTa HH(HOPMAIIMOHHON O€3011aCHOCTH.

CTpyKTypa, 3a71aui ¥ PYHKIUH JenapTaMeHTa HHQOpMaLlMOHHOM 0€30IMaCHOCTH.

[IporpamMHas noazepxka padboTsl ¢ MOJUTHKON HH(DOPMALIMOHHON O€30IIaCHOCTH.

[IporpaMMHBIE CpeacTBa HHGOPMAIMOHHONW 0€30I1aCHOCTH, HHTETPUPYEMBIE B HH(POPMALMOHHYIO
CHCTEMY IPEANPUSTHUS.

OO6mue TpeOOoBaHMs MPOSKTUPOBAHUS OXPAHHBIX CUCTEM. TpeOoBaHHUs K TEXHUUYECKOH 3aIUTE
00BEKTOB Pa3jIMYHOIO THUIIA.

Knaccudukanusa HapymuTeneid. OCHOBHBIE XapaKTEPUCTHKUA HApymIUTeied. KOHIEenuus nocTpoeHus
cucTteM 0e3onacHOCTH 00BeKTOB. OCOOEHHOCTH CUCTEM 3alIMTHI U 0€30IMaCHOCTH OOBEKTOB
pa3JIA4YHOro THUIIA.

TeneBu3noHHEIE (AaHAJIOTOBEIE) CHCTEMBI Ha0moaeHusA. CTpyKTypa U COCTaB CUCTEMBL. BUIBI U
OCHOBHBIE XapaKTEPUCTHKHU IIEPEAAOIINX TEJIEBU3UOHHEIX Kamep.

CucteMbl KOHTpOJIS ¥ yrpaBieHus goctynoM (CKY D). Ilpumenenue cucreM BUACOHAOIOACHHS B
CKVY . Peanmu3anus CKY /] Ha oCHOBE mporpaMMHO-aInapaTHbIX KOMIIJIEKCOB.

CxeMBbl 3alIUTHI OT IMIPOCYIIHBAHUS TeJIE(POHHBIX JUHUNK. CXemMa IPOTUBOJAEHUCTBHS.

Oco0eHHOCTH MPOEKTHPOBAHUS CUCTEM OXpaHbl 00BEKTOB Pa3JIMYHOro TUIla. TpedoBaHus K
TeXHHYECKOM 3a1uTe 00OBEKTOB PA3JIMYHOI0 THUIIA.

AKycTHYECKHE KaHaJbl yTeukd nHpopMmanuu. CTpyKTypa KaHajia. XapaKTepHUCTHKAa HCTOYHHKOB
CHUTHaJIA.

[TaccuBHBIE METOABI 3AIUTEI OT ITOOOYHEBIX 3JIEKTPOMArHUTHHIX U3JIYYCHUH U HaBOJIOK

AKTHBHBIE METOBI 3AIIUTEI OT MOOOYHBIX JIEKTPOMAarHUTHBIX U3JIYYEHUU U HAaBOJOK.
PanuosnekTpoHHEIE KaHaIEl yTeukd nHpopmanuu. CTpykTypa kaHaia. Microunuku cursainoB. Cpena
pacIpoCTpaHECHUS] MEPHI 3alUTHL.

OCHOBBI IOCTPOEHHUS CUCTEM BHICOHAOMIOACHUA. DYHKIIUN OXPAHHBIX CUCTEM, PEATH3YEMBIX
CHCTEMaMH BHICOHAOIIOACHUS.

TeneBusnonHbIe (aHAJIIOrOBBIE) CHCTEMBI HaOMoAeHUS. CTPYKTypa U COCTaB CUCTEMBI. BUIBI U
OCHOBHBIE€ XapaKTEPUCTUKHU IEPEAAOLINX TEJIEBU3SHOHHBIX KaMep.

CxeMa IpOTHBOJICHCTBUS. 3amuTa pe4eBoi HHPOPMalUH OT IIepeXxBaTa YyCTPONCTBAMH,
HCITOJIL3YIONIUMH TeJIE()OHHYIO JHUHHUIO B KQ4ECTBE KaHaJIa epeayu HH(POpMaIUH.

CurnanbHas HHGOpMAaIKs: BUIBI KAHAJIOB, MPOIMYCKHAs CIOCOOHOCTh KAHAJIOB BU3YaJILHOI'O (POTO- U
BHJIEO-KOHTPOJIS, aHAIOTrO-IdpoBast HH(GOpMaLHs.

Axyctudeckas nHGopmanus. [lokazarenu kauectsa peur. [IponyckHas criocoOHOCTh KaHasa

peueBOi HH(POpPMALIHH.



48. OxpaHa nepuMeTpa Kak KOMIUICKCHas 3a1a4ya. OCHOBHBIC XapaKTEPUCTUKHU IIEPUMETPOBEIX CPEJICTB
CUTHAJIU3aluuU. BUABI NEpUMETPOBEIX CPEICTB CUTHAJIU3ALIMH.

49. TexHu4eckue KaHaIbl YT€UYKH HHPopManuu. XapaKTEPUCTHKHA TEXHUYECKHX KaHAJIOB YTEUYKH
nHpopManuu. Knaccudukanus kaHaJIOB yTe4kd HH(OpPMAIUH.

50. DJIEMEHTEL, CTPYKTYpa U IIPUHLMII JACHCTBUS TEXHUYECKUX CPEJACTB OXpaHkbl. [ IpuHIUIIEI

AaBTOHOMHOH U LICHTPAIU30BAHHON OXPAaHEI.

2. Yuebno-memoouueckoe u uH@opmayuonHoe obecneueHue npozpammovl 6CMYRUMETbHO20
Ikzamena ¢ mazucmpamypy no Hanpaenenuio 10.04.01 «Madpopmanuonnas 6e3onmacuoctey [Iporpamma
noAroToBku «KoMiiekcHOe obecrieueHne 0€30MacHOCTA aBTOMAaTU3UPOBAHHBIX CHCTEM)

a) OCHOBHAs JIATEpaTypa:

OenepanbHbiit 3aK0H OT 27 uros 2006 r. N 149-03 «O0 undopmauuu, HHGOpMAITMOHHBIX
TEXHOJIOTUAX U O 3alIUTe UHPOpMALUN» [ DJIEKTPOHHBIMAOKYMEHT]. PexxuM noctyma: URL:
http://fstec.ru/tekhnicheskaya-zashchitainformatsii/dokumenty#

Oenepanpubii 3aK0H OT 27 urons 2006 r. N 152-D3 «O nepcoHanbHBIX JaHHBIX» [ DJIEKTPOHHBIM
noxkymeHT]. Pexxum nocryma: URL: http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty#

Yka3 [Ipesunenta PO ot 5 nekadbps 2016 r. Ne 646 “O0 yrBepxaeHnu JIOKTpuHBI HHPOpMALIMOHHOM
o0e3onacHocTu Poccuiickoit @enepamun’.

OenepanbHbIM 3aK0H 'O 0€301aCHOCTH KPUTHYECKON MH(MOPMAIIMOHHON HHPPaCTPYKTYPEI
Poccuiickon @enepanuu” ot 26.07.2017 N 187-03.

A. H. Ocokun A. H. MansuykoB, Teopus nundpopmanuu. YuedbHoe nocodue ajst By30B: MockBa :
[Opaiit, 2020. 205 c.

JluOpoB M. B. Cetu u TenekommyHukauuu. Mapmpyrusanus B [IP-ceTsx : yueOHUK U IIPaKTHKYM
s By30B / M. B. JIubpoB. — 2-¢ u3a., nepepad. u non. — Mocksa : U3marensctBo Opaiit, 2023. — 423 c.

MocksutuH .. KomniuekcHas 3amura nHopMauuu B opranu3anmu / I'.11. MockBuTuH. — M.:
Pycaiinc, 2017.- 400 c.

MensaukoB B.I1. 3amura nadgopmanun: yueOnuk / B.I1. MensaukoB. — M.: Akanemus, 2019. — 320 c.

®aponoB A.E. OcHOBBI HHOPMALIMOHHOM 0€30MMaCHOCTH IIPH padoTe HA KOMITBIOTEPE : YYEOHOE
nocobue / ®apoHoB A.E. — Mocksa, CaparoB: IHTepHeT-Y HUBepcuTeT MH(popManmoHHBIX TexXHOI0ruii
(MHTYHAT), Air IIn Ap Menua, 2020. — 154 c.

Xopes I1. b. IIporpammuo-annapaTtHas 3amura nHGpopManun: yueonoe nocodue / I1.b. XopeB. — 3-€
u3n., ucnp. u goi. — Mocksa: UHOPA-M, 2021. — 327 c.

Poro3un 10.H. UnxeHepHO-TeXHUYECcKas 3amuTa HHOpMaIMH Ha 00BeKTax HH(GOpMaTH3alNU:
YyebHoe nmocodbue —!CaHKT-l'IeTepGypr: NIl UaTepmenus, 2019r. -216 c.

0) IOMOJHUTEIbHAS INTEpATypa:



JlanensH T.51., Enuxun M.H., O6mas teopus undpopmanuu (OTH). YueOHO-MeTOIMUYECKOE
nocodue: Mockaa : Pycaiinc, 2020. -117 c.

A. B. Huxkynun,, B. B. Aptiomenko,, KomnsiorepHbie ceTH U TeleKOMMYHUKauu [[Ipouee]
y4e0HO-METOAUYECKOE ITOCO0HE IO PYCCKOMY SA3BIKY KaK HHOCTpaHHOMY: HoBocuOupck : HoBocubupckuii
rOCyJapCTBEHHBIA TEXHUYECKUM YHUBepcUTeT, 2020. —73cC.

3amuTta uHpopMauuu : yueoHoe nmocodbue / A.IL Xyxk, E.IL. XKXyk, O.M. Jlenemxkun, A.U.
Tumorukus. — 3-e u3xa. — Mocksa : PUOP : UHOPA-M, 2021. - 400 c.

[Ienemenko B.C. MeHe»KMEHT HHIMACHTOB HH()OPMALIMOHHOM 0€30ITaCHOCTH 3aIUIIIEHHBIX
aBTOMaTH3HUPOBAHHBIX CHCTEM yIIpaBiieHHs : yueOHoe nocodue / [lenemenko B.C., 'oBoposa C.B., Jlanuna
M.A.. — CraBpomnoJis : CeBepo-KaBka3zckuii peaepanbHbiid yHuBepcuret, 2017. — 86 c.

NnxenepHo-rexauyeckas 3amura nH@opmamuu / Topokun A.A. -M.: Acnekt IIpecc, 2006.

OcHoBbI 3amuTE HHQOopManuu: Yuedbnoe nocodue / A.M.Kynpusaos, A.B.Caxapos, B.A.IlleB1oB .-
M.: U3narensckuii neHTp «AkanemMusy», 2006.

3amuTa HHGOpPMAIIUH B TeJIEKOMMYHHKaIIMOHHBIX cucTeMax / Koxanosuu ['.®. u ap. - M.: IIpecc,
2003.

B) IporpaMMHoOe oOecrieueHue u MHTepHET-peCypCHI

OnextpoHHbIH katanor Y HULl KHUTY: Pexxum nocryma: http://ruslan.kstu.ru/

ObC «JIanp»:Pexum mocrtyna: https://e.lanbook.com

O6pa3oBarenbHas miargopma «kOpaiity: Pexxum nocryna: https://urait.ru/

ObC «Znanium.comy»: Pexxum nocrtyna: http://znanium.com/

OBbC YuuBepcurerckas 6ubauoreka onjaitH: Pexxum nocrymna: http://biblioclub.ru/

OBC IPRbooks: Pexxum nocryna: http://www.iprbookshop.ru/

OBbC BOOK.ru : Pexxum nocrtyna: https://www.book.ru/

Hayuynas snextponHas 6ubaunoreka https://elibrary.ru/



